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1. TACIIOPT PABOYEH ITPOI'PAMMBI
MPOPECCHUOHAJIBHOI'O MOAYJIsL
IIM.01 BeinoJsiHeHue padoT Mo NPOEKTUPOBAHUIO CeTeBO HH(PPACTPYKTYPbI

1.1. Ob6aacTh npuMeHeHus1 padoyeil MPOrpaMmbl

Pabouas mporpamma mpodeccruoHalbHOTO MoayJs «BpimosHeHne padboT 1o
MPOCKTUPOBAHUIO CETEBOM HHQPPACTPYKTYpPhI» SIBISETCS YacThIO IMPOTPaMMBbI
MOATOTOBKM CHEIUAIUCTOB cpeaHero 3BeHa B coorBercTBuu ¢ PI'OC CIIO mo
criermuanbHOocTH 09.02.06 «CeTeBoe M CHCTEMHOE aJIMUHHCTPUPOBAHHE» B YaCTH
OCBOEHHUsSI OCHOBHOro Buma jgedrenbHoctd (OBJl): Beinmonnenue paboT 1o
MIPOCKTUPOBAHUIO CETEBON MHPPACTPYKTYphl u (POPMUPOBAHUS CIEAYIOMUX OOIIHX
komnetenumii (OK) u npodeccronanbubix kommereHmit (11K):

1.1.1. TIlepedenn OOLMIMX KOMITETEHIUN

Kon HaumenoBanue o0Iux KoMImeTeH MK

OK 01. | BwiOupaTh crmocoObl pemieHusi 3agad4 Mpo(ecCHOHANBbHON eSATeIbHOCTH,
MPUMEHUTENHHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02. | OcymiecTBiasTh TOWCK, AaHajlM3 W HUHTEpOpeTanu  UHOOpMaINH,
HE0OXOMMOM TSI BBITIOJTHEHUS 3a]1a4 MpoheCCUOHATBHOM JIeITeIbHOCTH

OK 03. |IlmanupoBaTh U pealn30BbIBATH COOCTBEHHOE MPOQPECCHOHATBHOE U
JMYHOCTHOE Pa3BUTHE.

OK 04. | PabGotath B KOMIEKTHBE W KOMaHJe, d(PPEeKTUBHO B3aMMOJCHCTBOBATH C
KOJUIETaMU, PYKOBOJCTBOM, KJIMEHTaMHU.

OK 05. | OcymecTBiasTh  yCTHYHO M THUCBMEHHYIO  KOMMYHHKAIlMIO  Ha
rOCyJapCTBEHHOM SI3BIKE C YYETOM OCOOCHHOCTEH COLMAIBHOTO U
KYJBTYPHOTO KOHTEKCTA.

OK 06. |IIposBISTH T'pakAaHCKO-TIATPUOTHUYCCKYIO ITO3HMIUIO, JEMOHCTPHPOBATH
OCO3HAHHOE TIOBEJCHUE Ha OCHOBE TPAJUIIMOHHBIX OOIIEUETOBEUECKUX
[HEHHOCTEM.

OK 07. | ConelicTBOBaTh COXPAaHEHHUIO OKPYKAIOIIEH Cpelbl, pecypcocOepekeHuto,
(b (}EeKTUBHO AEMCTBOBATh B UYPE3BbIYAMHBIX CUTYAIUSX.

OK 08. | Ucnonws3oBath cpeacTBa (PU3NYECKOW KyJNbTYpPhl JUISI COXPAaHEHUS U
YKPEIUICHUST 3I0POBbsl B Tipoliecce MpodeCCHOHANBHOU NESITeTbHOCTH U
noJiJIep>KaHre HEOOXOIMMOTO YPOBHS (PH3NYECKOM TOJITOTOBICHHOCTH.

OK 09. | Ucnmonws3oBarh WH(POPMAIMOHHBIE TEXHOJOTMH B MPOdecCHOHATBHON
JESATETLHOCTH

OK 10. | ITons3oBatbest mpodecCHOHANBHON JOKYMEHTAIIMEN Ha rOCYITapCTBEHHOM U
MHOCTPAHHOM SI3bIKE.

OK 11. | IInaHupoBaTh NpeaIPUHUMATENBCKYIO AESITENIBHOCTh B MPO(ecCuOHaTbHOM
chepe

1.1.2. Tlepeuyens npodeccuoHaNbHBIX KOMIETEHIIHIA

Kon | HaumenoBanue BUOB 1€ATEIBLHOCTH U MPOQPECCUOHANBHBIX KOMIETEHIIHMA

B/ 1. Buvinonanenue pabom no npoekmupo8anuio cemegotl UHppacmpyKmypbl

[1K 1.1. | BbINOJHATH NPOEKTUPOBAHUE KAOEIbHON CTPYKTYPhl KOMIBIOTEPHOU CETH.




[IK 1.2.

OcCy1ecTBIATh BBIOOP TEXHOJIOTUH, UHCTPYMEHTAJIBHBIX CPEACTB U CPEICTB
BBIUMCIIUTEIbHON TEXHUKH MPU OPTaHU3ALUU IIpoLecca pa3paboTKu U
UCCIIEJOBaHMsI 00BbEKTOB TPO(hecCHOHAIBHOM 1EATENbHOCTH.

IIK 1.3.

OOecrieunBaTh 3alIUTyY I/IH(i)OpMaHI/II/I B CCTH C HCIIOJIB30BAHHCM
IIPpOrpaMMHO-aIIIIapaTHBIX CPCACTB.

[IK 1.4.

[IprHAMaTE ydyacTHE B IPUEMO-CAATOYHBIX UCIIBITAHUIX KOMIIBIOTEPHBIX
CeTeil U ceTeBOro 000PyAOBaHUS PA3IMYHOTO YPOBHS U B OLICHKE KaueCTBa U
IKOHOMHUYECKOM 3(h(HEKTUBHOCTH CETEBON TOTOJIOTHH.

[IK 1.5.

BoInonHATh TpeOOBaHUS HOPMAaTUBHO-TEXHUYECKOM TOKYMEHTAllUN, UMETh
OTBIT O(OPMIICHUS MPOSKTHOW JOKYMEHTAIUH.

1.2 llesim u 3aga4yu npoghecCHOHATBLHOTO MOAYJIS — TPeOOBaHMS K pe3yJbTaTaM
OCBOEHUsI NMPO(ecCHOHATIBLHOT0 MOLYJIsl

C 1uenpio OBIAJACHUS YKa3aHHBIM OCHOBHBIM BHJIOM JIEATEIBHOCTH U
COOTBETCTBYIOIIMMH OOLIUMHU U MPOPECCUOHATBHBIMUA KOMIIETCHIIUSIMU 00 y4arOIIHIiCs
B X0JI€ OCBOCHMS IPO(HECCUOHATLHOTO MOJTIYJISI IOJKEH:

HMeTh npakTU4eCKuii ONBIT B — IPOEKTUPOBAHUU APXUTEKTYPHI JIOKAJIBHOU CETH

B COOTBETCTBUH C IIOCTABIICHHOM 3aaueii;

— YCTaHOBKE M HACTPOMKE CETEBBIX MPOTOKOJIOB U
CeTeBOro OOOpYIOBaHUSI B COOTBETCTBUU C
KOHKPETHOM 3aJa4eii;

— BbIOOpE TEXHOJIOTUH, HMHCTPYMEHTAIbHBIX
CpenCTB npu OpraHu3aluu npotecca
UCCIIEJOBaHHUs 00BEKTOB ceTeBoOM
UHPPACTPYKTYPBHI;

— obecrieyeHny 0€30MacHOr0 XpaHEeHUs U epeadn
nH(GOpPMAITUH B JIOKAIBHOM CETH;

— MHCIOJb30BAHUM CIIEIUAIBLHOIO MPOTrPaMMHOIO
oOecrieyeHns TUIS MOJICTTUPOBAHMSI,
IMPOCKTUPOBAHUA n TECCTUPOBAHUA
KOMIIbIOTEPHBIX CETEH.

YMETH

— TPOEKTHUPOBATH JOKAIBHYIO CE€Th, BRIOMPATh
CETEBEIC TOIOJIOTHH;

— HCMOJb30BaTh MHOTO(QYHKIIMOHAJIbHBIE
puOOpbl MOHUTOPUHTA, TPOrPaMMHO-
arnmnapaTHble CPe/ICTBA TEXHUYECKOTO KOHTPOJIA
JIOKaTEHOM CETH.

3HaTb

— o0IMe TPUHIUIBI TOCTPOCHUSI CeTel, CEeTEeBBIX
TOIIOJOTHM, MHOrocioiHon  wmoaemn  OSI,
TpeOOBaHMI K KOMITBIOTEPHBIM CETSIM;

— ApXUTEKTypy  MPOTOKOJIOB,  CTaHAapTHU3alUU
CeTeil, JTalmoB  MPOEKTUPOBAHUA  CETEBOU
UHPPACTPYKTYPHI;

— 0a30BbIe MPOTOKOJIBI U TEXHOJOTHUU JOKAJIHHBIX
ceTem;

— TMPUHLMIIBI  TOCTPOEHUS  BBICOKOCKOPOCTHBIX
JIOKAJIbHBIX CeTEH,

— CTaHAapThHI kaberei, OCHOBHBIC BH/IBI
KOMMYHHUKAIIMOHHBIX ~ YCTPOMCTB, = TEPMHUHOB,
MOHSTUM, CTAHAAPTOB M THUIOBBIX 3IIEMEHTOB
CTPYKTYPUPOBAHHOM KaOEIBHON CHCTEMBI.




1.3 KosimuecTBO 4acoB HAa OCBOeHHe padoyeid mMporpaMMbl MPo(hecCHOHAIBLHOTO
MO/IYJIS:

O6beM 00pazoBaTENbHON MpOorpaMMbl o0ydarotierocsi 826 4acoB, B TOM YHCIIE:

obs3amenvras yacms - 634 gaca,

sapuamusHas yacmo - 192 gaca.

YBenuueHne KOJMYECTBA dYacoB paboyeil mporpaMMbl 3a CYET YacoB
BapUATHBHON YaCTH HANPABJICHO Ha pacuupenue u (uiu) yeayodieHue odObeMa 3HaAHUN
no pazfenaM TMpPOTPaMMBbl, HOJAYYeHUe OONOTHUMENbHLIX —KOMNemeHyuti (npu
HeobxooumMocmiu,).

O0BeM 00pa3oBaTEIBLHON MPOTrpaMMEbI 00yUarotierocs: 826 4acos.
N3 Hux:
Ha ocBoenre MJIK.01.01 — 260 yacoB, BkiIrO4ast
KOHCYJIbTAIMIO — 44aca;
IPOMEKYTOUHYIO aTTECTAIlIO — K3aMeH 6 9acoB;
CaMOCTOSITEIIbHYIO paboTy oOyuaromierocs — 4daca

Ha ocBoenne MJIK.01.02 — 272 gacoB, BKIroUas
KOHCYJIbTalMIO — 44aca;
MPOMEXYTOUHYIO aTTECTALIMIO — K3aMeH 8 4acoB;
CaMOCTOATENIbHYIO paboTy o0ydarorierocs — 64acos
Ha y4eOHyto npakTuky — 108 gacos;
Ha MPOU3BOICTBEHHYIO NpakTHKY — 180 yacos;
Dk3aMeH KBanu(pUKaIMOHHBIN — 6 4acoB.



2. PE3YJIBTATBI OCBOEHUSA NTPOPECCUOHAJIBHOI'O MOAYJIA

PesynpTaToM ocBoeHHMs pabouel mporpamMMmbl TpPO(EecCHOHATBLHOTO MOAYJIS
SBJIICTCSA OBJaJIcHUE OOYYalOMUMUCSA OCHOBHBIM BHIOM JesatenbHOcTH (OBJI):
BrimonHenne paboT Mo MPOSKTHPOBAHUIO CETEBOM MH(PPACTPYKTYpPHI, B TOM YHUCIIC
npodeccuonansubiMu (I1K) u o6mumu (OK) koMmieTeHITusIMHA:

Kon HaumeHnoBaHue pe3yjibTaTa 00yueHust

[IK 1.1 | BeImosHATH MPOSKTUPOBAHUE KaOCTHHON CTPYKTYPhI KOMITBIOTEPHOM CETH

[IK 1.2 | OcymecTBasTh BEIOOP TEXHOIOTUH, HHCTPYMEHTAIBHBIX CPEJICTB U CPEACTB
BBIUYMCIIUTEIFHOM TEXHUKH IPH OpraHu3allid Tpolecca pa3paboTKu |
UCCJICIOBaHMs 00bEKTOB MPO(HEeCCHOHATLHON e TENBHOCTH

[IK 1.3 OOecnieunBaTh 3alUTy HWH(QOpMAMKU B CETU C MCIOJb30BAaHUEM
IPOrpaMMHO-aIAPATHBIX CPEJICTB

[IK 1.4 | IIpuauMathe ydacThe B MPUEMO-CAATOYHBIX HCIBITAHUSAX KOMITBIOTEPHBIX
CeTel U CeTeBOro 00OpyIOBaHUS PA3IMYHOIO YPOBHS U B OLICHKE KauecTBa
Y 3KOHOMHYECKOM 3(h(heKTUBHOCTH CETEBOM TOMOJIOTUU

[IK 1.5 | BoimonHsaTh TpeOOBaHUS HOPMATUBHO-TEXHUYECKON TOKYMEHTALIUU, UMETh
OTBIT 0(OPMIIEHHS MPOSKTHON JOKYMEHTAIIH

OK 0l1. | BriObupars crocoObl pemieHus 3amad MpoGECCUOHATBHOU eSITEIbHOCTH,
IPUMEHUTEIHHO K PA3IMYHBIM KOHTEKCTaM

OK 02. | OcymiecTBisaTh MOMCK, aHAIM3 W  HMHTEPIPETALUI0  HH(POpPMAIUH,
HEOOXOMMOM I BHINOJHEHMS 3a1a4 Npo(eCCUOHATIbHON NeSTeIbHOCTH

OK 03. |IlnanupoBaTh U pealnU30BBIBATH COOCTBEHHOE MMPOPECCHOHAILHOE |
JUYHOCTHOE Pa3BUTHE.

OK 04. |PaGorath B KOJUIEKTHBE U KOoMaHzae, 3(pGEKTUBHO B3aMMOIEHCTBOBATH C
KOJUJIEraMH, PYKOBOJCTBOM, KJIMEHTAMHU.

OK 05. | OcymiecTBisaTh  yCTHYIO M THCbMCHHYK)  KOMMYHHKAI[MIO  Ha
rOCyJIlapCTBEHHOM SI3bIKE C YYETOM OCOOCHHOCTEH COIMAIbHOTO U
KYJIbTYPHOTO KOHTEKCTA.

OK 06. | IIposBisiTh TpakJaHCKO-MATPHOTHUYSCKYIO TMO3HIUI0, JIEMOHCTPHPOBAThH
OCO3HAaHHOE TIOBEIEHWE Ha OCHOBE TPAJAMIMOHHBIX OOIEYETOBEUECKIX
LIEHHOCTEM.

OK 07. | CogeiicTBOBaTh COXPAHCHHIO OKPYIKAIOIICH CPElbl, PEeCypcoCOEepPEeKeHUIO,
3¢ ($EeKTUBHO ACWCTBOBATH B UPE3BBIYAMHBIX CUTYAIIHSIX.

OK 08. | Ucnonws3oBaTh cpenactBa (U3NYECKONW KYJIBTYphl JJIi COXPAHCHHUS U
YKpEIUIEHUsI 310pOBbs B Ipoliecce Mpo(ecCHOHATbHON AESTENIbHOCTH U
noJiiepKaHiue He0OX0IMMOT0 YPOBHSI (PU3NUECKON MOJTOTOBICHHOCTH.

OK 09. | Ucnonw3oBaTh uHGOPMAIMOHHBIE TEXHOJOTHH B MpodeccHoHaIbHOI
JESITEIIBHOCTH

OK 10. | ITomb3oBatbes mpoheCCHOHATBFHON JOKYMEHTAIMEH Ha TOCYIapCTBEHHOM H
WHOCTPaHHOM SI3BIKE.

OK 11. | I[InanupoBaTh NpeANPUHUMATENBCKYIO ACSITEIBHOCTh B MPO(ecCHOHAIbHOM

chepe




3. CTPYKTYPA U COAEPKAHHUE ITPOPECCHUOHAJIBHOT'O MOAYJIA

3.1. Ctpykrypa npodeccuonajibuoro moayJsi I[IM.01 BeinosiHeHue paGoT no NpoeKTHPOBAHUIO CEeTeBOI HH(PPACTPYKTYPHI
O06wem npodeccroHaIbHOTO MOTYJIS, Yac.
3aHATHS BO B3aUMOJICHCTBUY C MPEMOIaBATENEM, Yac Camocrost
TCJIbHaA
Kobl CyMMapH Obyuenue no MJIK Ilpaxmuxu pa6ota
npodeccroHaabH HanmMenoBaHus pasnenos bIif 00BEM
P fl)x 00IIHX npO(beCCHOHaHLHopro fwnynﬂ HarpysKu, B Tom rcrie TponsBoAcTBeHHAs | Koycynp TIpomexy
KOMIICTCHIHH qac. Bcero JlaGopatop K VuyebHas (ecau Tanus TOYHAas
HbIX 1 YPCOBEIX npeOyCMompeHa arTecranu
pabot paccpeoomoyenHas
HpaKTI/I‘{CCF (poeKTOB) npaxmuxa) aq
X 3aHATHHU
1 2 3 4 5 6 7 8 9 10 11
MK 1.1-IIK 1.5 | MJAK.01.01 KomnbroTepH
OK 01-11 ble CeTH 260 246 64 4 6 4
Paznen 1. KomnbroTepHsie
CeTH
MK 1.1-IIK 1.5 | MIK.01.02
OK 01-11 Opranu3anus, IPUHIHIBI
MOCTPOEHUSI U
(pyHKIIHOHMPOBAHUS
KOMIIBIOTEPHBIX ceTeil 272 254 32 30 4 8 6
Pazpen 2. Opranuzanus,
MIPUHIIUIIBI TOCTPOCHUS U
(hYyHKITMOHUPOBAHUS
KOMITBIOTEPHBIX CETeH
MK 1.1-[1IK 1.5 | Y4eOHas npakTuka (1o 108 108
OK 01-11 MPOGUITIO CIIEIUATHLHOCTH)
4acoB (ecliu IpeaycMoTpe-
Ha UTOroBas (KOHIIEHTPH-
pOBaHHasA) MPAKTHUKA)
MK 1.1-[1K 1.5 | [Ipou3BoacTBeHHAs 180
OK 01-11 MPaKTUKAa (110 MPOPHITIO 180
CHEINaTFHOCTH ), YaCOB
(ecmm mpexycMOTpeHA
HTOTOBAsI
(KOHLEHTpUPOBaHHAs)
MIPAKTHKA)
DKk3aMeH KBaTu(pUKaAITHOHHBIN 6 6
Bcezo: 826 500 96 30 108 180 8 20 10




3.2. Conep:kanue o0ydyenusi mo npodeccuonaabunomy moayao (ITM)

HaumeHoBaHue pa3iesioB u
TeM NpPo(ecCHOHATBLHOI0

Conep:xxanue yueOHOro MaTepuaJa,

O0bém B
monayJs (IIM), JabopaTopHblie padoThI U MPAKTUYECKUE 3aAHATHS, CAMOCTOSITe/IbHAsI YyueOHas padoTa
MEKINCHUTITHHAPHBIX o0yuawuuxcsi, KypcoBasi pa6ora (IpoeKT) (eciu npedycmompenst) Hacax
Kypcos (MAK)
1 2 3
M/IK.01.01. KomnbloTepHbIe 260
ceTH
Pa3nea 1. Komnbrorepubie 246
ceTH
Tema 1.1. BBenenue B Conepxanue 122
ceTeBbIe TEXHOJIOTHH 1 | KomnbloTepHble ceTn

CoBmectHast pabota, MHTepHET W COBPEMEHHBIE CETEBbIE TEXHOJOTMU — OO0JacTh
NPUMEHEHMs M Ha3HaueHue. Buybl koMnbloTepHbIX ceTeil. I 106anbHble U JIOKabHbIE CETH.
OpHOpaHroBble U KIMEHT-CEpBEPHbIE apXUTEKTypbl. OCHOBHBIE KOMIIOHEHTBI CETEH,
ceTeBas Cpella W CeTeBble YCTpoucTBa. TexHosornmum noakmoueHus K HHTepHer.
KouBeprentneie cetu. KauectBo u HazmexHocTh cereil. OCHOBHBIE MOHSTHS CETEBOM
6e3onacHOCTH. TeHJeHIIMU pa3BUTHUs CeTel.

2 | KoHCONBHBIN JOCTYH, YAAJICHHBIH 1ocTym ¢ nomomrsio Telnet m SSH, nucnonp3oBanue mopra
AUX.

3 | CereBble MPOTOKOJIBI H KOMMYHUKAIIUH
KomupoBanue wu mapamerpbl cooOmenusi. CereBble NpPOTOKONBL. B3aumoneiictBue
npotokoyioB. Habop mpotokonoB TCP/IP u mponecc oomena manapiMu. OpraHuszaiuu 1o
cragnaptuzamuu: ISOC, IAB, IETF, IEEE, ISO. MuoroypoBuessie moaenu OSI u TCP/IP.
WNukancynsauust nansbix. [Iporokonbhbie Omoku ganHbix (PDU). octynm Kk J0KaJbHBIM
pecypcam. CereBas anpecauus. MAC- u IP- agpeca. JlocTyn K ymanéHHBIM pecypcam.
[1111r03 MO0 yMOT4YaHUIO.

4 | CereBoii ocTyn

[Iporokoinbl u cranAapThl (pusndeckoro ypoBHs. CrocoObl mojkioueHus k ceth. CeTeBble
untepdeiicubie miaatsl (NIC). Cpenbl nepeaun JaHHBIX U UX XapaKTEPUCTUKH: MPOITyCKHAs
CIOCOOHOCTh, TMPOU3BOAUTEILHOCTh. Buasl memHbix cereBeix kaOeneit: UTP, STP,
KOaKCHalbHbIA. Pa3HOBHIHOCTH, OCOOEHHOCTH TPOKJIAIKH U TECTUPOBAaHUS KaOemneil.
CtpyKTypa 1 0COOEHHOCTH MPOKJIaJAKH ONTOBOJIOKOHHBIX Kabenel. becnpoBoaHbIe cpeacTBa
nepenaun naHubix. Cranmapt Wi-Fi IEEE 802.11.

KananpHplil ypoBeHb W ero mnojaypoBHH: YmpasieHue sorndeckuM kaHajioM (LLC) wu




VYnpasnenue nocrynom k cpene nepenaund naHHeix MAC. CtpykTypa Kajapa KaHaJbHOIO
YPOBHS U NMPHHUUIBI ero ¢popmupoBanus. CTaHAapThl KaHAJTBLHOTO ypoBHsA. Du3nyeckas u
Joruyeckasi TOIMOJIOTHUSI CeTU. TOIMOJIOTUM «TOYKa-TOYKa», «3BE3a», «IIOJTHOCBA3AHHAS,

«kompIeBas». [lomynymiekcHas W TONMHOAYIUICKCHAs mepenava naHHbX. OcoOeHHOCTH
kaapoB LAN, WAN, Ethernet, PPP, 802.11.

Cetenble Texnosiorun Ethernet

CewmeiicTBo ceteBbix TexHooruii Ethernet. [Ipunmun pa6oter Ethernet. Bzaumoneiicteue Ha
noaypoBHsix LLC u MAC. Ymnpasnenue goctynom kK cpene nepeaaun aanHbix (CSMA).
MAC-anpec: unentuduranus Ethernet. AtpuGytsl kanpa Ethernet. [IpeacraBnenus MAC-
aapecoB. OpHO- M  MHOTO3JpPECHOW, IIMPOKOBELIATENbHON pacchliok. (CKBO3HOE
noakiouenue, MAC- u IP-anpeca.

[Iporokoin paspemenus aapecos (ARP): mpuHumnbsl paboThl, pojb B IPOLECCE YAAIEHHOTO
oOMena naHHeiMH. Tabnumbsl ARP Ha cereBbix ycTpoiicTBax. OCHOBHBIE HEIOCTATKU
nporokosia ARP - Harpyska Ha cpeny nepefaun JaHHBIX U O€30M1aCHOCTb.

OcHoBHast uHpopMalusi o noprax kommyraropa. Tabmuna MAC-ampecoB KoMMyTaTopa.
Oynkus Auto-MDIX. Crioco6sI iepecsiiku kagpa Ha kommyTaropax Cisco. bydepuzanus
namMsTd Ha kommyTtaTopax. DukcupoBaHHas U MOAYJIbHas KOH(MUTYpaIl KOMMYTaTOPOB.
CpaBaenne xommyTtanuu ypoBHS 2 u ypoBHA. TexHonorust Cisco Express Forwarding.
Buprtyanbusiii untepdeiic kommytaropa (SVI), Mapmpyrusupyemsiii mopt, EtherChannel
ypoBHs 3. KoHdurypanust MapuipyTu3upyeMoro mopra.

CereBoili ypoBeHb

CereBoil ypoBeHb B Mpoliecce nepeaadn JaHHbIX. [IpoTokoibl ceteBoro ypoBHs. OCHOBHbBIE
xapakrepuctuku IP-mpotokomna. Crpykrypa mnakeroB IPv4 u IPv6. OcobenHoctu u
npeuMyInecTBa  npoTtokona Pv6.  Meroasl  MapmpyTuszamuu — y3i1oB.  Tabnwuia
MaplIpyTU3allud y3JI0B U Mapuipyrusatopa uisi npotokonos IPv4 u IPv6. YcrpoiictBo
Mapuipytuszaropa — IIpomeccop, namsaTe, omnepanuoHHas cucreMa. [logkimroueHune k
MaplIpyTU3aToOpy dYepe3 pas3inyHble MNopTel. HacTpolika HMCXOAHBIX MapaMETPOB,
MHTEp(ECcoB, IIII03a 10 YMOJYaHHUIO U IPYTHX XapaKTePUCTUK MapUIpyTH3aTOpa.

TpancnopTHbIi ypoBeHb

Ha3nauenue u 3aauu TpaHCIIOPTHOT'O YPOBHSL.

MynpTUIIEKCUPOBAaHUE CEAaHCOB cBsI3u. Onucanue u cpaBHeHue nporokosnoB TCP u UDP —
HAJEeKHOCTh W TMPOU3BOAUTEIBHOCTh, O0JIACTh TNpPUMEHEHHs. AJpecanuss MOPTOB U
cermentaiuss TCP u UDP. OOmen panneiMu mo TCP. Ilpomeccet TCP  cepsepa.
VYcranosnenue TCP-coequHenuss U ero 3aBepiieHue. [IpUHIUIBI  «TPEXCTOPOHHETO
pykonoxarus» TCP. Hanéxnocte u ynpaBnenue notokom TCP - TloarBepxaeHue
MIOJIyYEHUsI CETMEHTOB, IOTEPs] JAHHBIX W IOBTOpHAs Iepefada, YIpaBJICHUE ITOTOKOM.
O6meH nanHbiMH ¢ ucnoib3oBanueM UDP. Ilponeccel u 3ampocsl UDP-cepepa, UDP-
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nararpammsl, riponieccbl UDP-kiuenta. [punoxenus, ucnonssyronme UDP u TCP.

IP-anpecanus

Crpykrypa IPv4-aapecoB. CereBas u y3noBas 4acth IP-agpeca. IIpeoOpa3zoBanue aapecos
MEX1y JBOMYHBIM U JIE€CATEPUYHBIM IpenacraBieHueM. Macka noxaceru IPv4. Ceresoii
azgpec, aapec y3ja U IIMpoKoBemiatenbHbld anpec cetu [Pv4. IlpucBoenue y3iny
CTaTU4eCKOTo M auHamuueckoro IPv4-aapeca. MuoroanpecHas mepenava. [TyOnuynsie u
yactHble [Pv4-aapeca. [Pv4-anpeca cneruansHoro HazHaueHus. [IpucBoenue IP-anpecos.
CoBMecTHOE Hcnosib3oBaHue MpotokosioB IPv4 u IPv6: nBoliHON CcTeK, TyHHEIMPOBAaHUE,
npeobpaszoBanue. IIpencraBnenue I[Pv6-ampecos. IlpaBuna cokpamenus 3amucu [Pv6-
anpecoB. HAuBUAYanbHbIN, IPYNIOBOM, MPOU3BONIBbHBIN TUIBI [Pv6-anpecoB. CTpyKTypsl
JIOKAJIBHOTO U TJI00aJbHOr0 HHAUBUAYANbHBIX [Pv6-anpecoB. CtaTuueckas U AUHaMUYecKas
KoH(purypauuu rinodaipHoro uHAMBHUIYyanbHOro anpeca. Ilponecc EUI-64 u ciyuaiino
CreHEepHUPOBaHHBIN UACHTUPHUKATOP HHTEpdeiica.

ICMP-cepBucel. Otmuus it npotokosioB IPv4 u IPv6. Coobmenuns ICMPVI6 «3ampoc
MapuipyTusaropy», «OObsBIeHHE OT MaplIpyTH3aTopa», «3ampoc COCEAHEro y3lia» u
«OOBsBIEHUE COCEIHEro Yy3jaa». TecTHpoBaHME CETH C IOMOIIBIO 3X0-3aIPOCOB.
TpaccupoBka wmapmipyta. Bpemst npoxoxaeHHs CHUTHalIa B MPSIMOM H  OOpaTHOM
HanpasyieHusX (RTT). Bpems xuzuu (TTL) IPv4 u npenen nepexonos IPv6.

Paznenenue IP-cereil Ha moaceru

Cermenranus [P-cereil. OOMeH JaHHBIMU MEXIy MojaceTssMu. IlnaHupoBanue aapecaruu B
noxacetsx. PacuetHeie hopMynbl 11si cerMeHTalnuu cetu. Pa3oueHne Ha Mo/ICeTH Ha OCHOBE
TpeOOBaHUIl y3JI0B U CETEH, B COOTBETCTBUU C TpeOoBaHUSAMU ceTeil. OnpeneneHne Macku
nojacetu. PazOuenne Ha MOJCETH C MCMOJIb30BAaHUEM Macku nepeMmeHHoi anuuel (VLSM).
bazoBas monens u HazHadeHue O0koB anpecoB VLSM. [lnanupoBaHue anpecanuu CeTH.
Ocobennoctu npoektupoBanus IPv6-cetu. Pa3OueHue Ha MOACeTH € MCIOJIB30BaHHEM
nJeHTHQUKaTOopa HHTEpdeiica.

10

YpoBeHb NPUIIOKEHUI

YpoBeHb NPUIOKEHHH, YPOBEHb IPEACTABICHUS W CEAHCOBBIM YpOBeHb. [Ipumepsl
pacnpoCTpaHEHHBIX NpHiIoKeHUN. [IpoTokoibl ypoBHs npuioxeHuil. OQHOPAHIOBBIE CETU
(P2P). Mopenp tuma «kiaueHt-cepsep». 0630p npotokosoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennsix uM€H (DNS). @opmar coobuiennit u uepapxuss DNS. Vrunura
«nslookupy». Cnyx06a DHCP. Ilporoxon mnepenauu daitnoB (FTP). IIporokon obGmena
Oomokamu cepBepHBIX coobmenuit (SMB). Konnenmuun «Bceobsemmrommii  HTEpHET»
BYOD. JloctaBka JaHHBIX IO KOHBEPT€HTHBIM CETSIM.

11

Co3nanne 1 HACTPOIiKa He0OJIBIIOH KOMIIBIOTEPHOH CeTH
[InanupoBaHue M co3fgaHue HEOOJBIION KOMIIBIOTEPHOH CETH: ONpENeNeHue KIFYEBbIX
(akTOpoB, BHIOOP TONOJOTMHM M CETEBBIX YCTPOMCTB, BHIOOP M HACTPOWKa IMPOTOKOJIOB,
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CUCTEMBI ajipecaniui. Mepsl 1o o0ecreueHnto 0€30MacHOCTH CETH. Y I3BUMOCTH M CETEBBIC
aTaku. Pa3BenwiBarenbHbie aTaku, Ataku noctrymna, Otka3 B obOcmyxuBanuu (DoS-atakn).
Pe3epBHOE KOmUpoBaHWE, OOHOBJICHUE M YCTAHOBKA HCIIPABICHUN. MEXCETEBbIE DKPaHBI.
Ayrentudukanus, apropuzanus u yuét. Brimouenue nporokona SSH.

®daitoBple CHCTEMBI MapIIPYTH3aTOPOB M KOMMYTAaTOPOB. Pe3epBHOE KOmuWpoBaHUE U
BOCCTAHOBJICHHE C TIOMOIIBIO TEKCTOBBIX (aitno, mportokona TFTP, USB-nakomutes.
Bcerpoennbie  cnmyxOb1  mapmipytuzanuu. [lommepkka OecHpOBOIHBIX —IOAKITIOYCHHUH.
Hactpoiika BCTpO€HHOro MapupyTu3aropa.

B mom yucne npakmuyeckux 3anamuil u 1a60pamopHsIx padom

1 | CocraBnenue kapThl ceTd IHTEpHET C MOMOMIBIO YTUIIUT «ping» U «traceroute»
2 | Co3maHue mIpOCTOU CETH:
* VYcraHOBKa ceaHca KOHCOJIM C CETEBBIM 00OpYyIOBaHUEM IIPH MOMOUIM IIporpaMmmel Tera
Term;
* Co3gaHue CETH;
Hactpolika OCHOBHBIX [TapaMETPOB KOMMYTATOPA.
3 | [IpocmoTp ceTeBoro Tpaduka ¢ moMoIibio nporpammel Wireshark.
4 | I[lonkmrovyeHne KOMITBIOTEPOB K CETH C TOMOILbIO Kabesneil 1 6ecripoBOIHBIX a/laliTEPOB:
* OnpezeneHue CETEBbIX YCTPOICTB U KaHAJIOB CBA3H;
*  OO0XHM CETEBOro KabeJs;
* IIpocMOTp JaHHBIX O OECTIPOBOJHBIX M IPOBOJHBIX CETEBbIX aJaNTepax.
5 | Usyuenue Ethernet-texHonoruii:
e IIpocmorp MAC-anpecoB CETEBBIX YCTPOMICTB;
* UMsyuenue kanpos Ethernet ¢ nomombto nporpammsl Wireshark;
* IIpocmotp ARP ¢ momomsto nporpammel Wireshark, untepdeiicoB koMaHaHON CTPOKH
Windows u I0S;
* MHcnonb3oBanue uHTepdeiica xomannHoil crpoku [0S ¢ Ttabmuunamu MAC-aapecos
KOMMYTAaTopa.
6 | [Toctpoenue cetn Ha Ga3ze MapuIpyTH3aTOpa:
* IIpocmoTp Tabauil MapUIpyTHU3ALUH Y3JI0B;
* M3zyuenue (pu3NUECKUX XapaKTEPUCTUK MapLIPyTHU3aTOPa;
» (Co3/aHue CeTH, COCTOSIIEH N3 KOMMYTAaTOpa U MapuIpyTHU3aTopa.
7 | N3yueHue TpaHCIOPTHOTO YPOBHS:

* HalGmomenue 3a mporeccoM TpPEXCTOPOHHETO «pykomoxatus» TCP ¢ momorisio
nporpamMmbl Wireshark;

e HM3yuenue 3axBaueHHbIX 1aHHBIX DNS UDP ¢ nmomouibsto nporpaMmsl
Wireshark;

32
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Nzyuenne 3axBaueHHbIx nakeroB FTP u TFTP ¢ nomomrsio nporpammer Wireshark.

Hacrpoiika IP-agpecanuu:

Hcnonp3oBanue kanpkynaropa Windows B paboTe ¢ CETeBBIMH ajpecamu;
Kounseprauus IPv4-agpecoB B IBOUYHYIO CUCTEMY CUMCIICHUS;
Omnpenenenue [Pv4/IPv6-aapecos;

Hactpoiika [IPv6-aapecoB Ha CETEeBBIX YCTPOIMCTBAX;

TectupoBaHue CETEBOT0 MOAKIIOUYSHUS C TIOMOLIBIO KOMaH/I «ping» 1
«traceroutey.

Cermenranus [P-cereii:

N3yuenue KalbKyIITOPOB MOJICETEM;

Pacuér nmoncereit IPv4;

Paznenenune ceteit ¢ pa3MuHBIMU TOIMOJOTHSMHU HA MOJICETH;

Pa3paboTka 1 BHepEeHNE CXEMBI aipecanuu pa3aeneéHHoi Ha noacetu [Pv4-ceTu;

Pa3pabotka u BHeqpeHue cxeMsl anpecanun VLSM.

10

IP-anpecanus:

aHanu3 Tpaduka OJHOAAPECHOW mMepeAayud, UIMPOKOBEIIATEIbHOW M MHOT0aJIpecHON
PacChUIKU;

HacTpoiika aapecanuu [Pvo;

npoBepka aapecanuu [Pv4 u IPv6;

0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

11

Cermenranus IP-ceteit:

OpraHu3alys MOJICETU MO Pa3JINYHBIM CLIEHAPUSIM;
pa3paboTKa u BHEAPEHHUE CTPYKTYpHI aapecaruu VLSM;
BHEJIPEHUE CXEMBI apecaliuu pa3aesiéHHon Ha nojacetu [Pvo-ceru;
OTpa6OTKa KOMINJICKCHBIX NPAKTHYCCKHUX HABBIKOB.

12

N3ydyeHne OCHOBHBIX CETEBBIX CIIYXO:

W3yuenne ¢yHkuun oOMeHa ailnaMu MeXIy OJHOPAHTOBBIMH YCTPOHCTBaMHU
onpeneneHue npeodpazoBanuii PAT; «M3yuenue npasun padbotst DNS;

N3yuenue nporokona FTP.

13

Oo6ecrieueHne 0e30IIaCHOCTH CETH:

W3yyeHune yrpo3 ceTeBoi 0€30MacHOCTH;
JlocTyt K ceTeBBIM YCTPOUCTBaM 1o npoTokony SSH;
Obecneuenne 6e30MaCHOCTH CETEBBIX YCTPOUCTB;

14

AHann3 KOMIBIOTEPHON CETH U HACTPOWKA MAPLIPYTU3ATOPA:

[IpoBepka 3agepeKk B MEpeAayd CETEBHIX MAKETOB C IMOMOIIBI0 YTHIHT «ping» u
«traceroute»;
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* Hcnonb3oBanue uHTepdeiica komanauo ctpoku (CLI) myist cOopa cBefeHui 0 CETEBBIX
YCTPOMCTBAX;

*  VYmpasnenue ¢daimamu KOHQUIypaluu MapuIpyTH3aTopa C TMOMOIIBIO MPOTpaMMbl
SMYJISILIUU TePMHUHAJIA

*  Vopapnenue daiaamMu KOHPUTYpaIMu yCTpOHCTB ¢ ucmnoib3oBanueM TFTP, dnem-
namsatyu 1 USB-Hakonureneit

+ U3yuenwue npoueayp BOCCTAaHOBJICHHUS TApPOJICHi.

15

IIpoexkTupoBaHue U CO3AAHUE CETH IS MAJIOTO MPEAIIPUATUS — UTOIOBBIN ITPOEKT

Tema 1.2. [IpuHuMNIBI
MapIIPYTH3AIHU U
KOMMYTAalUHU

Cooepocanue

1

BBenenne B KOMMyTHpYeMbIe CeTH

O0benunénnsie cetu. Mepapxusi B KOMMYTHPYEeMO# ceTu. Poib KOMMYTHpPYEMBIX CETEeH.
Kommyrtupyemass  cpema.  JluHamuueckoe — 3amosiHeHue — Tabmuubsl  MAC-agpecos
KOMMYyTaTopa. MeToapl mepecpulkM Ha KommyTtarope. KoMmyranus ¢ IpOMEXKYTOYHBIM
xpaHeHueM. CKBO3Hass KOMMYTaIIMs.

KomMmyTannonHsle joMeHbl. CHUKEHUE IEPErpy30K CETH.

OcHOBHbBIE KOHIENINH U HACTPOIKAa KOMMYTAaIlMU

OcHOBHbIE KOHLENIUIMM U HacTpoiika KoMMyTauuu. IlepBoHauanbHasi HacTpoika
KOMMYTaTopa M BOCCTaHOBJEHHE IIOcie cucreMHoro cb6os. Hactpoiika nocryma mis
06a3zoBoro ymparieHuss kommyrtatopom c IPv4. Jlymnekcnas cBsa3s. HacTtpoiika mopToB
KOMMyTaropa Ha (Qu3M4ecKoM ypoBHE. DYHKLHUS aBTOMATUYECKOIO ONpEAEICHUs THUIIA
ka0enst (Auto-MDIX). IlpoBepka HacTpoek moprta kommyraTopa. Ilowck u ycrpaHeHue
po6JIeM Ha YPOBHE JIOCTYTA K CETH.

besonacHocth koMMyTaTopa. 3amumEHHBIM yaanéHHeM goctyn. Hactpoiika SSH.
Pacnpoctpanénnble yrpo3sl Oe3zomacHocTu: mnepenonHeHue Tabmuuel MAC-anpecos,
DHCP-cniy¢unr, ncnonp3oBanue yszsumocteit mporokona CDP, Ataku Telnet u np. Aynut
U TIPAaKTUYECKUE PEKOMEHJalMK 10 o0ecreyeHn o 6e30macHoCTH ceTd. be3onacHoCTh mopra
komMmytaropa. OrcnexxuBanrne DHCP coobmienuii. @yHkius 6e3onacHOCTH noprta. Buabl
3anmTel MAC-aznpecoB. Pexxumbl pearnpoBanus Ha HapylieHue 6ezonacHoctu. [IpoBepka u
HacTpoiika noptoB. [Iporokoun cereBoro Bpemenu (NTP).

Bupryanbnbie nokaabHbie ceTd (VLAN)

Bupryanbubie nokanbhbie cetd (VLAN) — kinaccudukanus 1 OCHOBHBIE XapaKTEPUCTUKH.
Tpanku BHUpTyanbHBIX ceTell. KOHTposIb MIMPOKOBEIATENBHBIX TOMEHOB B ceTsix VLAN.
TerupoBanue kanpos Ethernet ans mnentuduxanuu cetu VLAN. Ceru native VLAN u
terupoBanue cranpapra 802.1Q. Teruposanme rosnocoBoii VLAN. Peanuzanun
BUPTYabHOU JIoKanbHOM ceTH. Haznauenue noproB cetsm VLAN. Hactpoiika TpaHKOBBIX
kaHanoB. IlpoTokosn nuHamuyeckoro co3ganus TpaHkoBoro kanasia (DTP). Ilouck wu

124
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YCTpaHEHHE HEMNOJIAJOK B BHUPTYAIBHBIX JIOKAJIbHBIX CETAX M TPAHKOBBIX KaHaJaX.
IIpo6nemsr ¢ IP-agpecanmeit cetm VLAN. HecoBmaneHus pexuMOB TPaHKOBOM CBSI3H.
[IpoekTupoBanue u obecneuenune 6e3omacHocty VLAN: hopping, cnypuHr KOMMyTaTopa,
aTtaka ¢ ABoiHbIM TerupoBanueM, Cetb PVLAN nepumerpa. [Ipaktnueckue pekomeHnaunu
110 MPOEKTUPOBAHUIO BUPTYAJILHOM JIOKAJIbHOU CETH.

Konuenuus mapmpyrusanumn

Hacrpoiika wmapmpyruzaropa. MexaHu3mbl nepecbUiku makeToB. [logkmroueHue u
HAacTpoiika ycTpoHcTB. CBETOAMOJHbBIE MHAMKATOPbl HA MapuIpyTH3aTope. AKTUBaLMs U
HacTpoiika |P-agpecamuu. IlpoBepka CBA3HOCTHM ceTeil € MPSIMBIM MOAKIIOYCHHUEM.
IIpoBepka HacTpoek wuHTepdeiica. DunbTpanus BBIXOIHBIX JaHHBIX KOMaHI «Showy.
Kommyranus mnakeroB Mexnay cersaMu. OyHKIUS KOMMYyTAalMM — MapuUipyTU3aTropa.
Mapupyruzanus nakeros. Onpenenenue myTtd. [Ipouecc npuHATUS pelIeHUs O IEPEChUIKE
naketoB. Beibop ontumanbHoro mytu. [Iporokonsr RIP, OSPF, EIGRP. Pacnpenenenue
Harpysku. AJMHUHHUCTpUpOBaHUE paccTosHue (AD) u HagexHOCTh MapupyTa. AHanu3
TaOIUI MapUIpyTU3aLUA — UCTOYHHUK JaHHBIX, MPUHIUIBI (OPMHUPOBAHHE BO3MOXKHOCTHU
HACTPOWKH. 3amuicu TaONWIBl MapHIPYTH3AIUH IS CETEH C MPSAMBIM IOAKIIOYCHUEM.
3ajaHue CTaTUYECKUX MapuipyToB. lIpoToOKonbl AMHAMUYECKON MaplIpyTU3aluu CeTeu
[Pv4 u IPv6.

Mapuwpyruzanus me:xkay VLAN

[puntuns! padoTel MapupyTuzanuu Mexay VLAN. Hacrpoiika mapmpyru3anuu Ha 6ase
MapuipyTU3aTopoB C HECKOJbKUMH (pu3nyeckMMH HHTepdercaMu, C HUCIOIb30BaHUEM
KoH(purypanuuu router-on-a-stick, depe3 MHOroypoBHEBbIM Kommytarop. I[IpoOnemsl
Mapuipytuzauuu Mexay VLAN. IlpoBepka KoHGUTypaluu KOMMYTaTopa W HacTpOeK
Mapuipyrusaropa. Henonanku B pabore untepdeiica. Ommbku B IP-agpecax m mackax
nojcerd. Hactpoiika m pabora KOMMyTaluMu Ha 3-M ypoBHE. MapuipyTusanus Mex1y
VLAN wu4epe3 BupTyanbHble HHTEp(pelchl KOMMYTaTOpa, MapIIpyTU3HpPyEeMble MOPTHI.
Henosagxy B HacTpoiikax KOMMYTaTropa 3-ro ypoBHs.

CraTnyeckasi MapLIpyTH3aLMA

[IpenmymiecTBa U 3afaun CTaTUYECKONM MapIIPyTHU3alMU. THUIBI CTaTUYECKUX MapIIpyTOB:
CTaHJIAPTHBIA, MO YMOJYaHWUIO, CYMMAapHbIM, IUIaBaromuid. HacTpolika cTaTHYecKux
mapuipyroB [Pv4 u [Pv6. Komanma «ip route». MapiipyT cleqyromero mepexosa.
HamnpsiMmyro moaximrou€HHBIA cTaTUYeCKHd MapmipyT. I10JIHOCTBIO 3a7aHHBIN CTATHYECKUI
MapupyT. Hactpoiika cratmdyeckoro Mapumipyra no ymomndaHuio. KiaccoBast agpecanus.
KnaccoBsle Macku mojaceru. beckmaccoBas wexaoMmenHas Mapupytuzanus CIDR.
OOwenunenne MmapipytoB. Opranuzanus cymnepcereil. Mcrosnb30BaHre MacoK IOACETH
¢ukcupoBannoit jumHbl (FLSM). Macka mnonacetn mnepemenHoil anunel (VLSM).
HacTtpoiika CyMMapHbIX M IUIABAIOIIMX CTAaTMYECKUX MapulipyToB. Pacuér cymmapHoOro
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MapmipyTta. O0beauHeHne ceTeBbixX aapecoB IPv4 u IPv6. Tlouck u ycTpaHeHHe HEMmoaaa0K
B HACTPOMKAX CTATUYECKOT0 MaplIpyTa U MapuipyTa o yMOJIYAHHUIO.

JAuHaMu4yecKkas MapIIpyTH3auus

[TpoTOKOIBI TUHAMUYECKON MapIIpYTH3alMU — HA3HAUYEHUE, IPUHIUIBI pabOThl U UCTOPHUS
pasButusa. CpaBHeHHE JUHAMUYECKOM U cTaTWyecKo Mapuipytusauuu. [IpuHImnsl paboTel
MIPOTOKOJIOB MapUIPyTU3allMHU: IYCK MOCJe BKIIOUEHHUs nutaHusi, CereBoe OOHApYXKEHHUE,
O6men ganHbiME  MapuipyTuszanuu, OOecrneyeHne cxogumoctu. Kiaccudukanms
npotokosioB Mapuipyruzauuu. IIporokonsr IGP u EGP. JlucraHlMOHHO-BEKTOpPHBIE
npotokoiibl RIP, IGRP. ITporokonsl mapmipytu3aiuu mo cocrosiuuto kanaia OSPF u IS-IS.
KnaccoBeie 1 OeckiaccoBble MPOTOKOJIBI MapIIPYTH3ALMH. XapaKTEPUCTHKH M METPUKU
MIPOTOKOJIOB.

JluHamuueckass JMCTAaHIMOHHO-BEKTOpPHAs MapuipyTuzanus. JUCcTaHIMOHHO-BEKTOPHBIH
anroput™M. MexaHuU3Mbl OTHPaBKM M TMOJYYEHUs JAaHHBIX MapUIpyTU3alMH, pacuyéra
ONITUMAJILHBIX MTyTEH U 100aBJICHUS MapUIPYTOB B TAOJIUILY MapIIpyTH3ALUU, OOHAPYKECHUS
U pearupoBaHus Ha HM3MeHeHus B tonosnoruu. Hactpoiika mporokona RIP: Bkirouenue
RIPV2, oTK/IFOYEHHE aBTOMATHYECKOTO O0BEIMHEHH S, HACTPOMKA TTAaCCHBHBIX HHTEP(EHCOB,
nepeAadya Mapuipyra no ymonuaHuro no ceru. Hacrtpoiika mporokona RIPng. Ilpomecc
MapuIpyTHU3aluy 1Mo cocTosiHMIO KaHana. Hello mporokon. maker cocrosiHust kanana (LSP).
JlaBrHHAs pacchlIKa IMAKETOB COCTOSIHMS KaHana. JIaBuHHAs pacchlika MaKeTOB COCTOSIHUS
kaHama. Co3manue nepeBa kparuaimux myred SPF. Jlo6aBnenue mapuipyroB OSPF B
TabMUIly MapuipyTu3anui. HemoctaTku MNpPOTOKOJIOB MapIHIPYTHU3AIMH IO COCTOSHUIO
kaHana. Tabiuia MapuIpyTU3au. 3arucu ¢ IPSIMBIM MOJIKIIOYCHUEM U YIAJEHHOW CETH.
JluHamuuecku noiaydaemble Mapuipythl [IPv4/6. Ilponecc moucka MapuipyTa.

OSPF nns ogHoii ods1acTu

CewmeiictBo nporokosoB OSPF. Xapakrepuctuku, npuHIunbs! padoTsl 1 KoMnoHeHTsl OSPF.
Ocobennoctu OSPF nns onHoMl M HeckoibkuxX obOmacted. MaructpanbHas 007acTb.
Nukancynauus coobmennit OSPF. Tunel makeroB OSPF: naker npusetrctsus (hello), maker
onucanusi 0a3pl gaHHeIX (DBD), maker 3ampoca coctosHusi kanaia (LSR), maxer
oOHoBieHus coctosiHus kaHana (LSU). maker moarBepskaeHus coctosinus kanama (LSAck).
O6HoBneHuss cocTosHus KaHana. Paboume cocrosHus OSPF. Beinenennsiii (DR) u
pe3epBHBIN BbAeneHHbI Mapuipytuzatop (BDR). Cunxponuzamus 6a3 ganaeix OSPF.
Hactpoiika OSPFv2 nns opHolt oOnactu. Pexxum KoHQUrypanuu HJIeHTU(GUKATOPHI
Mapmipytuszaropa. Mcnons3oBanue wuHTepdeiica loopback. Brxmrouenne OSPF Ha
unrepdeiicax. [llabmonnas wmacka. Komanga «network». Hacrtpoiika maccuBHBIX
untepdeiicoB. dopmyna pacu€éra merpuku croumoctu OSPF. Hacrtpoiika 3HaueHwmii
MPOMYCKHOW cmocoOHocTH uHTepdeiica. IIpoBepka cocemHMX YCTPOWCTB, HACTPOEK
IIPOTOKOJIA, JAHHBIX mpouecca u apyrux xapakrepuctuk OSPF. CpaBaenune OSPFv2 u
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OSPFv3. Anpeca tuma link-local. Tonmonorust cetn OSPFv3. Hacrpoiika naentudukaropa
mapuipytusaropa OSPFv3. Bkmouenne OSPFv3 Ha nnTepdeiicax.

Cnuckn kouTpoJs gocryna (ACL)

Crucku kontponst nocryna (ACL). [punnun padorsr ACLcnuckoB. Tunsr ACL-cickoB
Cisco miis IPv4. IIpucBauBanue HomepoB U uMEH ACL-cniuckam. Pacuér mabmoHHOM MacKu
B ACL-cnuckax. Pekomennanuu o coznanuto u pasmenienutro ACL-cnuckos. Pazmenienue
craHnapTHbeix U pacmmpeHHbix ACL-cnuckoB. Hacrtpoiika crangaptHoro ACL-cnucka.
[Ipumenenne crangapteix ACL-cnmckoB Ha wuHTtepdeiicax. Kommentapum k ACL-
criuckaMm. [IpoBepka u penakTupoBaHue cTaHaapTHbIXx HymepoBaHHbIX ACLcnuckoB. ACL-
cratuctuka. 3ammra noproB VTY c¢ mnomompto cranpaptHoro ACL-cnucka [Pv4.
Crpykrypa u Hactpoiika pacmmpeHHbIXx ACL-cniuckoB st [IPv4. @unbrpanus Tpaduka ¢
HCIO0JIb30BaHNEM pacupeHHbIX ACL-ciuckoB.

ITouck u ycrpanenue Hemonaaok ACL-cmnuckoB. Pacmpoctpanénnbie ommbku ACL-
cnuckoB. CpaBHenue ACL-cnuckoB nns IPv4 u IPv6. Hacrpoiika m npoepka ACL-
cruckoB it IPv6.

10

IIporoxkon DHCP

[Iporokon DHCP. DHCPv4: 6a3oBas omnepamusi, ¢dopMaT CcoOOOIIEHUN, COOOIIeHus
oOHapykeHHs 1 npenoxkenus. Hacrpoiika, mpoBepka u perpancisnus npocroro DHCPV4-
cepBepa. Hacrtpoitka wmapmpyruzaropa B kadectBe DHCPv4-knuenta. Hactpoiika
Mmapuipytuzaropa kimacca SOHO. Ilomck W ycTpaHeHHe HENMONAAOK B paboTe
mapuipyruzaropa DHCPv4. [Iporokon DHCPv6. ABromaTtnueckas HacTpoiika aapeca 6e3
orcnexxuanus coctosiHus (SLAAC). [punnun padotst SLAAC ¢ DHCPv6. DHCPv6 ¢ u
6e3 otcnexxuBanus cocrosHus. IIponeccst DHCPv6. Hacrtpoiika mapmipytuzatopa B
kauectBe DHCPv6-cepepa u DHCPv6-knuenta. [louck u ycTpaHeHHe HENONAJOK B
pabore DHCPvV6.

11

IIpeoGpa3oBanue cereBbIX agpecon IPv4

IIpeoOpasoBanue cereBblx anapecoB [Pv4. KonuentyanbHoe mnpeoOpa3oBaHHE CETEBBIX
aapecoB (NAT). Tepmunonorust u npuHiumsl padboTsl NAT. TIpocTpancTBo yacTHbix [Pv4-
anpecoB. CraTuueckoe M JMHaMU4eckoe mpeoOpa3oBaHue cereBbix ajapecoB (NAT).
[IpeobpazoBanne agpecoB moptoB (PAT). CpaBHenue NAT u PAT. [lpeumymectBa u
Henoctatku NAT. Anamu3 crarudeckoro mnpeoOpazoBanus NAT. IlpuHmmn paboTsi
muHamuueckoro NAT Hacrpoiika n mposepka NAT, PAT. Ilepeagpecanuss moprTos.
Hactpoiika NAT u nporokosa IPv6.

[Touck u yctpanenue Henonanok B padbore NAT.

B mom uucne npakmuueckux 3auamuil u 1a60pamopHvix padom

1

Hactpoiika kommyTaTopa:
* ba3oBas HacTpoilka KOMMYTaTopa;

32
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» Hacrpoiika napameTpoB 6€301MacHOCTH KOMMYTaTOpa.

Hactpoiika 6e30macHOCTH KOMMYTaTOopa:

* Hactpoiika nporokona SSH;

* Hacrpoiika ¢pyukuuu Switch Port Security;

* [Ilouck u ycTpaHneHue HENOIAA0K B cUCTeMe 0€30MaCHOCTH TOPTOB KOMMYTATOPa;
OTpaboTKa KOMIUIEKCHBIX TPAKTHYECKUX HABBIKOB.

KOH(bHrypauHﬂ cereid VLAN:
Konduryparmus cereit VLAN 1 TpaHKOBBIX KaHAJIOB;

* Ilouck u ycTpaHeHue Hemonaaok B KoHpurypauuu VLAN;

*  Peammsamusa cucremsl 0e3onacHocTd cetd VLAN;

*  Peanmmzanus cereid VLAN 1151 cerMeHTAaIMy CeTe MpeAnpUsaTHA MAJIOTO U CPEIHETO
OusHeca.

Hactporika mapuipyrusaropa:

* Hcnonb3oBanue koMaHbl traceroute i1 0OHApY>KEHUS CETH;
e JIOKyMEHTHpPOBaHHUE CETH;

* Hacrpoiika unrepdeiico IPv4 u IPv6;

* Hacrpoiika u mpoBepka HeOONIBIION ceTH;

HccnegoBanue MapuipyToB € NPSMBIM NOAKIOYEHUEM.

Hactpolika Mmapupyruszanuu:

* CocraBneHue cxembl ceTu MHTepHeT;

* Hactpoiika 6a30BBIX TapaMETPOB MAPIIPYTU3ATOPA C ITOMOIIBI0 HHTEp(deiica
koManaHou ctpoku (CLI) cucrems! Cisco 10S;

* HacTtpoiika 6a30BBIX TapamMeTpoB MapiipyTusaropa ¢ nomoiisto CCP.

Mapupyruzanusa mexny VLAN:

* Hacrpoiika mapmpytuzanuu mexay VLAN mis kaxaoro uarepgeiica;

* Hacrpoiika Mmapmpytuszanuu Mexay VLAN Ha ocHoBe crannapta 802.1Q u TpaHKOBOTO
KaHaJa;

* Ilouck u ycTpaHeHHE HENOJIAA0K B MaplipyTuzauuu Mexay ceramu VLAN.

Hacrpolika cTtaTu4ecKkoi MapLIpyTH3aLUU:

* Hacrpoiika cratnyeckux mapupytos [Pv4/IPv6 no ymonuanuio;

» Pazpabotka u peanusauus cxemsl agpecanuu [Pv4 ¢ ncnonszoBanuem VLSM;
e Pacuér cymmapHbix mapuipytoB IPv4 u IPv6;

* [louck m ycTpaHeHHe HEMOJIAIOK cTaTudecKux MapupyTtoB [IPv4 u [Pv6.

Hacrpoiika quHaMryecKoi MapIpyTH3alnn:
. HccrnenoBanne CXOIMMOCTH,
. CpaBHeHHE METO0B BbIOOpa MyTH B poTokonax RIP.

Hactpoiika npotokonoB RIPv2 u RIPng.
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10

Hactpoiika npotokonoB OSPF:
* Hactpoiika 6a3oBoro nmpotokosia OSPFv2 nist onHo# obnacTu;
» basoBas Hactpoiika nporokona OSPFv3 nns ogHolt obnactu.

11

N3ydyenne MexaH3MOB paObOThI CO CIIUCKAaMK KOHTPOJIS TOCTYIA!

* Harnannoe npeacrasnenue padorst ACL-cnincka;

* Hacrpoiika ctangaptabix ACL-CIMCKOB;

* Hacrpoiika crangapTHeix MMeHOBaHHBIX ACL-ciickoB;

» Hactpoiika ACL-criucka nist muauit VTY;

* Hactpoiika pacuupennbsix ACL-CIMCKOB AJis pa3JIMYHBIX CLIEHAPUEB;
» Tlowuck u ycrpanenue Heronanok B padbore ACL-criuckos;

* Hacrpoiika ACL-cniuckoB IPv6;

*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

12

Hactpoiika ACL-ciickoB:

* Hactpoiika u npoBepka cranaapTHeIX ACL-CIHUCKOB;

* Hacrpoiika u npoBepka orpannuennii VTY;

* Hactpoiika u npoBepka pacmnpeHHbix ACL-cruckos;

* [Ilouck u ycTpaHeHue HENoOJaA0K B HacTpoiike u pasmenieHuu ACL-
CIIMCKOB;

* Hactpoiika u npoBepka ACL-ciuckoB st [Pv6.

13

N3yuenne nporokosos DHCP:

¢ basosas nactpoiika DHCPv4 Ha mapmipyTtusaTope;

* ba3osas nactpoiika DHCPv4 na komMmMmyTaTope;

* [Ilouck u ycrpanenue Henonanok B padore DHCPv4;

* Hactpoiika cepsepa DHCPv6 6e3 oTcnexuBaHUsI COCTOSIHUS U C OTCIICKUBAHUEM

COCTOSTHUS;
* [Ilouck u ycrpanenue Henosaaok B pabore DHCPv6.
14 | U3yuyenue npotokosna DHCP:

* Hacrpoiika nporokosna DHCP ¢ nomouisio komana Cisco 10S;
*  OtpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

15

[IpeoOpa3oBaHue CETEBBIX a/IPECOB:

»  H3zyuenue npunuuna padots NAT;

» Hacrpoiika ctatnueckoro u nuHamuyeckoro NAT;

» Peanuzauus craruueckoro u quHamuyeckoro NAT;

» Hactpoiika nepeaapecariuu mopToB Ha Mapmpytu3arope Linksys;
+ IIpoBepka, MOMCK M yCTpaHEHHE HENoNanoK KoHpurypauuit NAT;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

16

Nzyuenne pabotel ¢ NAT u PAT:
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* Hactpoiika nunamuueckoro u craruueckoro NAT;
* Hacrpoiika NAT-nyna ¢ neperpyskoii u PAT;
* [lowck u ycrpaneHnue Henonaaok koHburyparuii NAT.

CamocTrosiTeibHasi paboTa CTYAeHTOB: 4

CucremaTnueckast popaboTKa KOHCTIEKTOB 3aHATHIA, Y4eOHOH 1 CiennanbHON TEXHUYECKOH JIUTEpaTyphI.

2. KoncnexrupoBanue TekcTa, paboTa co CIOBapsSMH U CIIPAaBOYHHKAMH, O3HAKOMIJICHHE C HOPMAaTHBHBIMA IOKYMEHTaMH, Y4eOHO-
UCCIIeI0BaTeNbCKasl paboTa IIPU caMOM IIUPOKOM HCTIONb30BaHuM MHTepHETa u Apyrux | T-TexHomorui.

3. IlpoextHbie GopMbI pabOTHI, TOATOTOBKA COOOIIEHNUH K BBICTYIICHUIO HA CEMUHapax U KOH(PEPEHLUIX; MOAr0TOBKa pedepaToB, JOKIaI0B.

[lonroroBka k 1a00paTOPHBIM M IIPAKTUYECKUM paboOTaM C HMCIIOIb30BAHHMEM METOAMYECKMX PEKOMEHAALMH IpernonaBarens, odopmieHue

71a00paTOPHO-TIPAKTHUECKUX paboT, OTYETOB U MOATOTOBKA K MX 3alLUTE.

=

Kouncyastanus no MJIK. 01.01. KomnbioTepHble ceTn 4
IpomexyTounas arrecrauusa nmo M/IK. 01.01. KomnbioTepHblie ceTu 6
MJ/K.01.02. Opranuzaumus,
NPHHIMIBI TOCTPOEHUS 1 272
(GyHKIIMOHMPOBAHUS
KOMIIbIOTEPHBIX ceTei
Paznen 2. Opranusauus, 254
NPUHIMIBI TIOCTPOEHUS U
(GyHKIIMOHMPOBAHUS
KOMIIbIOTEPHBIX ceTei
Tema 2.1. Mapupyrusauusi u | Cooepiicanue 90
KOMMYTAallus. 1 | BBenenune B MmacmrabupoBanue cereii
MacmrabupoBanue cereu Peanuzanus npoekra cetu. [Ipoekt nepapxudeckoit cetu. Pacmmpenue cetu. Beioop
ceTeBbIX ycTpoiicTB. KommyTanmonnoe o6opynoBanue. MapipyTu3zaTtopsl. Y paBisitoliye
YCTPOMCTBA.

2 | U30b1TouHocTH LAN

[TonsTus nporokona spanning-tree. [Ipennasnauenue nporokosna spanning-tree. [puanun
pabotsl STP. Tumnsr nmpotoxosioB STP. Hactpoiika mporokona STP. Hactpoiika PVST+.
Hactpoiika Rapid PVST+. [Ipo6aemsl HacTpoiiku STP.

3 | ArpernpoBanmne KaHaJIOB

OcHOBHbIE IOHATHS arperupoBaHusl KaHAIOB. ATpernpoBanue kaHauaos. [IpuHimn padboTsl
EtherChannel. Hactpoiika arperupoBanus xananoB. Hacrpoiika EtherChannel. [Iposepka,
TOMCK M yCTpaHeHue Hernoanok B pabore EtherChannel




BecnpoBoaHbIe JI0KaJIbHBbIE CETH

Konnenuuu GecipoBoHoil cBs3u. BBenenue B 6ecpoBogHYIO CBsi3b. KOMIIOHEHTHI ceTei
WLAN. Tononoruu cereit WLAN 802.11. [Ipunuumst paboTel 0€CIIPOBOIHOMN JTOKAIBHON
cetu. CtpykTypa kajapa 802.11. dyHkuuoHupoBanue 0eCripoBOAHON CBS3H. Y IPaBICHUE
kaHaiamu. be3onacHOCTh O€CTIPOBOIHBIX JOKAIBHBIX ceTeil. YTpo3sl mis ceteit WLAN.
Ob6ecneuenne 6e3omnacHoctdt WLAN. Hactpoiika 6ecipoBOAHBIX JTOKATbHBIX CETEH.
Hacrpoiika 6ecnipoBoiHOTO Mapmpyru3aropa. Hactpoiika 6ecripoBogHbIX KiMeHTOB. [Tonck
U yCTpaHeHHe Heronagok B pabore cereit WLAN.

5 | Hacrpoiika u ycTpaHeHune HenoJiagok B pa6ore OSPF nus oxHoii 061acTu
Pacmmmpennsie napamerpsl nporokosia OSPF mist ognolt o0nactu. Mapmpyrusanus Ha
ypoBHsX pactpeneneHus u sapa. OSPF B ceTsiX ¢ MHOKECTBEHHBIM 1OCTYIIOM.
Pacnpoctpanenue mapuipyTa o ymonrdanuro. Todnas HacTpoiika naTepgeiicoB OSPF.
3amuta OSPF. YcTpanenue Henonanok peanmzaruu nporokona OSPF mis onHo# obmacTy.
Cocrapisonue nporeaypsl MOMcKa U yCTpaHeHHUs Henouanok B padore OSPF st ogHoit
obmnactu. [Touck u ycrpanenue Henonanok B mapuipytusanuu OSPFv2 miig onHoit o6nactu.
Iouck n ycrpanenne Henonagok B OSPFv3 s ognoit obnactu

6 | OSPF nis HeCKOJIBLKHX 00J1acTel

[Mpunanmn padoter OSPF mist Heckonpkux obnacteit. Haznauenue OSPF miis HeckombKux
obnacreit. [Tpuaiun padots! maketoB LSA B OSPF miis Heckonbkux oOmacreid. Tabnuma
Mapupytusanuu u Tunsl MapmpytoB OSPF. Hacrpoiika OSPF st Heckonbkux obmacTei.
Hactpoiika OSPF mist nHeckonbkux obnacteit. O0benunenue mapuipytoB OSPF. IIposepka
OSPF j1s HECKOJNBKUX 00JIaCTEH.

Ilpakmuueckue 3anamus u 1a60pamophvle padonul

Pa3BepTeiBaHNE KOMMYTHPYEMOM CETH C PE3EPBHBIMU KaHAJIAMU

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpoiika nporokosa GLBP

Onpenenenre THIOBBIX OMKUOOK KOHpUrypanuu STP

Hactpoiika EtherChannel

[Touck u yctpanenue Henonanok B padbore EtherChannel

ArperupoBaHue KaHaJIOB

Hactpoiika 6ecripoBoJHOT0 MapIIpyTHU3aTOpa U KIMEHTa

O O|INO OB WIN|F-

Hacrpoiika 6azoBoro mporokonga OSPFv2 mist oqHOM o6mactu

=
o

Hacrtpoiika OSPFv2 B ceT MHOECTBEHHOT'O JOCTYIIA

-
[N

Hactpoiika pacmmpensbix pynknuit OSPFv2

=
N

[Touck n ycTpaneHue HEMoNa 0K B pabote ocHOBHBIX IpoToKosoB OSPFv2 n OSPFv3 s
OJIHOM 00J1acTH

16
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13

[Touck u ycTpaHeHHE HEMOIAI0K B paboTe ycOBEpIIEHCTBOBAHHOTO MpoTokoja OSPFv2 mis
OJTHOM 00s1acTn

14

Biianenve HaBpIKaMH MIOMCKA M yCTpaHEHUs Heronaiok B pabore OSPF

15

Hactpoiika OSPFv2, OSPFV3 s HeckoabKux o0nacTeit

17

[Touck u ycrpanenue Henosanok B pabore OSPFv2 nu OSPFv3 mis Heckonbkux obmacTeit

Tema 2.2. CoeauHeHnue ceTei.

Cooeporcanue

1

Iloaxarouenue K rjiod0ajJLHOH CeTH

O0630p TexHosorui rinodanpHOM cetu. Llenb co3panus rinodanbHbIX ceTeid. [IpuHimn paboTe
robanbHOM cet. BriOop TexHosmoruu riaodanbHoi cetr. CepBUCHI II100aIbHOM CETH.
WudpactpyKTypsl 4aCTHBIX IMI00ANBHBIX ceTeil. MHppacTpykTypa 0011e10CcTymHOM
100anbHOM ceTu. BrIOOp CepBHCOB TIIOOAIBHON CETH.

CoennHeHHE «TOYKA-TOYKA»

0O0630p mocnea0BaTEIbHOTO COSAMHEHUS «TOYKA-TOUKa». CBA3b MO MOCIEA0BATEIIBHOMY
kanany. Mukancynsauus HDLC. Ilpunnun pa6ots! npotokona PPP. Ilpeumymectra
nporokosia PPP. LCP u NCP. Ceancel PPP. Hacrpoiika nporokosna PPP. Hactpoiika
nporokosia PPP. Ayrentudukanus PPP. Otnaaka coegunennit WAN. Otnanka PPP.

PemreHusi iMpoKOMOJIOCHOIO 10CTYyIIA

VY nanéunas pabora. [Ilpeumymectsa ynanéunoi pabotsl. buznec-tpeboBanus st
ynain€HHbIX paboTHUKOB. CpaBHEHHE PEIICHU MMPOKOIoIocHoro qoctymna. Kadens. DSL.
BecripoBoHbIe MIMPOKOMOIOCHBIE CeTH. BpIOOp pelieHuil mupoKomoI0CHOTO AOCTYTIA.
Hactpoiika nonkmouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

3amuTa Me:xKQUINATBHON CBA3H

Certu VPN. Ocnossl cereit VPN. Tunsl cerelt VPN. Tynnenu GRE mexny o0bexTamu.
Ocnososl GRE. Hactpoiika tynneneit GRE. O6uue csenenus 06 [Psec. 3amura nporokosna
IP. CtpykTypa npotokona IPsec. ¥ nanénnsiii nocryn. Pemenuss VPN nns ynanénnoro
nocryna. Cern VPN ynan€HHoro gocryna ¢ ucnosiabs3oBanueM IPsec.

MounnTtopunr Ceru

Syslog. ITpunrun pabotsr Syslog. Hactpoiika Syslog. SNMP. IMpunun padorst SNMP.
Hacrpoiika SNMP. NetFlow. [Tpuaiun padotst NetFlow. Hactpoiika NetFlow. [Tposepka
MoJiesiel Tpaduka.

Otaaaka ceTu

[Touck n ycTpaneHHe HENONAA0K C UCIIOIB30BAHUEM CUCTEMHOI0 oAXoaa. JJokyMeHTauus
o cetH. [Iporeaypa nmorcka U ycTpaHeHus HEToAaA0K. M3omsius mpoOaemMBbl ¢ TOMOIIBIO
MHOT'OYPOBHEBBIX MoAenen. Otnaaka cetu. CpeacTBa NOMCKA U yCTPAHEHUS HETOJIA0K.
CUMIITOMBI ¥ IPUYMHBI OTJIAJAKU CeTH. [IOMCK 1 ycTpaHeHue Henoaaa0K CBsI3U B ceTax [P.

102

Ilpakmuueckue 3anamus u 1a60pamopHvle padonvl
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Hacrpoiika, otnangka,nmposepka 6azoBoro PPP ¢ ayrentudukanueit

Hactpoiika mapuipyruzaropa B kauecte knveHTa PPPoE nis nogkmouenus DSL

Hactpoiika tynnenss VPN GRE no cxeme «rouka-Touka

Pa3paboTtka Texaudeckoro oociyxuBanus cetu. COoii B pabote cetn

Hacrpoiika Syslog u NTP

HSy‘ICHI/Ie IIpOrpaMMHOI 0 obOecrieyeHus JJIs1 MOHUTOPHUHTA CCTU

Hacrtpoiika SNMP

CO6op u ananu3 nanHbix NetFlow

OO |NO OB WIN|F-

NuctpymenTapuil ceTeBoro aIMMHUCTPATOPA JIJIsl HAOIIOACHUS

KypcoBoii npoekT
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CamocTrosiTeibHasi paboTa CTYAEeHTOB!:

CucremaTryaeckas IpopadoTKa KOHCIIEKTOB 3aHATHH, YIeOHOH U CIIEIUAIEHON TEXHUYECKOU JTUTEPATYPHI.

KoncrnektupoBanue TekcTa, paboTa co CIOBapsIMH U CIIPaBOYHHKAMH, O3HAKOMJICHUE ¢ HOPMAaTUBHBIMH JOKyMEHTaMH, Y4eOHO-

UCCIIeIoBaTeNbCKask paboTa IpU caMOM IIUPOKOM HCTIONb30BaHuH MHTepHeTa u Apyrux | T-TexHomorui.

[IpoextHbIE hOpMBI pabOTHI, MOATOTOBKA COOOIIEHHH K BRICTYIUICHHIO HA CEMUHApax M KOH(QEPEHINIX; MOATOTOBKA pedepaToB, TOKIaI0B.

7. TloaroroBka K Ja00paTOPHBIM U MPAKTHUYECKUM PabOTaM ¢ HCIOIb30BaHUEM METOANYECKUX PEKOMEH AN MpenoaaBaTess, opopMieHue
1a00paToOpHO-NPAKTHUECKUX paboT, OTYETOB U MOATOTOBKA K MX 3allUTE.

o

IS

Koncyabtanus no MJIK. 01.02. Opranu3zauusi, HPUHIMIIBLI HOCTPOeHUs U GQYHKIIUOHNPOBAHUS KOMIILIOTEPHBIX ceTeil

IIpomexxyrounas arrectanus no MJIK. 01.02. Opranuzanus, NPUHOUILI HOCTPOEHUS U (PYHKINOHUPOBAHNSA KOMIBIOTEPHBIX ceTel

Y4yeOHas NpaKTHKa

Buasl pador:

y4acTHe B IPOCKTUPOBAHUH CETEBOI HHPPACTPYKTYPHI;
y4acTue B OpraHusannu C€TeBOro aiMMHUCTPHUPOBAHUS
9KCIUTyaTaIist 00bEKTOB CETEBOI HHPPACTPYKTYPHI;
y4acTue B YIIPaBJIICHUU CETEBbIMU CEPBUCAMMU,

y4JacTHe B MOJCPHH3AINN CETEBOH HHPPACTPYKTYPHL.

g~

108

HpOI/I3BO[[CTBeHHaﬂ NMpaKTUKa
ITepeyens pador:
1. yuacrue B pa3paboTKe METOAOB, CPEICTB U TEXHOJIOTUI IPHUMEHEHHUS 00BEKTOB NPO(HECCHOHABHON NesTeIbHOCTH;
2. TmpoBeneHHE MPOPHUIAKTHUECKUX paOdOT Ha 00BEKTaX CETeBOH HHMPACTPYKTYPHI M pabOYUX CTAHITUIX;
3. yyacTue B MHBEHTapHU3allMU TEXHMYECKHUX CPEICTB CETeBOH MHPPACTPYKTYPhI, OCYHIECTBICHHE KOHTPOJIS ITOCTYITUBILIETO U3 pEMOHTa 000pYI0BaHUSL.

180

JK3aMeH KBAJTH(PUKANMOHHBII

Bcero

826
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4. YCJOBUSA PEATINZAIIUUA TPO®ECCUOHAJIBHOI'O MOJAYJIA
4.1. MarepuajbHO-TEXHHYECKOE 00ecreyeHue

Peanuzanuu  mporpamMmbl  NpoeCcCHOHATBLHOTO  MOAYJS  JIOJDKHBI  OBITH
PETYCMOTPEHBI CIEYIONIUE CIIEeIUaTbHbIE TTOMEIECHUS:

JlaGoparopusi «Opranuzanuss ¥ NOPUHIUIBI TOCTPOEHUS KOMIIBIOTEPHBIX
CUCTEMY!

- JIJisi BBIMIOJIHEHUSI TIPAKTUYECKUX JIa0OPAaTOPHBIX 3aHATUN Kypca B Ipymnmax
(mo 15 yenoBek) TpeOYIOTCA KOMIBIOTEPHI W TepudepuitHoe 00OpyJA0BaHUE B
MPUBEIACHHON HIKE KOHPUTYpaIuu

- 12-15 xoMIbplOTEpOB OOyYaromuxcss W | KOMIBIOTEp MpenoaaBaTes
(anmapaTHOE OOecrieueHue: He MeHee 2 CeTeBbIX IuIaT, npoueccop He Huxe Core 13,
ornepatuBHas namMATb oObeMoM He MenHee 8§ ['06; HD 500 Gb wmam OGosbiie
nporpaMMHoe oOecrieueHue: onepanuoHHbie cucrembl Windows, UNIX, mnaket
oducHbIx mporpamm, naketr CAIIP);

TumnoBoit coctaB JJis MOHTaka W HaJlaJKM KOMIIBIOTEpPHOW ceTH: Kabenu
Pa3IUYHOrO THUIIA, 00KUMHOW HHCTPYMEHT, KOHHEKTOpHI RJ-45, Tecteps! nis kabdens,
KpOCC-HOXH, KPOCC-TIAHEIIN;

- [Ipumep NpOeKTHOM NTOKYMEHTALINH;

-  Heobxoaumoe  JUIIEH3MOHHOE  MpPOrpaMMHOE  oOecredyeHue Ui
aJIMUHHCTPUPOBAHUS ceTell U obecrieueHus ee 0€30MacHOCTH;

- CepBep B maboparopuu (ammapaTHoe OOecCleYeHHe: HE MEHee 2 CETEBBIX
maT, 8-X siAepHbIA mporeccop ¢ yactorod He MeHee 3 [T, omepaTuBHas MaMATh
o0beMoM He MeHee 16 I'0, sxecTkue aucku oOmmMM oObemMoM He MmeHee 2 TO,
nporpamMmHoe oOecrmeuenue: Windows Server 2012 wmimm Ooyiee HOBas Bepcus,
JUIIEH3UOHHBIE  AHTUBUPYCHBIE  MPOrpaMMbl,  JIMIEH3UOHHBICE  IPOTPaMMBbI
BOCCTaHOBJICHUS TAHHBIX, TULIEH3UOHHBIN IPOrPAMMBI 110 BU3YyaTIU3alIUH. )

- TexHuueckue cpencTBa 00yueHus:

- KoMmbroTEpHI € JUIIEH3UOHHBIM MTPOTPAMMHBIM 00€CTICUCHUEM

- nTepakTuBHAsA 10CKa

- 6 MapUIPpyTU3aTOPOB, OOJAAAIONINX CIAEAYIOIUMH XapaKTePUCTUKAMM:

O3V ne menee 256 M6 ¢ BO3MOKHOCTBIO pacIIuPEHUS

[13Y ne menee 128 MO ¢ BO3MOKHOCTBIO paCITUPEHUS

USB nopt: He meHee onnoro ctanaapra USB 1.1

Bcerpoennbie ceteBble mopthl: He MeHee 2-x Ethernet ckopocThio He MeHee
100M6/c.

BuyTtpennue pa3b€Mbl ISl YCTAHOBKU  JIONIOJIHUTENBHBIX — MOJYJIEH
paciMpeHus: He MeHee IBYX s moayneit AIM.

KoHconbHBIN NOPT A7 YIPABJICHUS MapIIPyTU3aTOPOM Yepe3 MOPT CTaHAapTa
RS232.

Bcrpoennoe — mporpammHoe  oOecrieueHuWe — JIOJDKHO — MOJJEp>KUBATh
CTATUYECKYIO U JUHAMHUYECKYIO MAPLIPYTU3ALMIO.
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MapipyTuzaTop AODKEH MNOIACPKUBATh YIPABICHUE Yepe3 JIOKAIbHBIN
TIOCJICIOBATEIIBHBIN MOPT M yIAIEHHO IO MPOTOKOy telnet.

Nmetb cepTudukaThl 0€30MACHOCTH U AJIEKTPOMATrHUTHOM COBMECTUMOCTH:
UL60950, CAN/CSAC22.2 No. 60950, IEC60950, EN60950-1, AS/NZS60950,
EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCCPart15, ICES-003
ClassA, EN55022 ClassA, CISPR22 ClassA, AS/NZS 3548 ClassA, VCCIClassA,
EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification - 6
KOMMYTaTOpPOB, 00JIaJAI0ONINX CIETYIOIMINMH XapaKTePUCTHKAMU:

Kommyrarop ¢ 24 mopramu Ethernetco ckopocteio He menee 100 M6/c u 2
noptamu Ethernetco ckopoctrio He meree 1000M6/c

B koMMmyrarope AODKEH MNpUCYTCTBOBaTh pazbéM miua cBs3u ¢ IIK mo
untepdeiicy RS-232. [lpu ncnonb30BaHNM HECTAHJAPTHOTO pa3béMa B KOMILUIEKTE
JIOJDKEH OBITh COOTBETCTBYIOIIMU KabOenb win nepexoanuk mis COMpaszbéma.
Ckopocth KoMMyTanuu He MeHee 16GDpsII3Y He menee 32 M6 O3V He meHee
64M6 Maxkcumansroe konmuectBo VLAN2S55 Jloctynubsie Homepa VLAN4000

[Tonnepkka MPOTOKOJOB NIl COBMECTHOTO MCIIOJIB30BAHUS €UHOrO Habopa
VLANHa rpyrirne KoMMyTaTopoB.

Pazmep MTU90006

CkopocTh kKoMMyTanuu it 64 O6ailTHeIx naketoB 6.5*106 maketos/c Pa3mep
tabmumel  MAC-ampecoB: He Menee 8000 3ammceit KommgecTtBo rpymm s
IGMPTtpacduka nist mporokona IPv4 255 KommuectBo MAC-anpecoB B 3anmucsx s
ciry:x0b61 Q0S: 128 B 06b19HOM pekuMme u 384 B pexkume QOS.

KommuectBo MAC-anpecoB B 3amucsax KOHTpousisi goctyna: 384 B 0ObIYHOM
pexxume u 128 B pexxume QOS.

KommyTtarop nomkeH mONIEpKUBAaTh yIpPaBICHUE 4Yepe3  JIOKaIbHbBIN
HOCJIeI0BATEIbHBIN OPT, YAAJIEHHOE YIpaBieHue mo nporokoiy Telnet, Ssh.

B oOmactu B3auMOJEHCTBUS C JIPYTMMHU CETEBBIMH  YCTPOWCTBAMH,
JMArHOCTUKH U YAaJEHHOTO YIPaBICHUS

RFC768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP,
RFC 793 — TCP, RFC 826 — ARP, RFC 854 — Telnet, RFC 951 -
BootstrapProtocol (BOOTP), RFC 959 — FTP, RFC 1112 - IPMulticastandIGMP,

RFC 1157 - SNMPvl, RFC 1166 - [IPAddresses, RFC 1256 -
InternetControlMessageProtocol (ICMP) RouterDiscovery, RFC 1305 — NTP, RFC
1493 - BridgeMIB, RFC 1542 - BOOTPextensions, RFC 1643 -

EthernetinterfaceMIB, RFC 1757 — RMON, RFC 1901 - SNMP v2C, RFC 1902-
1907 - SNMP v2, RFC 1981 - Maximum Transmission Unit (MTU) Path Discovery
IPv6, FRC 2068 — HTTP, RFC 2131 — DHCP, RFC 2138 — RADIUS, RFC 2233
- IF MIB v3, RFC 2373 - IPv6 Aggrega-table Addrs, RFC 2460 — IPv6, RFC 2461 -
IPv6 Neighbor Discovery, RFC 2462 - IPv6 Autoconfiguration, RFC 2463 - ICMP
IPv6, RFC 2474 - Differentiated Services (DiffServ) Precedence, RFC 2597 -
Assured Forwarding, RFC 2598 - Expedited Forwarding, RFC 2571 - SNMP
Management, RFC 3046 - DHCP Relay Agent Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS.

Hmetn CepTI/I(I)I/IKaTLI 0€30I1aCHOCTH U 3H€KTpOMaFHHTHOfI COBMECTUMOCTH:

25



UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition,
TUV/GS to EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with all
country deviations, CE Marking, NOM (through partners and distributors), FCC Part
15 Class A, EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS CISPR22
Class A, CE, CNS13438 Class A, MIC, GOST, China EMC Certifications.

- TENEeKOMMYHHUKAIIMOHHAsl CTOMKa (IIacCh, CETeBOM (PHIIBTP, HCTOYHUKU
OecniepeOOMHOro MUTaHuUs );

- O6ecnpoBogubix Toukw UniFi(paboTa ¢ KOHTpOJUIEPOM) WIIM aHAJIOTHYHBIC
YCTPOWCTBA

- IP tenedons! ot 3 mrT.

- IPOTPaMMHO-aMIMapaTHbIE ILTI03bI O€30MaCHOCTH OT 2 IIIT.

- KOMIIbIOTEPHI JIJ1s TabopaTopHbix 3aHsaTHil ¢ OC Microsoft Windows Server,
Linux u cucremamMu BU3yaIH3alluu.

Crynus IlpoekTupoBaHUs W JM3ailHA CETEBBIX APXUTEKTYpP U WHKECHEPHOU
rpaduku, ocHaIIEHHAss 000PY/I0BAaHUEM:

- ABTOMaTH3UpOBaHHbIE paboure Mecta Ha [2-15 oOywaromuxcs c
koHpuryparnwmei: Coreid wim ananor, qUCKpeTHas BujeokapTa, He MmeHee 8GBO3Y,
OJIMH WJIX JIBa MOHUTOpA 23", MBIlIIb, KJIABUATYPA;

- ABTOMaTH3MpOBaHHOE pabovee MECTO NpernojaBareisi ¢ KOH(GUTYpallueu:
Corei5 nam anamor, JUCKpeTHas BHaeokapTa, He menee 8GBO3Y, omun unm 1Ba
MOHHUTOpa 23", MbIllIb, KIIaBUATYPA;

- Choenuanu3upoBaHHasi JproHoMHYHas MeOenb st paboThl 32
KOMITBIOTEPOM;

- IIpoekrop u 3kpaH;

- MapkepHas nocka;

- IIporpammuoe oGecrniedeHue o01Iero U MpodhecCuOHATBLHOTO HAa3HAYCHMUS.

Peanuzanusi mpodecCHOHAIBHOTO MOIYJS TMpeArnojaraet o0s3aTelbHYIO
MPOU3BOJICTBEHHYIO MPAKTHUKY, KOTOPYIO MOKHO MPOBOAHMTH KaK COCPEIOTOUYEHHO,
T.€. nocne uzydenuss M/IK, Tak u paccpenoToueHHO.

4.2. NndopmannonHoe obecrieuenre o0ydeHus

DJIEKTPOHHBIE U31aHUA (3JIEKTPOHHBbIE PecypcChl)

1. Bnacos, FO.B. AagmunuctpupoBanue ceteit Ha minatdhopme MS Windows
Server [Onextponnsiii pecypc] / 10.B. Bmaco, T.W. PumkoBa. — DnekTpoH.
TeKCToBble JnaHHble. — M. : HuatepHer-YauBepcurer WubopmarmoHHBIX
Texuonoruit (MHTYUT), 2016. — 622 c.— Pexum pgoctyma: http: //www.,
iprbookshop .ru/52219. htmi

2. Mviioniz, 3. be3zomacHOCTh ceteil [DneKTpoHHBIN pecypc] / O. MaiiBona. —
2-¢ u3ll. — OJIEKTPOH. TEKCTOBBbIE gaHHbIe. — M. : VIHTepHETYHUBEPCUTET
Nudopmanmonnsix Texnonoruit (MHTYUT), 2016. — 571 c. — 59570-0046-9. —
Pexxum nocryna: http://www.iprbookshop.ru/73727.html

3. Hyxnos, E.B. Komnerorepubie cetu. Hacts 2. TeXHOJOTUU JOKAIBHBIX U
rII00aIbHBIX ceTe [DNeKTpoHHBIM pecypc]: ydeb. mocodue / E.B. HyxHOB. —
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DJEeKTpOH. TEeKCTOBbIE AaHHbIe. — Taranpor: KOxHbIi (enepanbHblil YHUBEPCUTET,
2015. — 176 ¢. — Pexxum pocryma: http: //www. iprbookshop. ru/78675. Html

4. IlnatrynoBa, C.M. AnmunuctpupoBanue cetu Windows Server 2012
[DneKTpoHHBIN pecypc]: yueOHOe mocodue Mo MUCHUILIMHE «AIMUHUCTPUPOBAHUE
BbIYMCIUTENBHBIX ceTei» / C.M. IlnaryHoBa. — DJEKTPOH. TEKCTOBBIE JaHHBIE. —
CII6. : VYausepcurer UWTMO, 2015. — 102 c. Pexum pgocryna:
http://www.iprbookshop.ru/65769.html

JlomoTHUTEIHPHBIC NCTOYHHKH:

1. TIpoekTupoBanre WHGOPMAIIMOHHBIX CHUCTEM : YUYEOHUK M TPAKTUKYM IS
CIIO / 1. B. Yucros, I1. I1. MenpaukoB, A. B. 3onortaprok, H. b. Huuenopyx ;
noj obmr.pen. J{. B. UucrtoBa. — M. : U3patensctBo FOpaiit, 2018. — 258 c.
— (Cepus : IIpodeccuonanpaoe odpazoBanme). — ISBN 978-5-534-03173-7.
Pexum J0CTyma: https://biblio-online.ru/viewer/proektirovanie-
informacionnyh-sistem-414925#/

Nudopmarmonno —metoanueckuii xypHai «3amura uadopmaruu. INSIDE»
Kypnan «ABTomaTuka, cBsi3b, THHOPMATHKA»

Kypuain «KeneznHoa0poKHbIN TPaHCIIOPT»

KypHall 0 KOMIIBIOTEPHBIX CETSIX U TEIEKOMMYHUKAIMOHHBIX TEXHOJOTHSX

abown

«CeTtH M cHUCTEMBI CBA3M» [DIEKTPOHHBIN pecypc]. —Pexum noctyma: URL:
http://www.ccc.ru

4.3. O01mme Tpe0OBaHUA K OPraHU3aNNH 00Pa30BaTeJIbHOIO Npolecca

OcBoenue mporpaMmmbl MOy OasupyeTcs: Ha uydenun aucrurind: MJIK.01.01
Komnsrotepusie cetu, MJIK.01.02 Opranuzanus, OpUHOUIIBI T[OCTPOEHUS U
(YyHKUIMOHUPOBAHUS KOMITBIOTEPHBIX ceTel, YueOHas mpakTHKa (npoussoocmeenHas
npakmuka (no npogualo cneyuanrbHocmuy) TPOBOJIUTCS KOHIEHTPUPOBAHHO B
Y4€OHBIX MaCTEPCKHUX bunuana, (opeanuzayusx, OesmenrbHOCHb
KOMOPbIX COOmMEemcmayem npo@uilo N0020MmosKU 00yYaArOUUXCcsL).

Pesynbpratel TPOXOXKACHHWS TMPOM3BOACTBEHHON MPAKTHKU (10  TPOGHITIO
CHEIHMAIFHOCTH) MO MPOPECCHOHATHHOMY MOJYJII0 YUYUTBHIBAIOTCS MPHU MPOBEICHUU
’K3aMeHa KBATU(PUKALMOHHOTO.

4.4. KaapoBoe obecnieueHne 00pa3oBaTeibHOI0 nmpoiecca

Peanuzamus paboueit nmporpaMmmbl nmpo¢eCcCHOHATBHOTO MOIYIS 00ECIICUNBACTCS
MeJaroru4ecKuMy pabOTHUKAMU 00pa30BaTEIbHON OpraHU3AINH, a TAKXKE JIMIIAMH,
MPUBJICKAEMBIMU K pean3anuy o0pa3oBaTeIbHOM MPOrpaMMbl HA UHBIX YCIOBUSX, B
TOM YHCJICE U3 YHCIAa PYKOBOJIWUTENEH M paOOTHUKOB OpraHM3alfii, HapaBJICHHUE
NEATETLHOCTH KOTOPBIX COOTBETCTBYET 00JIaCTH MPO(EeCCHOHATBHOW JCATEIHHOCTH
(vkazame o61acmev) (MMEIONIUX CTaX padOTHI B JaHHON MPO(ECCHOHAILHOM 00J1acTH
HE MeHee 3 JieT).

KBanmudukauuss nenarornyeckux paOOTHUKOB 0O0pa30BaTEIbHOM OpraHU3ALNU
OTBEYACT KBaJIU(UKAIMOHHBIM TPEOOBAHMSIM, YKa3aHHBIM B KBATM(PUKAIIMOHHBIX
CIpaBOYHHMKAX U (MJIH) MPO(eCCHOHANBHBIX CTaHAapTax (npu Haiuyuu).
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[legarornyeckue paOOTHHMKH, MPUBIEKAEMblE K pealn3aluyd 00pa3oBaTEIbHON
IPOrpamMMbl, MOJY4alOT JOMOJHUTEIbHOE MpOodecCHOHANIbHOE O00pa3oBaHUE TIO0
nporpaMmaM MOBBIIIECHUSI KBAIM(HUKAIMK, B TOM 4ucie B QopMe CTaXKUPOBKH, B
OpraHu3allisX, HaNpaBJiICHHE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET 00JIacTh
npodeccuoHaNbHON JIeITeNbHOCTH (yKa3aTh 00jacTh) He pexe 1 pasa B 3 roga c
y4eToM pacuIMpeHus CHeKTpa npodeccruoHaIbHbIX KOMITETEHIIUH.
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5.

KOHTPOJIb

n OLLEHKA

PE3YJBbTATOB

MPO®ECCUOHAJIBLHOI'O MOJAY.JIS (BUJA JESTEJILHOCTH)

«IIM.01 BBIITIOJIHEHUE PAKOT I10 IIPOEKTUPOBAHHUIO CETEBOH

HHOPACTPYKTYPbI»

Kox n HanmeHnoBaHue

pohecCHOHATLHBIX U

001X KOMITIETCHIIUH,
(bopMHUpyEeMBIX B
paMKax MOIYJIS

Kpurepuu onenku

Mertonnl olieHKH

IIK 1.1. BeimoassaTh
MIPOCKTUPOBAHUE
KaOenbHOU CTPYKTYpBI
KOMITHIOTEPHOM CETH.

OreHKa «OTJIMYHOY - TEXHHYECKOE
3aJJaHre IPOAHAIM3UPOBAHO,
IrOpUTM pa3padoTaH,
COOTBETCTBYET TEXHHUUECKOMY
3aJ1aHuio U 0pOpPMIICH B
COOTBETCTBHUH CO CTaHJIapPTaMH,
MOSICHCHBI €70 OCHOBHBIC
CTPYKTYPBHI.

OreHKa «XOPOII0» -AITOPUTM
paspabortan, 0ohOpMIICH B
COOTBETCTBUU CO CTAHJIAPTAMH U
COOTBETCTBYET 3a/IaHUI0, TIOSICHCHBI
€r0 OCHOBHBIC CTPYKTYPHI.

O1ieHKa «y/I0BJIE€TBOPUTEIBHO)Y -
AITOPUTM pa3paboTaH U
COOTBETCTBYET 3aJJaHHIO.

Ok3ameH/3aueT B hopme
cobeceIOBaHNA:
MPAKTUIECKOE 3aJaHKe
10 MIOCTPOCHUIO
aJIrOpUTMA B
COOTBETCTBHUH C
TEXHUYECKHUM 3aJaHUEM

3amuTa OTYETOB IO
MPAKTUYCCKUM U
JabopaTopHBIM paboTam

IK 1. 2.
OcymiecTBiATh BEIOOP
TEXHOJIOTHH,
WHCTPYMEHTAIBHBIX
CPEZICTB U CPEJNICTB
BBIYUCIIUTEIILHOU
TEXHUKH TIPU
OpraHu3aIuu
npoiiecca pa3paboTKu
Y HCCIIC/IOBaHUS
00BEKTOB
npodeccnoHanbHOMI
JeSITeTbHOCTH.

O1leHKa «OTJIMYHO) - TEXHUYECKOE
3a/laHue MPOaHATU3UPOBAHO,
ITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUUYECKOMY
3aJlaHuI0 U 0(POPMIIEH B
COOTBETCTBHUH CO CTaHJIAPTAMU,
TTOSICHEHBI €70 OCHOBHBIC
CTPYKTYPBHI.

Or1eHKa «X0POII0Y -AITOPUTM
pa3paboraH, 0opOopMIIEH B
COOTBETCTBUU CO CTaHJIAPTAMH U
COOTBETCTBYET 3aJJaHUIO, MTOSICHEHBI
€r0 OCHOBHBIC CTPYKTYPHI.

OreHKa «y/10BJIETBOPUTEIBHO) -
ITOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJJaHHIO.

Dk3aMeH/3aueT B popme
cobecenoBaHMUS:
MIPAKTUIECKOE 3aJaHHe
O TMOCTPOEHUIO
aJITOPUTMA B
COOTBETCTBHH C
TCXHUYCCKHUM 3aIaHUCM

3amura oT4YeTOB 10
MPaKTUYECKUM U
nabopaTopHbIM paboTam

OCBOEHMUA
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IK 1. 3.
O0OecieunBaTh
3anMTy HHOPMAIHK
B CETH C
HCIIOIb30BAHUEM
IPOrpaMMHO-
anmapaTHbIX CPEJICTB.

O1leHKa «OTJIMYHOY - TEXHUYECKOE
3aJ[aHue MPOAHAIU3UPOBAHO,
aJITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY
3a7aHuio U 0hOpMIICH B
COOTBETCTBHUH CO CTaHIApPTaMH,
MOSICHEHBI €r0 OCHOBHBIC
CTPYKTYPBL.

O11eHKa «XOPOLI0Y -aJITOPUTM
pa3paboTas, 0oOpMIICH B
COOTBETCTBHUH CO CTaHAAPTAMH U
COOTBETCTBYET 3a/1aHUIO, TIOSCHCHBI
€ro OCHOBHBIE CTPYKTYPBI.

O1ieHKa «y/I0BJIE€TBOPUTEIbHO)Y -
aJITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3amen/3auet B hopme
cobece10BaHuUS:
MPaKTUYECKOE 3a/IaHuEC
IO TMOCTPOCHUIO
aJITOpUTMA B
COOTBETCTBUU C
TEXHUYECKUM 3aJaHUEM

3ammra OT4YETOB 110
NPaKTUYECKUM U
n1abopaTopHBIM paboTam

[IK 1. 4. [Ipuaumathb
ydacTue B IPUEeMO-
CIAaTOYHBIX
HCIIBITAHUSAX
KOMITHIOTEPHBIX CeTel
U CETEBOTO
o0opynoBaHus
Pa3IMYHOTO YPOBHS U
B OIICHKE KayecTBa U
9KOHOMHYCCKOMN

3¢ (HEeKTUBHOCTH
CETEBOI TOMOJIOTUH.

OrneHka «OTJINYHOY - TEXHUYECKOEe
3aJjaHie IPOAHAIM3UPOBAHO,
JITOPUTM pa3paboTaH,
COOTBCTCTBYCT TCXHUYCCKOMY
3aJJaHuIo0 U 0(hOpMIICH B
COOTBETCTBUH CO CTaHJIAPTAMH,
MOSICHEHBI €r0 OCHOBHBIC
CTPYKTYPBIL.

OrneHka «X0poIIoy -aIropuT™M
paspabortan, 0hOpMIIECH B
COOTBETCTBUU CO CTaHJIAPTAMHU U
COOTBETCTBYET 3aJJaHUIO, TIOSCHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

OrneHKa «y/10BJ€TBOPUTEIbHO)Y -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3amen/3a4et B popme
co0ece10BaHuUs:
NPaKTUYECKOE 3a/IaHuC
IO TMIOCTPOCHUIO
aJITOpUTMA B
COOTBETCTBUH C
TEXHUYECKUM 3aJaHUEM

3ammra OTYETOB 10
MPAKTUYECKUM U
nmabopaTopHBIM paboTam

[IK 1. 5. BeimonusTh
TpeboBaHUs
HOPMAaTUBHO-
TEXHUYECKON
JOKYMEHTAIUU, UMETh
OTBIT OhOpMIIEHUS
IIPOEKTHOM
JOKYMEHTAI1H.

OrneHka «OTJINYHOY - TEXHUYECKOEe
3aJjaHie IPOAHAIM3UPOBAHO,
AITOPUTM pa3padoTaH,
COOTBCTCTBYCT TEXHHUYCCKOMY
3a/1laHuIo U 0pOpPMIIECH B
COOTBETCTBUH CO CTaHJIAPTAMH,
MOSICHEHBI €70 OCHOBHBIC
CTPYKTYPBHI.

OreHKa «XOPOIIO» -AITOPUTM
paspabotan, 0hOpMIICH B
COOTBETCTBUU CO CTaH/IAPTAMHU U
COOTBETCTBYET 3aJJaHHIO, MTOSCHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «y/10BJIE€TBOPUTEIbHO) -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Dk3amen/3a4et B popme
co0Oece10BaHuUS:
MPaKTUYECKOE 3aJjaHKe
IO TMIOCTPOCHUIO
aJIrOpuTMa B
COOTBETCTBUH C
TEXHUUYECKUM 33JJaHUEM

3amuTra OTY4ETOB 110
MPAKTUYECKUM U
nmabopaToOpHBIM paboTam
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OK 01. Beibupats
CTIOCOOBI PEIICHUs
3ama4
npodeccnoHaTbEHOM
NeSITeIbHOCTH,
MNPUMCHUTCIIBHO K
pa3IMYHBIM
KOHTEKCTaM.

— 00OCHOBAaHHOCTb ITOCTAHOBKH
1IEJIN, BBIOOPA U IIPUMECHEHUS
METOJIOB U CIIOCOOO0B PELICHUS
poheCCHOHATTLHBIX 3a/1a4;

- aJIcKBaTHAasl OIICHKA M CaMOOIIEHKA
3¢ PEeKTUBHOCTH 1 KauecTBa
BBITIOJTHEHUS POPECCHOHATBHBIX
3aa4

OIT1 02.0Ocy11ecTBAsTh
MIOWCK, aHAJIN3 U
WHTEPIPETAIIIO
nH(popManuu,
HEOOXOTUMOM ISt
BBIIOJIHEHUS 3a/1a4

- HCTIOJIb30BAHUE PA3TTMYHBIX
HMCTOYHUKOB, BKJIIOYasl 3JICKTPOHHBIE
pecypchl, MEIUAPECYPCHI,
WuTepHeT-pecypcbl, epruoIuiecKie
W3JIaHKA 10 CHEIMATbHOCTH IS
penieHus nmpodeccnoHanbHbIX 3a1a4

npodeccnoHaTEHOM

JEATEIILHOCTH.

OK 03. IlnanupoBath U | - 1€MOHCTpALHsl OTBETCTBEHHOCTU
peatn30BBIBATH 3a IPUHATHIC PEIICHUS
coOCTBEHHOE - 000CHOBAaHHOCTh CaMOaHAIIN3a U

npodeccuoHansHOE U
JIMYHOCTHOE Pa3BHUTHE.

KOPPEKLUS pe3yIbTaTOB
cOoOCTBEHHOM pabOThI;

OK 04. Paborats B
KOJUICKTHUBE U KOMaH/Ie,
3pPEKTUBHO
B3aHMO/ICHICTBOBATH C
KOJUIETaMH,
PYKOBOJICTBOM,
KJIMEHTaMHU.

- B3aUMOJICHCTBHE C
00yJaroIuMHuCs, IPernoiaBaTeIsIMu
U MacTepaMu B X0/ie 00y4eHHUsl, C
PYKOBOJUTENAMHU Y4€OHOH U
IIPOU3BOJCTBEHHOM IPAKTHK;

- 000CHOBaHHOCTb aHAJIN3a PabOTHI
YJICHOB KOMaH/1bl (IIOAYMHEHHBIX)

OK 05. OcyuiecTBisATh
YCTHYIO ¥ TUCHBMEHHYIO
KOMMYHHKAIUIO Ha

-TPaMOTHOCTb YCTHOU U
MMACbMEHHOW peyH,
- ICHOCTh (POPMYJIHPOBAHUS U

TOCyAapCTBEHHOM W3J105KEHUST MBICTIEN

A3BIKE C yUETOM

0COOEHHOCTEM

COLIMAJIbHOTO U

KYJIbTYPHOT'O

KOHTEKCTA.

OK 06. IIposBasaTh - cOOJII0/IEHUE HOPM TTOBEACHHSI BO
IpakJaHCKO- BpeMs yueOHBIX 3aHATHH U
MaTPUOTHYECKYIO MIPOXOKJCHUS Y4eOHOM U
MO3ULMIO, MIPOU3BO/ICTBEHHOM MPaKTHK,
JI€MOHCTPHUPOBATh

OCO3HAaHHOC ITOBCICHUC
Ha OCHOBC

00111€4eTIOBEYECKIX

LIEHHOCTEMN.

OK 07. CopetictBoBath | - 3()(€KTUBHOCTH BBHITIOJIHEHUS
COXPAHEHUIO npasmi Th Bo BpeMs yueOHBIX
OKpY>KaroIen cpepl, 3aHATHUH, IPU TPOXOXKICHUU
pecypcocOepeKeHHIO, y4eOHOM U TPOU3BOICTBEHHOM
3¢pPEeKTUBHO MPAKTHK;

JNIENCTBOBATE B

- 3HAaHHUEC U HUCIIOJIb30BAHUEC

WNurepnperanus
pe3yJIbTaToB
Habro1eHuil 3a
JeSITETTbHOCTHIO
oOyJaroterocs B
nporiecce OCBOCHUS
o0Opa3oBaTelbHON
IPOTPaMMBbI

DKcnepTHOe
Ha0JII0/IeHUE U OLIEHKa
Ha 1ab0paTopHO -
MPAKTUYECKHUX 3aHATHUSAX,
IIPH BBITIOJIHEHUH padboT
10 y4eOHOM 1
MIPOU3BOJICTBEHHOU
MIPAKTHUKAM

DK3aMeH
KBaJTM(DUKAIIMOHHBIH
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Ype3BbIYANHBIX
CUTYyalluAX.

pecypcocOeperaromyx TeXHOJIOTHI B
00JIACTH TEJIEKOMMYHUKAIHHA

OK 08. Ucnonp30BaTh
CpencTBa (PU3NIECKOM
KYJIbTYPBI IS
COXpaHCHHUS U
YKpEIUJICHUS 3I0POBbS B

- 3¢ pexkTHBHO UCTIOIB30BATh
cpeacTBa GU3NIECKOH KYIbTYPHI
IUTSL COXPAaHEHHS U YKPETUICHHSI
3II0pOBBS B IIpoIIecce
poheCCHOHATTLHOMN JICATEIILHOCTH U

rporecce noJiAep>kaHue He0OXOAMMOTO
npodeccnoHanbHOM ypOBHS (hU3HUECKOM

JEATEIIbBHOCTH U IIOATOTOBJICHHOCTH. ;

MOJ/IepKaHuE

HEO0XOAUMOTO YPOBHS

buzmveckoi

ITOATOTOBJIEHHOCTH.

OK 09. Ucnionb3oBarh | - 3 HEKTHBHOCTD UCIIONB30BAHMS
I/IH(bOpMaIII/IOHHI)Ie I/IH(I)OpMaHI/IOHHO'KOMMYHI/IKaI_II/IOHHLIX
TeXHOJIOI'MH B TEXHOJIOTUH B NPO(PECCHOHATBHON
NpodecCHOHANBHOT JESATENFHOCTH COTJIACHO (hOPMUPYEMBIM
EATENEHOCTH. YMEHUSIM H TI0JIy4aeMOMY

IPAKTUYECKOMY ONBITY;

OK 10. ITomp3oBaThcs
npodeccnoHaTEHOM
JOKyMEHTAaIiel Ha
rOCy/IapCTBCHHOM U
WHOCTPAHHOM SI3BbIKE.

- 3(eKTUBHOCTH MCTIOJIB30BAHUS B
npodecCHOHABHOM IeATEIIBHOCTH
HEOOXOUMOM TEXHUYECKOM
JIOKYMEHTAI[UH, B TOM YHCJIC Ha
AHIJTMHCKOM SI3BIKE.

OK.11. I[InanupoBaTh
MpEANPUHIMATEIBCKYIO
NEeSATEIbHOCTD B
npo¢ecCuOHAITBHON

chepe

- 3 eKTUBHO MIIAHUPOBATH

P ANPUHIMATEITBCKYIO
JeSTeNbHOCTh B MPO(ECCHOHANTBHON
ctepe pu npoBeeHUU PabOT 1O
KOHCTPYHPOBAHUIO CETEBOM

UH(QPaACTPYKTYpPBI
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JIucT n3aMmeHeHnii M 10NIOJIHEHUI B pado4eii nporpaMMe npogeccuoHaAJIbHOIo
monyas IIM.01 BBIIIOTHEHUE PABOT 110 IIPOEKTUHPOBAHHIO

CETEBOH HH®PACTPYKTYPbI

criermanibHOCTH 09.02.06 CeTeBO€ M CUCTEMHOE aIMUHUCTPUPOBAHUE

HU3MCHCHUA

HOMEpa U3MECHCHHBIX

Ne
MPOTOKOJIA
IIUKJIOBOM
KOMUCCHH,
ata

IIOAIINCH
TIK

CTPaHMI]

IIYHKTOB
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