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1. OBIIASI XAPAKTEPUCTHUKA PABOUYEHN ITPOT'PAMMBI
MPO®ECCHUOHAJIBHOT'O MOJY.JISI
IIM.01 HACTPOUKA CETEBOU HH®PACTPYKTYPBI

1.1. llesib ¥ IUIAHUPYEMbIe Pe3yJIbTATHI 0CBOEHUSA PO} eCcCHOHATBLHOT0 MOTYJIA

B pesynpraTte nzydenus npodeccnoHarIbHOTO MOAYISI 00y4aroImUics JOHKEH OCBOUThH BUJ
nesitenbHocT BJ[ 1. Hacrtpolika ceteBoii MHGPACTPYKTYPHl COOTBETCTBYIONIHE €My OOIIHe
KOMIETEHIIMH U TPO(HeCCUOHATIbHBIE KOMIIETEHIIUHU

1.1.1. [TepeyeHnb 0OMUX KOMIIETEHITUN

Kon HaumMmeHoBaHue 00X KOMIIETEHIINHA

OK 01. | Bribupats criocoObl pemeHus 3a1a4 npodecCHOHAIBHOM AesITeIbHOCTH IPUMEHUTEIHHO
K Pa3JINYHbIM KOHTEKCTaM

OK 02. | Ucnonb3oBaTh COBpEMEHHBIE CpEJICTBAa IOMCKA, AaHaIW3a M UHTEpPIpETaluu
uHpopManMu ¥ HMHGOPMAIMOHHBIE  TEXHOJOTMM  JJs  BBIIOJHEHHS 33734
podecCHOHALHOM IEATEIIBHOCTH

OK 03. | [ImanupoBaTh H pEaTM30BBIBATH COOCTBEHHOE TPO(PECCHOHATBHOE W JHYHOCTHOE
pa3BUTHE, MPEIIPUHUMATENBCKYIO JESITEeIbHOCTh B IpodeccHoHaIbHON  cdepe,
WCIOJB30BAaTh 3HAHUS MO TPABOBOH W (MHAHCOBOW T'PaMOTHOCTH B Pa3IMYHBIX
JKM3HCHHBIX CUTYyalluAX

OK 04. | DddexkTuBHO B3aNMOICHCTBOBATL M padOTaTh B KOJUICKTUBE U KOMAH]Ie

OK 05. | OcymecTBasaTh YyCTHYIO U NMCbMEHHYI0 KOMMYHHUKALMIO HAa TOCYIJApPCTBEHHOM S3bIKE
Poccuiickoit ®enepanu ¢ y4eToM OCOOEHHOCTEH COLMAIBHOIO MU KYJIBTYpHOIO
KOHTEKCTa

OK 06. | IIposiBiATh TpakIaHCKO-MATPUOTUYECKYIO MO3ULHUIO, JIEMOHCTPUPOBATH OCO3HAHHOE
IIOBE/ICHUE HAa OCHOBE TPAaJULMOHHBIX POCCHUHCKHUX TyXOBHO-HPaBCTBEHHBIX LIEHHOCTEH,
B TOM 4YHUCII€ C YUYCTOM TapMOHH3alUH MCKHAIWOHAJIBHBIX W MECKPCIUTHO3HBIX
OTHOIIEHUH, IPUMEHSATh CTAHIAPThl AHTUKOPPYNIIMOHHOTO MIOBEEHUS

OK 07. | ConelicTBOBaTh COXPAaHEHHUIO OKpY’KaIOLIEH Cpenbl, pecypcocOepekeHnto, MPUMEHSITh
3HaHUS 00 MU3MEHEHUM KJIMMaTa, IPUHIHIBI OepexIINBOro MpPou3BOACTBa, 3()h(HEKTUBHO
JICICTBOBATh B UPE3BBIYANHBIX CUTYAIUSAX

OK 09. | ITonb3oBaThCcst  NpOQeccHOHANbHOM  JOKyMEHTallMed Ha TOCyJapCTBEHHOM U
MHOCTPAHHOM $I3BIKAX

1.1.2. lepedyens npodeccroHaTbHBIX KOMITETCHITHI

Kon HaumeHnoBaHue BUJ1a 1€ATEIbHOCTH U NPOGECCHOHATbHBIX KOMIIETEHIIUI

B/ 1. Hactpolika ceteBoil HHQpacTpyKTyphl

MK 1.1. JIOKyMEHTUpPOBaTh  COCTOSIHMSI ~ MH(QOKOMMYHHKAIIMOHHBIX ~ CHUCTEM U  UX
COCTABJISIIOLIUX B IIPOLIECCE HATAAKU U DKCILTyaTalluu

IIK 1.2. [TognepxuBath pabOTOCIOCOOHOCTh aNmapaTHO-NIPOTPAMMHBIX CPEJICTB YCTPOMCTB
MH(POKOMMYHUKAITMOHHBIX CUCTEM

I1K 1.3. YCcTpaHATh HEUCIPABHOCTH B paboTe MHPOKOMMYHUKAIMOHHBIX CUCTEM

IIK 1.4. IIpoBOIUTHE IPUEMO-CHATOYHBIE HCIBITAHUS KOMIIBIOTEPHBIX CETEH U CETEBOrO

000pyIOBaHUS PA3JIMYHOTO YPOBHS U OIEHKY Ka4eCTBA CETEBOU TOIOJIOTHU B paMKax
CBOEH OTBETCTBEHHOCTH

IIK 1.5. OcyiecTBIATh pe3epBHOE KOMUPOBAHUE M BOCCTAHOBJIEHHE KOH(PUTYPALIUU CETEBOTO
000py0BaHUsI HH()OPMAITMOHHO-KOMMYHHKAIIMOHHBIX CUCTEM

IIK 1.6. Ocy1iecTBIATh WHBEHTAPU3AIMIO TEXHUYECKHX CPEACTB CETEBOM HHQPACTPYKTYpHI,
KOHTPOJIb 000PYI0BaHMsI [TOCIIE IPOBEAECHHOIO PEMOHTA

IK 1.7. OcyIiecTBIATh periiaMeHTHOEe OOCITY)KMBaHHME M 3aMEHY PAacXOJHBIX MaTepHajoB

nepuepuitHOTO, CETEBOTO M CEPBEPHOr0 000pYAOBaHMS MH(HOKOMMYHUKAIIMOHHBIX
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| cucrem

1.1.3. B pe3ynbprare ocBoeHHUS TPOPECCHOHATBEHOTO MOAYJISl O0YJarONTUHCS JTOJKEH:

Biagers JIOKYMEHTHPOBaHM 0a30BOM KOH(UTYpAIlMU U MPOTPaMMHOTO OOECTIEYeHHs YCTPONUCTB
HABBIKAMH WHPOKOMMYHHKAIMOHHBIX CUCTEM;
WCTIONIb30BaHMsl ~ NPOrpaMMHOr0  obecredeHus: il OQOpMIICHUS  TEXHHUUYECKOU
JOKYMEHTAIHH
BBITIOJIHEHHSI AUATCHOCTUKHU alllapaTHBIX OMIMOOK YCTPOMCTB MH()OKOMMYHUKAIIMOHHBIX
CHCTEM;
MIPUMEHEHHUST CHEIHaTU3UPOBAHHOTO TPOTPaMMHOTO OOECIedeHHs ISl MOHUTOPHHTA
ceTeBoro Tpaduka;
YCTaHOBKHA OOBEKTOB WHPOKOMMYHHMKALIMOHHBIX CHUCTEM Ha paboumX MecTax COTJIaCHO
TPYJOBOMY 3aJIaHUIO;
YCTaHOBKM W HACTPOUKH CETEBBIX TIPOTOKOJIOB, CIy)KO, CEpBHUCOB W CETEBOTO
o0opynoBaHus HWH(POKOMMYHUKAIIMOHHBIX CHUCTEM B COOTBETCTBUM C KOHKPETHOM
3aa4ci;
o0OecriedeHus] CBSI3HOCTH M OTKAa30yCTOHYHMBOCTH CeTe WH(POKOMMYHHKAIIHOHHBIX
cHCTEM
OpraHu3ald MOHUTOPUHTa pab0oTOCTIOCOOHOCTH CETEBBIX YCTPOMCTB;
COCTaBJICHHSI PETJIAMEHTHBIX OTYETOB O 3aMEUEHHBIX OTKIIOHEHHUSAX OT IITATHOTO PeXuMa
(hYHKIIMOHUPOBAHUS HH(POKOMMYHHUKAITMOHHBIX CUCTEM;
JCMOHTa>xa u 3aMCHbI Yy3J10B u DJICMCHTOB OTACJIBbHBIX YCTpOI\/'ICTB
MH()OKOMMYHHUKAITMOHHBIX CHCTEM, B TOM YHCJIE Iepru(epHitHOTO 000pyAOBaHUS
MOITOTOBKH K TPOBEICHUIO TIPEIBAPUTEIBHBIX NCIIBITAHHIA,
COCTaBIICHUS TpaduKa MPeABAPUTEIBHBIX HCIIBITAHUH;
OTIOBEICHHS TI0JIh30BaTENeH 0 BO3MOKHBIX IePEPhIBaxX B MPEIOCTABICHUH CEPBUCOB;
BBITIOJTHEHUS TIPEIBAPHUTETBHBIX UCTIHITAHHIA,
BBHITIOJTHEHUSI PE3EPBHOTO KOIMUPOBAHUS IPOTPAMMHOTO OOECIEUYEeHUS TEXHUYECKHUX
CpE/CTB, MONAJANINX B 00J1aCTh TOTCHIUATFHOTO IOMEHa BO3HHUKHOBEHHS cOOS;
BO3Bpara HMH(POPMANMOHHO-KOMMYHHUKAIIMOHHOW CHCTEMBI K  IE€PBOHAYAIHLHOMY
COCTOSIHHIO 1TOCJIe OKOHYAHUS IPEIBAPUTEIHHBIX NCIIBITAHUH
BBIIIOJTHECHUS JUAIrHOCTHUKU OTKAa30B U OHH/I6OK CETCBbLIX YCTpOﬁCTB;
BOCCTaHOBJICHUSl TAapaMETPOB 10 YMOJYaHUIO COIJIACHO JIOKYMEHTAI[UH CETEBBIX
YCTPOMCTB;
MIpoBeJIeHHst pabOoT IO MCITPABIICHUIO ONTHOOK KOH(PHUTYPAITUH CETEBBIX YCTPONUCTB
IMPOBCACHUA NHBCHTApU3alluUu TEXHUUCCKUX CPCIACTB aIlMI/IHPICTpI/IpyeMOP'I CCTH,
¢GuKCHpOBaHUSI B JKypHaJle HMHBEHTAPHBIX HOMEPOB  TEXHHYECKHX  CPEJCTB
aJIMHHUACTPUPYEMOM CETH;
¢buKcHUpoBaHUS B JKypHaJle  MECTOPACIOJOKEHUS  TEXHHYECKHX  CPEJCTB
aIMUHUCTPUPYEMOH CETH;
MapKUPOBKH TEXHUYECKUX CPEJCTB aIMUHUCTPUPYEMOM CETH
KOHTPOJISI OCTATKOB 3aIIaCHBIX YacTedl 1 000pyA0BaHMS IO 3aMEHY;
KOHTPOJIS COOIOIeHNUs Tpaduka NpodHIaKTHIECKOro 00CITy)KUBaHUs 000PY/I0BaHHUS,
BHECEHUS JaHHBIX O MPOBEJICHHBIX paboTax B MH(OPMAIMOHHYIO CUCTEMY YIPaBJICHHUS
3aracaMy 1 pEMOHTOM;
BHECEHUS TaHHBIX 00 MCIOJIb30BaHHBIX 3aaCHBIX YacTsIX B MHGOPMALMOHHYIO CHCTEMY
yIpaBJICHUs 3aI1aCaMH U PEMOHTOM
Ymetp opopMIsITE OT4EeTHl O ©a30BOH KOH(QUIYypalMH YCTPOWCTB M MPOrPaMMHOIO

obOecrieueHus;

IOJIb30BaThHCA HOPMAaTHBHO-TEXHUYECKOHN JIOKyMEHTaIuen B obiactu
I/IHq)OKOMMyHI/IKaHI/IOHHBIX TeXHOHOFHﬁ;

COTIPOBOXK/IATh TEXHUYECKYIO JOKYMEHTAIMI0 OOBEKTOB HMH()OKOMMYHHUKAIIMOHHBIX
cucTeM

UCIOJb30BaTh  KOHTPOJBHO-U3MEpPUTENbHOE 000pyIOBaHHWE MJIsi  MPOBEPKH
AIEKTPUYECKUX COETMHEHUHN YCTPONCTB MHPOKOMMYHHUKAIIMOHHBIX CUCTEM;
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paccYMTBIBATh OCHOBHBIE TAPAMETPHI JIOKAJIBHOW CETH;

BBITIONTHSATH TIOJKITIOYCHHE U 0a30BYIO0 HACTPOIKY CETEBOTO 000OPYIOBAHUS;
BBIIIOJIHATh YCTaHOBKY u HaCTPOMKY CETEBbIX CEPBUCOB
MH(POKOMMYHUKAITMOHHBIX CUCTEM;

BBITIOJTHATH HACTPOUKY CETEBBIX CITYKO;

BBIIIOJHATDH INIAHUPOBAHUC, MOACIIMPOBAHUC U PCAIM3alUI0 CCTU MPCAIPUATUSA C
HECKOJBKUMH  MapLIpyTHU3aTOpaMH,  KOMMYTaTOpaMH U OKOHEUYHBIMHU
YCTPOMCTBAMU

NPUMEHSTh HHCTPYKIHMU TI0 YCTAHOBKE U IKCILTyaTaluy nepudepuitHoro o60py10BaHus;
BBIIIOJIHATh 3aMEHY PACXOIHBIX MAaTepualioB M KOMIUICKTYIOIIUX Iepu(epuitHoro
00opyIOBaHMS;

BBIABIISITH W YCTPAaHATh MEXaHMUSCKHE TIOBPEeXACHUS W Je(eKThl yCTPOWMCTB
MH()OKOMMYHHUKAIIHOHHBIX CHCTEM;

JOKyMEHTHUPOBaTh yYeTHYI0 HHpOpManuio 00 HCIONB30BaHUN CETEBBIX PECYPCOB
COTJIACHO YTBEPXKJCHHOMY IpaduKy

I/II[CHTI/I(I)I/IHI/IpOBaTI) HMHIOUACHTBI, BO3HHKAKOIIUC HpI/I HpOBCI{CHI/H/I HpCILBapI/ITeJ]I)HI)IX
HCITBITAaHUH;

OIIEHWBATh PUCKH MIEPEPHIBOB B MPEAOCTABICHUN CEPBUCOB MIPH MTPOBECHIH UCIIHITAHHIA;
MOJIb30BaThCA HOPMaTHUBHO-TEXHUYECKOMN JIOKYMEHTaluen B o0iactu
MH()OKOMMYHHUKAITUOHHBIX TEXHOJIOTHIA;

MIPUMEHSATH IPOTPaMMHO-AIITaPaTHEIE CPEICTBA TEXHUIECKOTO KOHTPOJIS

NPUMEHSTH IPOrPaMMHO-AIIapaTHbIe CPEACTBA IS AUATHOCTUKU OTKA30B U OIIHUOOK
CETEBBIX YCTPOMICTB;

BBITIOIHSTH HHCTPYKIUH 110 YCTAHOBKE aJIMIHHCTPHPYEMBIX CETEBBIX YCTPONUCTB
nHGOPMALMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI

KOHTPOJIMPOBAaTh HAJIWYUE U JIBWKEHHE AallllapaTHBIX, I[POrPaMMHO-ANIAPATHBIX U
[IPOrPpaMMHBIX CPEICTB aIMUHUCTPUPYEMON CETU

paboTraTh ¢ JIOTOBOPHOM M OTYETHOM JOKyMEHTalMed Ha 00CIyKHBAaEMYIO
nHGOPMALMOHHO-KOMMYHHUKAIIIOHHYIO CUCTEMY;

pabotath ¢ MHPOPMAIIMOHHON CUCTEMOM YIIPaBJICHHUS 3aMacaMy U pEMOHTOM;

opopmiATe  3afBKM Ha  MaTepHalbl M KOMIUIGKTYIOLIME  HMH(POPMAIIMOHHO-
KOMMYHHKAIIHOHHON CUCTEMBI

3HaTh

OCHOBBI JICJIOTIPOU3BO/ICTBA;

0a30ByI0 KOHQUTYPAIIUIO YCTPOUCTB U MMPOrPaMMHOTO 00€CIICUEeHUS;

npaBwia OoGOpPMIICHHUS TEXHUYECKOH JOKYMEHTAMH TI0 pe3yiabTataM MpPOBEPKU
paboTOCIOCOOHOCTH YCTPOHUCTB HHPOKOMMYHHUKAIIMOHHBIX CUCTEM;

porpaMMHoe o0ecrieueHue Jist OpOPMIICHUSI TEXHUUECKOHN IOKYMEHTAI|H

JTaJOHHYIO MOJEIb B3aUMOJICHCTBUS OTKPBITHIX CHCTEM;

APXUTEKTYPY MPOTOKOIOB HHPOKOMMYHHUKAITIOHHBIX CUCTEM;

CTaH/IapTU3AIIMIO CETEMH;

MTOHATHE KOMMYTAIMHA U MapIIPyTH3AINH;

MIOHSITUE CETEBOU TPAHCIIALUU aJPECOB;

OCHOBBI JUHAMUYECKON MapIIpyTU3aLUU;

OCHOBHBIC TTOHSTHS O BUPTYaITbHBIX YACTHBIX CETSIX;

MEKCETEBbIE SKPAHBI;

OCHOBBI apXUTEKTYPHI alllIapaTHBIX CPEICTB HHPOKOMMYHHUKAIIMOHHBIX CUCTEM;
JTUTIEH3UOHHBIE TPeOOBaHMSI 110 HACTPOMKE W OIKCIUTyaTallid YCTaHABIMBAEMOTO
MIPOTPaAaMMHOTO OOECTICUCHHS;

CTaHAapThl KaOeseil, OCHOBHBIC BHUJBI CETEBHIX YCTPOHCTB, TEPMHHBI, TOHATHS,
CTaHAAPTHI ¥ THIIOBEIE DJIEMEHTHI CTPYKTYPHPOBAHHON KaOEITHLHOW CHCTEMEI;

THIIOBBIE PETJIAMEHTHI OOCTYKUBAHUS allllapaTHBIX CPEJICTB;

HMHCTPYKIIMH M0 YCTAHOBKE U 3KCILTyaTallul aIMUHUCTPUPYEMBIX CETEBBIX YCTPOUCTB;
CIEIMATU3UPOBAHHOE MTPOrPaMMHOE 00ECTICUeHHE TSI MOHUTOPUHTA CETEBOTO TpaduKa;
perIamMeHTbl  TpoBeACHHA NPOPMIAKTUYECKHMX paboT Ha  aIMUHHCTPUPYEMOM
nH(OPMAITMOHHO-KOMMYHHKAIIMOHHOHN CHICTEME

OCHOBBI ApXUTCKTYPHI, yCTpOfICTBa n (byHKLII/IOHI/IpOBaHI/IH BBIYHMCIUTCIIBHBIX CUCTEM,
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CHUCTEMBl MOHUTOPHHTA CETEBBIX YCTPONCTB;

CIocoObl  OOHApY)KCHHSI ~ MEXaHHYECKHX  HEIOJNIAIOK B paboTe  yCTPOWCTB
MH()OKOMMYHHUKAITUOHHBIX CHCTEM, IPUYMH X BO3HUKHOBEHUS U MPUEMOB YCTPAHCHUS,
TpeOOBaHUS OXpaHbl TpyJda Npu padoTe C MporpaMMHO-aNNapaTHBIMU CpEICTBAMU
WH(POKOMMYHHKAIIMOHHBIX CUCTEM

OpraHm3anuio padoT MO BBOAY B IKCILTyaTaI[di0 OOBEKTOB U CETMEHTOB KOMITHIOTEPHBIX
ceTel;

NPUHLUIB  (QYHKIMOHUPOBAHUS  amlllapaTHBIX, NPOTPaMMHBIX ©  IPOrPaMMHO-
anmnapaTHbIX CPEACTB aAMUHUCTPUPYEMOM CETH;

MPOTrpaMMHO-aNnapaTHbIE CPEICTBA TEXHUYECKOTO KOHTPOJIA

NpOrpaMMHO-anmapaTHeIe CPENCTBA JUIsl TUArHOCTHKH OTKa30B M OIIMOOK CETEBBIX
YCTPOMCTB;

CHoco0Bbl BOCCTAaHOBJIEHHUsS IapaMETPOB II0 YMOJIYAHUIO COIVIACHO JOKYMEHTalUu
CETEBBIX YCTPOMCTB;

WHCTPYKIUH TI0 YCTaHOBKE aJMUHHCTPHPYEMBIX CETEBBIX yCTPOHCTB MH(OPMAIMOHHO-
KOMMYHHMKALIMOHHON CHCTEMBI;

OCHOBBI CE€TeBOM 0€30MacHOCTH

IIpaBuIia U MPOLEyphl IIPOBEACHUS HUHBEHTAPU3aLlUU;

NpaBUiia MapKUPOBKH YCTPOWCTB M AJIEMEHTOB HH()OPMAIMOHHO-KOMMYHHKAIIMOHHON
CHUCTEMBI;

IIPOLEIyPY CIMCAHUS TEXHUYECKHUX CPEJICTB;

OTpacieBble HOPMaTUBHBIE IIPABOBBIE AKTHI;

MPOrpaMMHBIE CPEACTBA HHBEHTAPU3ALIUHI

COJIEp)KaHWE JIOTOBOPOB Ha 0OCIyXHBaHHE HH(POPMAIMOHHO-KOMMYHHUKAIIMOHHOM
CUCTEMBI;

BU/BI JIOKAJIBHBIX aKTOB Ha Oq)OpMHCHI/Ie 3asBOK Ha MaTC€pUajibl 1 KOMIUICKTYIOLINUE,
OPUHIUIBI  OPTaHU3allMk  HWH(OOPMAIMOHHBIX CHCTEM YIPABICHUS PEMOHTOM H
00CITy)KBaHHEM;

periaMeHTbl  TPOBEJACHUS  NPOPHIAKTHYECKHX pabOT Ha  aJMHHUCTPUPYEMOMH
HH()OPMATHOHHO-KOMMYHHKAIIMOHHOM CHCTEME

1.2. Kotn4ecTBO 4acoB, 0TBOJAUMOE HAa 0CBOCHHE TPO(PECCHOHATIBHOTO MOLYJIs

Bcero gacos 722,
B TOM 4YHCJIE B OpPME MPAKTUYECKON TOATOTOBKHU 422 vaca.

N3 Hux Ha ocBoeHre MJIK 500 gacos,

B TOM YHCIIe caMocTosITeNbHas paboTa 133 uaca, mpomexxyTouHas arrecraius 18 qacos;
MpakTUKH 216 gacos,

B TOM uuciie yyeOHas npaktuka 108 yacos, npousBoacTBeHHas npaktuka 108 gacos.
[TpoMexxyTodHast aTTeCTAIHS 110 MPOPECCHOHATHFHOMY MOAYIIO B (hopMe IK3aMeHa — 6 4acoB.




2. CTPYKTYPA U COAEP KAHUE ITIPO®ECCUOHAJIBHOTO MOAYJIA

2.1. CTpykTrypa npogeccHOHATBHOT0 MOIYJIs

BT.Y.B

O6beM npodeccHoHaTBHOTO0 MOIYIIS, aK. 4ac

bopm Ob6yuenne nmo MIK [IpakTuku
Konpt opme B TOM 4HCIIE
(1) HaumeHnoBauus pa3aeiion Bceero IpaKTH a6
TIPOQCCCHOHATLHAIX 1 PO EeCCHOHATBHOTO MOTYJI 4acoB | 4eckoi 40OpATOPHRIX KypcoBbix
00X KOMIIETEHINI Bcero u CamocrosgTeabpHas [IpomexyTouHast IIpousBoact
HOATOT pabot 6 Vyebnas
OBKH HpaKTI/I‘{eCUKI/IX (HpO@KTOB) paooTra aTTccTranus BCHHas
3aHATHU
1 2 3 4 5 6 7 8 9 10 11
K11 -1IK'1.7,, | Pa3nen 1. KomnboTepHbie 189 62 189 62 - 9 6 - -
OK 01. - OK 07., ceTH
OK 09.
HK 1.1. -TIK 1.7., | Pasnexa 2. Opranuzanus, 209 112 209 82 30 12 6 - -
OK 01.-OK07., NPUHIMIIBI TIOCTPOCHHS U
OK 09. (pyHKIMOHUPOBAHUS
KOMIBIOTEPHBIX ceTeil
IIK1.1. -TIK 1.7., | Pa3gen 3. be3omacHocTth 102 32 102 32 - 4 - - -
OK01.-OK07., | koMnbIOTepHBIX ceTeii
OK 09.
HK1.1.-TIK1.7., | Yye0OHnasi npakTHKA 108 108 - - - - - 108 -
OK 01.-0OK 07.,
OK 09.
HK1.1.-TIK 1.7., | TIpou3BoacTBeHHAast 108 108 - - - - - - 108
OK 01., OK 02., npaKTHKA
OK 05., OK 06.,
OK 07., OK 09.
IIpomMeskyTouHasi aTTecTalMsA 6 - - - - - 6 - -
Beero: | 722 422 500 176 30 25 18 108 108




2.2. TemaTH4ecKuii IJIaH U cojiep:kaHue NpodeccuoHaIbLHOro moay.as (IIM)

HaumeHnoBaHue pa3aeiioB H

Oo6bem, akaj.

TeM Npo(ecCHOHATLHOTO Conep:kaHue yueOHOro MaTepuaa, :;z;eor
Moyt (IIM), JadopaTopHble U MPAKTHYeCKHE 3aHATHS, CAMOCTOSATE/IbLHAs padoTa 00yyaouuxcs, KypcoBasi padora dbopme Kon IIK, OK
MEKIUMCHUIIHHAPHBIX (mpoexT) NMPaKTHYECKOH
KprOB (MI[K) MOAr0TOBKH,
aKal. 4
1 2 3 4
Paznen IIM 1. KomnblOTEpHbIE CETH 189/ 62
MJK.01.01 KomnbloTepHbIE CETH 189 /62
Paznen 1. Beenenue B ceTeBble TEXHOJOTMH 96/32
Tema 1.1. O6mas Conep:xaHue 4 K 1.1, K 1.2,
XapaKTEepPUCTHKA Buasl KOMIBIOTEPHBIX ceTeil. [NoGajibHble M JIOKAIbHbIE CETH. BHJbI CETEBBIX apXHTEKTYP. [IK 1.4, TIK'1.6.,
KOMIIBIOTEPHBIX ceTeil OcHOBHbBIE KOMITOHEHTHI CETEH, CeTeBas cpelia U CeTeBble yCTPoWCTBA. TEXHONIOTUH MOAKIIOUEHUS K17,
k HWareprer. KavectBo m HajexxHOCTh ceTeil. OCHOBHBIE TOHATHS CETEBOH O€30MAaCHOCTH. 8§ (())i 8§ 8§
TenaeHUUU pa3BUTHUS CETE OK 07"’ OK 09.’
Tema 1.2. CereBble Conep:xanue 6 MK 1.1., 11K 1.2,,
NMPOTOKOJbI M MOJETH KonmupoBanne u mapamerpbl cooOmieHus. CeTeBble MPOTOKONBI. B3amMoneiicTBHE MPOTOKOIOB. IK 1.4, TIK L.5.,
Hab6op npotokomoB TCP/IP u mpomecc oomena nmanapiMH. OpraHu3anvy 1O CTaHAAPTH3AINN: IIK'1.6., TIK 1.7,
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBHeBsie Mogenu OSI u TCP/IP. Makancynsmus JaHHBIX. 85 8}1 8112 8;
[MpotokonbHbIe Oi1okH nanHbIx (PDU). OK 07.’, OK 09.’
Tema 1.3. PDusuuecknii | Cogep:ranue 6 IK 1.1, IIK 1.2,,
YPOBEHb CETH IIpotokonsl 1 cTaHgapTsl ¢uznueckoro ypoBHA. CrocoObl moakiodeHus: K cetd. CeMeHCTBO IIK 1.3, TIK 1.4.,
ceTeBbIX TexHousoruii ethernet. [Tpuniun padoTs ethernet. IIK15, K16,
OcHoBHast nH(pOpMaIUs 0 mopTax kommyTaropa. @usndeckas Tomonorus cetv. Cpenbl nmepenadn OK IJIK 107K 02
JaHHBIX M HUX XapaKTEepUCTUKU: MPOIyCKHAs CHOCOOHOCTH, HMPOM3BOAMTENBLHOCTh. Butas mapa u OK 0 4 OK 05::
CTaHIapThl BUTOM napel. CTaHAAPTHI 00KUMKH Kademen OK 07., OK 09.
Tema 1.4. KanajanHbIii Conep:xanue 6 MK 1.1, IIK 1.2,
YPOBEHb CEeTH Haznauenne kanambHOTO ypoBHS. TOMOJOTHH JIOKANBHBIX W TioOanmbHBIX cetei. Kampel. Metku IIK'1.3., TIK 1.4,
kagpa. Texnonoruss VLAN. TerupoBanue kazapa. TerupoBanublii Tpaduk. He termpoBaHHBIH K 1.5, 1K 1.6.,
tpaduk. Cranmapr 802.1q. OcmoBer QinQ (IEEE 802.1QinQ). OCHOBBI TEXHOJOTHUH OK 1(;[]K 101( 02
MHOTOIPOTOKOJIEHOW KOMMyTaIuu 1mo metkam (MPLS) OK 03:: OK 0 4
[NomynynnexkcHass W MOJHOMYMJIEKCHAss CBA3b. YIPABIEHUE JAOCTYNIOM K Cpele Iepeaadu. OK 05.. OK 06.,
BsaumoneiictBue Ha momypoBHsx LLC m MAC. Unentnduxauus ethernet. AtpuOyThl Kaipa OK 07., OK 09.

ethernet. OHO- ¥ MHOTOAJIPECHOM, IMPOKOBENIATEIbHONW pacchlIoK. CKBO3HOE MOJIKIIOYCHHUE,
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MAC- u IP-anpeca.

[Iporoxon pazpemenwus aapecoB (ARP): mpuHIMIBEI paboTHI, PO B MpOoIlecce yAAICHHOTO 0OMeHa
nmaaaeiMu. Tabmwmmer ARP Ha cereBbix ycTpoiictBax. OCHOBHBIE HemocTaTku mpotokona ARP -
Harpyska Ha cpey nepeiauyu JaHHBIX U O€30MIACHOCTb.

Tabmua MAC-aapecoB kommyratopa. KommyTanus B cetsix ethernet

Tema 1.5. CeTeBoii Copaep:xanue 12 MK 1.1, IK 1.2.,

ypOBeHb CerteBoii ypoBeHb B MpOIlecCE Tepeladd JaHHBIX. IIPOTOKONBI ceTeBoro ypoBHS. OCHOBHBIE IIK'1.3, 1K 1.4,
xapakrepuctuku [P-nporokona. Ctpykrypa naketoB [Pv4 u IPv6. IIK 1.5, IIK 16,
Cermentanust IP-cereit. OOMeH naHHBIMH MeEXAy MoAceTsMU. llaHupoBaHue anpecaluu B OK 1(;[1K 107K 02
nofcersix. PacuerHele ¢GoOpMynbel Ans cerMeHTauuu ceTh. Pa3OueHne Ha TOACETH Ha OCHOBE OK 03. OK 04,
TpeOOBaHMIA Y3JIOB U CETEH, B COOTBETCTBUU C TpeOoBaHUsMH ceTeld. OnpeesieHre MaCKH MO/ICETH. OK 05_: OK 06.:
Pa3z0uenue Ha moxceTH C MCHONBb30BaHMEM Macku nepemeHHoW JummHBI (VLSM). IlnanupoBanue OK 07., OK 09.
aZipecaluy CeTH.
Oco0eHHOCTH W TpenMyliecTBa mpoTtokona Pv6. Meroxbl mapmipyTtm3anmu y3moB. TaOmuia
MapLIpyTH3alMM Y3JI0B W MapuipytuszaTtopa g npotokosnoB I[Pv4 u IPv6. VYcerpoiicTBo
Mmapuipytuzaropa — [Ipomeccop, mnamare, omepauuoHHas cucrema. [lomkiroueHwe K
MapUIpyTU3aTOpy uepe3 pas3yinuHble MopThl. HacTpolika MCXOOHBIX MapaMeTpoB, MHTEP(EHCOB,
IIJTI03a 110 YMOJTYAaHHUIO U IPYTHX XapaKTePHUCTUK MapUIpyTH3aTOpa

Tema 1.6. TpaHcnOpTHBIH Conep:xanue 6 MK 1.1., 11K 1.2,,

YPOBEHb Ha3znauenue u 3a1a4n TpaHCIIOPTHOT'O YPOBHSI. IK'1.3., TIK 1.4,
MynpTHUINIEKCHPOBaHUE CEaHCOB CBs3H. Ommcanue W cpaBHeHue npotokonoB TCP m UDP — IIK 15, 1K 186,
HAJEKHOCTh U IMPOU3BOAUTEIHHOCTh, OONACTh MPHUMEHEHUs. ANpecanys MOPTOB M CETMEHTAIHS OK 1(')[1K 107K 02
TCP u UDP. O6men nannpimu 1o TCP. Tlporteccer TCP cepBepa. Ycranosnenue TCP-coennHeHus OK 03:: OK 0 4
u ero 3asepuienue. [Ipunimnel «TpéxcropoHHero pykonoxatus» TCP. HanéxHocTs u ynpaBieHue OK 05.. OK 06..
norokoM TCP - IloaTBep:keHue MOTy4YeHHs CETMEHTOB, MOTepsA JaHHBIX M MOBTOpHAs Iepeaauya, OK 07., OK 09.
yrpasneHne morokoM. OOMeH naHHbIMH c ucrnoib3oBanrneM UDP. [poneccer u 3anpocst UDP-
cepsepa, UDP-gararpammel, nponeccsl UDP-knuenTa. [Tpunosxkenus, ncnonssyromue UDP u TCP

Tema 1.7. YpoBensn Copep:xkanue 10 OK 1.1, K 1.2,

NPUWJIOKEHU I YpoBeHb NPWIOKEHWUM, YpPOBEHb MPEIACTABICHUS W  CEAHCOBBIM  ypoBeHb. lIpumepsl IIK'1.3, 1K 1.4,
pacipocTpaHeHHbIX NpuiIokeHni. [IpoTokoms! ypoBHs npunnoxkenuit. Ogaopanroseie cetu (P2P). [K15, 1K 16,
Mogens Tna «kinueHT-cepsep». 0630p npotokosnos HTTP, HTTPS, SMTP, POP u IMAP. Cnyx0a OK 1(;[]K 107K 02
nomeHHbIX UMEH (DNS). @opmar coobmennii u nepapxust DNS. Yrunura «nslookupy». Ciyx0a OK 03:’ OK 0 4
DHCP. Ilporokon nepenauu daiinos (FTP). [Iporokon oOMeHa 0JI0KaMu CEPBEPHBIX COOOLICHHIA OK 05_: OK 06.:
(SMB). Konuenunu «Bceodsemmromuii Matepuer» BYOD. JlocTaBka TaHHBIX O KOHBEPr€HTHBIM OK 07., OK 09.
CEeTSIM

Tema 1.8. Co3nanue u Copep:xkanue 10 MK 1.1, TIK 1.2.,
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HACTPoOiiKka He0O0Ib IO [TnanupoBanue U co3ganue HEOOJBIION KOMITBIOTEPHON CETH: OINPENEICHNUE KITFOUEBhIX (haKTOPOB, MK 1.3, 1IK 1.4.,
KOMIBLIOTEPHOI ceTH BBIOOD TOIMOJIOTHHM U CETEBBIX YCTPOMCTB, BHIOOP M HACTPOMKA IPOTOKOJIOB, CHCTEMBI apeCallu. IK 1.5, IIK 1.6.,
Mepsl 10 oOecredeHHI0 Oe30MaCHOCTH CETH. YS3BUMOCTH M CETEBBbIC aTaku. Pa3BenbiBaTenbHBIC IK'1.7,,
aTaky, Ataku pgoctyma, Otka3 B oOcmyxuBanuu (DoS-ataku). PesepBHoe kommpoBaHue, OK 01., OK 02,,
OOHOBJIICHHE M YCTaHOBKA MCIPABICHUI. MexXceTeBble SKpaHbl. AyTeHTH(UKAIMS, aBTOPU3ALUS U SE 82 85 gg’
yuéT. Bkimouenue mpotokona SSH. OK 07.” OK 09.
QaiioBbIe CHCTEMBl MapIIPyTU3aTOPOB M KOMMYTAaTopoB. Pe3epBHOe KOMHMpOBaHHE U
BOCCTaHOBJIGHHE C TIOMOINBIO TEKCTOBBIX (aitioB, mpoTtokona TFTP, USB-nakonwurens.
Berpoennsie cimyx0b1 Mapmpytuzanud. [logaepxka OecrpoBOAHBIX MOAKIOUeHHWA. HacTpoiika
BCTPOSHHOT'O MapUIPyTH3aTOPa
B ToM yuc/Ie npaKkTHYECKUX 3aHATHI 32/32
IpakTuyeckoe 3austue 1. 2/2 IK 1.1, TIK 1.2,
CocTaBieHne KapThl ceTH MIHTEPHET ¢ MOMOMIBIO YTHIINT «ping» M «traceroute» IK 1.3, TIK 1.4.,
IIpakTnyeckoe 3ansiTue 2. 414 IIK 15, K16,
Co3znanue npocToi ceTu: OK 1(;[1K 107K 02
- yCTaHOBKa CeaHca KOHCOJIM C CETEBBIM 000pY0BaHHEM MPH MOMOIIHU nporpammsl Tera Term; OK 03:: OK 0 4
- CO3/1aHue CCTH, OK 05., OK 06.,
- HACTPOHKa OCHOBHBIX MapaMEeTPOB KOMMYTaTOpa OK 07., OK 09.
IIpakTuyeckoe 3ansaTHE 3. 2/2
ITpocmoTp ceteBoro Tpaduka ¢ momorsio mporpammer Wireshark
IIpakTHyeckoe 3ansitue 4. 414
Uzyuenne Ethernet-rexHomoruii:
- mpocMoTp MAC-aapecoB ceTeBbIX yCTPONCTB;
- n3yuenue kaapos Ethernet ¢ momormpro mporpammer Wireshark;
- npocMoTp ARP ¢ momomsto nporpammel Wireshark, unrepdericoB komananoi ctpoku Windows;
- UCTIOJIb30BaHKe MHTepdelica koMaHaHOH cTpokH ¢ Tabnuiiamu MAC-apecoB KOMMyTaTopa
IIpakTHYeckoe 3ansTHE 5. 4/4
[MoaxiroueHne KOMITBIOTEPOB K CETH C IOMOIIBIO Kabesel 1 OeCIPOBO/IHBIX aaNTepoB:
- OIIpeJIeNIEHNE CETEBBIX YCTPOUCTB U KAHAJIOB CBSI3H;
- 00KHM CEeTeBOT0 Kabes;
- IPOCMOTP JTAaHHBIX O OECIIPOBOAHBIX U MPOBOAHBIX CETEBBIX aJlaNTepax.
I[IpakTHyeckoe 3ansitue 6. 4/4

N3yueHue TpaHCIIOPTHOIO YPOBHS:

- HaOJro/IeHNE 32 TIPOIIECCOM TPEXCTOPOHHEro «pykomnoxarus» TCP ¢ momomipio mporpammel
Wireshark;
- n3yuenne 3axpadeHHbIX JanHeXx DNS UDP ¢ momomikto nporpammbl Wireshark;
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- u3yuenue 3axBaueHHbIX naketoB FTP u TFTP ¢ momomipro nporpammer Wireshark

[pakTnyeckoe 3ansitue 7.

Cermenranus [P-ceteii:

- U3y4YeHUE KAbKYJISITOPOB MOJICETEH;

- pacuér nozceteit [Pv4;

- paszeneHue CeTel ¢ pa3IMYHbIMU TOMOJIOTUSMU Ha MOJICETH;

- pa3paboTKa ¥ BHEAPEHUE CXEMBI apecalini, pa3aeaeéHHon Ha moacetn IPv4-cetu;
- pa3paboTKa U BHEAPEHUE cXeMbl apecanuu VLSM

6/6

[pakTnyeckoe 3ansitue 8.

ITocTpoeHnue cetu:

- IPOCMOTP TaOIUI MAPIIPYTU3ALMYU Y3II0B;

- u3yueHne PU3NUECKUX XapaKTEPUCTHK MapIIPyTU3aTOPa;

- CO3JIaHME CETHU, COCTOSIIEH U3 KOMMYTaTOpa U MapILIpyTH3aTOPa;
- HACTPOMKAa OCHOBHBIX [TapaMETPOB KOMMYTATOPA;

- HACTPOHKA OCHOBHBIX MApaMeTPOB MapIIpyTH3aTOpa

6/6

CamocTosiTesibHAs padoTa 00yuyalomuxcsi Npu u3ydeHuu pasaena 1 M

Cucremarnyeckast Ipopad0TKa KOHCIIEKTOB 3aHATHI, YIeOHOH U CIIeIUAIbHON TEXHUIECKOW JTUTEPATYPHI.
KoncnexktupoBanue TekcTa, paboTa co CIOBapsIMU U CIIPaBOYHMKAMH, O3HAKOMJICHHE C HOPMAaTHBHBIMH JJOKYMEHTAaMH.
[ToaroroBka K MPakKTUYECKUM 3aHATHSIM C UCIIOIB30BAHUEM METOAMYECKUX PEKOMEH AN TpenoaaBaTes, opopMIIcHuE
NPAaKTHYECKUX PadOT, OTYETOB U MIOATOTOBKA K UX 3aIIUTE

KouncyabTanumn

IIpome:xkyTounas arrecramusi no MJIK.01.01 B popme nuddepeHIIUpPOBAHHOIO 3a4eTa

Paznen 2. [IpuHOMnsI Mapi

YTU3AIMUM U KOMMYTAallun

Tema 2.1 BBenenue B
KOMMYTHpYeMbIe CeTH

Conepxanue

O0venunénnpie cetu. Hepapxuss B KOMMyTHpyeMoil cetu. Poib KOMMYyTHUpyeMBIX CeTeH.
Kommytupyemas cpena. [unamuueckoe 3amonHenue TaOnuiel MAC-agpecoB KoMMyTaropa.
MeTtoapl mepecbUIKH Ha KoMMyTarope. KoMMmyTarusi ¢ mpoMexyTo4yHbIM XpaHeHHeM. CKBO3Has
kommyTanusi. KoMMyrannonssie fomeHsl. CHIKEHHE IEPErPy30K CETH

MnK1.1., 1K 1.2,
MK 1.4, IIK 1.5.,
K 1.7.,

OK 01., 0K 02,
OK 07., OK 09.

Tema 2.2 OcHOBHBIE
KOHIENIUN U HACTPOiiKa
KOMMYTaIlU1

Coaepxanue

OcCHOBHBIE KOHIIETIIMM W HACTpoika KommyTanuu. [lepBoHawanmpHash HacTpoWKa KOMMYyTaTropa U
BOCCTaHOBJIEHHE TIociieé cucTteMHoro cOosi. HacTpoiika poctyma st 6a30BOrO  yIpaBIICHUS
kommyTatopom c IPv4. Jlymnekcnas cBsizb. HacTpoiika mopToB KoMMyTaropa Ha (U3MYECKOM
ypoBHe. DyHKIUSA aBTOMAaTHYECKOTO orpeneneHus tumna kadens (Auto-MDIX). [IpoBepka HacTpoek
nmoprta KoMmMmyTaropa. [louck u yctpaneHue mpodiieM Ha ypoBHE JIOCTyTa K CETH.

be3omacHocTe  KOMMyTaTopa.  3ammImEHHBIN  yoanéHHBIA  mocTym.  Hacrtpoiika  SSH.
Pacnpoctpan€nnbple  yrpo3bl 6e3onacHocTH: nepenosHenue Tabmuubsl MAC-agpecoB, DHCP-

MK 1.1, IIK 1.2.,

MK 1.3, 11K 1.4.,

MK 1.5, IIK 1.6.,
K 1.7.,

OK 01., 0K 02.,

OK 04., OK 05.,

OK 07., OK 09.
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cny(uHr, HCHONb30BaHHe Yys3BuMocTedl mnpotokona CDP, Atakm Telnet u ap. Ayaur u
MpaKTHUECKNe PEKOMEHJAWH M0 obecriedeHn0 O0e30macHOCTH CeTH. be3omacHOCTh MopTa
kommyTtatopa. OrcnexxuBannie DHCP coobmennii. @ynakmus 6e3o0macHOCTH mopTa. Buapl 3ammuTe
MAC-anpecoB. Pexumbl pearupoBaHus Ha HapylieHHe Oe3omacHOcTH. [IpoBepka M HacTpoiika
noptoB. [IpoTokon cereBoro Bpemern (NTP)

Tema 2.3 BupTyasibHble Copep:xanue MK 1.1, IK 1.2.,
aoxkanbubie cetd (VLAN) | Bupryansusie noxansusie cetd (VLAN) — knaccupuKanys ¥ OCHOBHBIE XapaKTEPUCTHKH. TpaHKH IIK'1.3, 1K 1.4,
BUPTyaJbHBIX ceTeil. KoHTpone mmpoxoBemiatensHblx n0oMeHOB B ceTsix VLAN. Teruposanue IIK 1.5, IIK 16,
kanpoB Ethernet nns unentuduxarym cetn VLAN. Certu native VLAN u TerupoBaHue cTaHmapTa OK l(;[lK 107K 02
802.1Q. TerupoBanue ronocosoit VLAN. Peanuzanuu BupTyanbHoOU JIoKanbHOH ceTu. HazHaueHue OK 03:’ OK 0 4
noptoB ceTsiM VLAN. Hactpoiika TpaHkoBbIX KaHayoB. [IpoTOKONI IWHAMHYECKOTO CO3AaHUS OK 05_: OK 06.:
TpankoBoro kaHana (DTP). Ilouck u ycTpaHeHHe HEMONaA0K B BUPTYANbHBIX JIOKAJIBHBIX CETAX U OK 07., OK 09.
TpaHKOBBIX KaHamax. lIpobnemsr c [P-ampecammeir cetm VLAN. HecoBmageHus pexuMOB
TpaHkoBOi cBs3H. lIpoektupoBanme m obecreuenne Oe3omacHoctTn VLAN: hopping, cmydwurr
KOMMyTaTopa, araka ¢ JBoWHbIM TerupoBanueMm, Cerb PVLAN mnepumerpa. Ilpaktuueckue
PEKOMEHIAIIMK 10 IPOSKTUPOBAHUIO BUPTYAJIbHOU JIOKAJIbHOM CETH
Tema 2.4 Konnenuus Copep:xaHue MK 1.1, IIK 1.2.,
MapIIpyTH3a LUK Hactpoiika MapmpyTu3aTopa. MeXaHH3MBI MEpechUIKH TNakeToB. IIOAKIIOUEeHHe M HACTPOHKa IIK 1.3, TIK 1.4.,
ycTpoiicTB. CBETOAMOHBIE HMHIMKATOPHl HAa Mapuipyruzatope. AKTHBalMs M HacTpoiika IP- IIK 15, K16,
aapecanun. [IpoBepka cBsi3HOCTH ceTeil C mpsiMbIM moxakiIoueHueM. IlpoBepka HacTpoek OK lglK 102( 02
uHTepdeiica. PuIbTpanysl BBIXOJHBIX JaHHBIX KoMaHA «show». KommyTtamusi maketoB mexmy OK 03. OK 04..
ceTsimMu. OYHKIIMA KOMMYTAIlUN MapiipyTusatopa. MapmpyTtusanus nakeroB. OnpeeneHue myTH. OK 05_: OK 06.:
[Mpouecc MpUHSTHS PElIeHUs O TepeCchUIKe MakeToB. Beioop ontumansHoro mytH. [Ipotokoinsr RIP, OK 07., OK 09.
OSPF, EIGRP. Pacnpexnenenue Harpy3ku. AAMUHUCTpUpOBaHHE paccTosiHue (AD) m HageXHOCTb
Mapuipyta. AHaiu3 TaONHIl MapUIpyTH3alUd — HWCTOYHWK JAaHHBIX, NMPHHIUIBL (OpMUpOBaHUE
BO3MOXHOCTH HACTPOMKH. 3alTUCH TaOIHIIBI MApIIPYTH3AINH JIJIsl CETEH C MPSIMBIM TOJIKIFOUESHHEM.
3aaHue cTaTUYECKUX MapmpyToB. [IpoTokomnsl auHaMudeckol Mapuipytusannu cered IPv4 u IPv6
Tema 2.5 Conep:xanue NK 1.1, TIK 1.2,
MapumpyTusauus Mexay | Ipuauunsl pa6otsl MapmpyTusauun Mexay VLAN. Hacrpoiika MapmipyTusauuu Ha 0ase IIK'1.3, [IK 1.4,
VLAN MapHIpyTU3aTOPOB C  HECKOJLKUMH  (QU3MUYECKMMH UHTepdelicaMu, ¢  HCIOJIb30BAHUEM K 1.5, 1K 1.6.,
KoHpurypauun  router-on-a-stick, uepe3  MHOroypoBHeBeId ~ KOMMyTaTop.  I[IpoGiemsr OK 1(;I]I< 101 02
mapmpytuzaimn  Mexxay VLAN. IlpoBepka koHurypamum KOMMyTaropa U HAacTpoOeK OK 03:’ OK 0 4
MapupyTtusaTopa. Henonanku B padore mutepderica. Ommbku B [P-agpecax u Mackax IMOJCETH. OK 05_: OK 06.:
Hactpoiika u pabGora kommyrauuum Ha 3-M ypoBHe. Mapmpytuzanus Mmexay VLAN uyepes OK 07., OK 09.

BUPTyaJbHbIE HHTEPQEHCH KOMMYyTaTopa, MapUIpyTU3UpyeMble MopThl. Henonaaku B HacTpoMkax
KOMMYyTaTopa 3-T0 YpOBHS
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Tema 2.6 CtaTnueckas
MapuIIpyTH3aus

Conepxanue

IIpeuMymiecTBa W 3agaud  CTAaTHMYECKOM MapHIpyTHU3alMu. THIBI CTaTUYECKUX MAapIIpyTOB:
CTaHJAPTHBIM, [0 YMOJYaHUIO, CyMMAapHbIM, MiaBapomuid. HacTpolika cTaTUYECKUX MapLIpyTOB
IPv4 u IPv6. Komanga «ip route». Mapmpyt crieaytomero nepexoga. HampsMyro moakiarou€éHHbIH
cratnueckuid MapmpyT. [lonHOCTRIO 3aaHHBIA cTaTMuecKuii MapmpyT. HacTpoiika ctaTuueckoro
MapuipyTa no ymonuanuro. KimaccoBas anmpecanus. KnaccoBele mMacku moaceTu. beckmaccoBas
mexnomernas Mapmpyrtuzanus CIDR. O6penunenne mapmpytoB. OpraHm3anus cCynepceTei.
Hcnonp3oBanue Macok mojacetu ¢uxcupoBanHod amunabl (FLSM). Macka moacetu mepeMeHHOH
mmabl (VLSM). Hacrtpoiika cyMMapHBIX W IDIABAIOIIMX CTaTHYECKUX MapmipyToB. Pacuér
cymmapHoro Mapmpyra. O0benmHeHne ceteBbix aapecoB IPv4 um IPv6. [lowck m ycrpaHeHwme
HENoJaJ0K B HACTPOHKAX CTaTHYECKOI0 MapIHIpyTa ¥ MapHipyTa Mo YMOTYaHUIO

MnK1.1., 11K 1.2,
MK 1.3, 11K 1.4,
K 1.5, IIK 1.6.,
K 1.7.,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.7 JInnamuyeckast
MapLIPyTH3ALUS

Conepxanue

IIpoToKonBl AMHAMMYECKOH MapLIpyTHU3alMd — Ha3HAuY€HHWE, NPUHLUUIBI paboTbl U HCTOPHS
pasButus. CpaBHeHHE NIWHAMHYECKOH W CTaTHYECKOW MapripyTtuzanuu. [IpuwHOWTB paboThI
MPOTOKOJIOB MapUIPYTH3alWU: MycK IMocjie BKItoueHust nutanus, CereBoe oOHapyskeHune, OOMeH
JaHHBIMH ~ Mapuipytuzanmu, OOecneuenne  cxomumocTH.  Knaccuukanus — MpOTOKOJIOB
Mapmpytuzanuu. IIpotokonsl IGP u EGP. JlucranunonHo-BekTOpHbIe mpoTokoibl RIP, IGRP.
[Mpotokonsl MapmpyTusanuu 1o cocrostauio kanama OSPF u IS-IS. KmaccoBele u GeckiaccoBble
MPOTOKOJIBI MapIIPyTU3aLUU. XapaKTePUCTUKU U METPUKH NMPOTOKOJIOB.

Junamuueckasi AMCTAHIMOHHO-BEKTOPHAs MapIIpyTH3anus. JUCTaHIMOHHO-BEKTOPHBIA aJrOPUTM.
MexaHu3Mbl OTHPaBKU U IMOJIyYeHHS AAHHBIX MapIIPYTH3alUH, pacdéra ONTHMAIbHBIX IMyTeH U
Jo0aBlieHHsT MaplIpyTOB B TaOJMIy MapUIpyTH3alMd, OOHAPYKEHWUS W pearupoBaHHUs Ha
u3MeHeHus: B tonosioruu. Hactpoitka mnpotokona RIP: Bkmrouenue RIPv2, otkimouenue
aBTOMAaTHYECKOTO OOBbEIUHEHUs, HACTpOilKa MacCUBHBIX HHTEp(deicoB, mepegaya mapuipyra Io
yMoa4aHuio no cetu. Hacrpoiika mporokona RIPng. Ilpouecc mMapiipyTuzaiuu 1mo COCTOSHUIO
kanana. Hello nmporoko:. maket coctosiaus kanana (LSP). JlaBuHHas pacchuika MakeToB COCTOSHUS
kaHasa. JlaBuHHas pacchlika MakeToB COCTOsSHUS KaHana. Co3JaHue AepeBa KpaTdyalIliuxX MyTeu
SPF. JloGaBnenne mapmpyroB OSPF B Tabimuy wmapmpyrtuzaumu. Hemoctatku mpoTOKOOB
MapUIpyTH3allMd TI0 COCTOSHHUIO KaHama. Ta0imuma MapupyTu3aluy. 3alucd C  MPSIMBIM
MOJKIIOYCHHEM W YAaln€HHOW ceTu. JnHammueckn mnomydaemble MapmpyThl [Pv4/6. Ilpomecc
MIOMCKA MapuIpyTa

MnK1.1., 1K 1.2.,
MK 1.3, 11K 1.4,
MK 1.5., IIK 1.6.,
K 1.7,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.8 OSPF aas ogHoii
o00J1acTH

Conep:xanue

CewmetictBo mpotokonoB OSPF. Xapakrepuctrku, mpuHUMIB paboTsl n kommoHeHTHl OSPF.
Oco6enHoctu OSPF mis onHOM 1 HECKOIBKUX oOsacTeil. MaructpaibHas obnacts. MHKancysmus
coobmenuit OSPF. Tunsr makeroB OSPF: maker mpuserctBust (hello), maker ommcanus Oa3bl
nmauasix (DBD), maker 3ampoca coctosHus kaHana (LSR), maker oOHOBIEHHSI COCTOSIHHS KaHaia

MnK1.1., 1K 1.2.,

MK 1.3, TIK 1.4,

MK 1.5., TIK 1.6.,
K 1.7.,

OK 01., 0K 02,

OK 03., OK 04.,
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(LSU). maker moxarBepkneHus coctosHusi kanana (LSAck). OOGHOBIEHHS COCTOSIHHSI KaHaja.
Pa6oune cocrossans OSPF. Beinenennstit (DR) u pe3epBHsIil Beigenenusiid MapmpyTtusatop (BDR).
Cunxponms3aruss 0a3 mamaeix OSPF. Hacrtpoiika OSPFv2 mms omHoit oOmactn. Pexnm
KoHpUrypauun uaeHTH(UKaTOpsl MapupyTusatopa. Mcmomb3oBanue wuHTepdeiica loopback.
Brutouenne OSPF na wuntepdeiicax. LlabnonHas macka. Komanma «network». Hactpoiika
nmaccuBHBIX MHTEpdeiicoB. Popmyna pacuéra metpuku crommocta OSPF. Hactpoiika 3Hauenmit
NPOMYCKHON crmocobHocTH mHTepdeiica. [IpoBepka coceaHUX YCTPOHCTB, HACTPOEK MPOTOKOJIA,
JaHHBIX npouecca u apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2 u OSPFv3. Anpeca Tumna
link-local. Tomomoruss cetu OSPFv3. Hacrpoiika naentudukaropa mapiipytuzatopa OSPFv3.
Bxurouenne OSPFv3 ma nnTepdeiicax

OK 05., OK 06.,
OK 07., OK 09.

Tema 2.9 Cnucku
KOHTpoJis1 foctyna (ACL)

Conep:xanue

Criucku koHTpons poctyna (ACL). Ipunnun pabotet ACLcnuckoB. Tumbsl ACL-cniickoB Cisco
st [Pv4. TlpucBamBanne HOoMepoB u MMEH ACL-crimckam. Pacuér madmonnoit macku B ACL-
cruckax. PekoMeHganuu no cozganuio u pazMenieHuo ACL-cnuckoB. Pa3menienue crangapTHBIX U
pacmmpenasix ACL-criuckoB. Hacrpoiika crangaptHoro ACL-ciincka. [IpuMenenue cranaapTHBIX
ACL-cniuckoB Ha mHTepdeiicax. Kommentapun k ACL-cimckam. [IpoBepka m pemakTupoBaHHE
crannapTHbiXx HymMepoBaHHBIX ACLcmrckoB. ACL-cratuctuka. 3ammra moproB VIY ¢ momMomsio
crannaptHoro ACL-ciucka IPv4. CtpykTypa u HacTpoiika pacmupenHbix ACL-ciiucko s [Pv4.
OunbTpanus TpaduKa ¢ UCMoIb30BaHueM paciupeHHbIX ACL-cruckoB.

Ilouck wm ycrtpanenue nenonanok ACL-crnuckoB. Pacnpocrpanénsbie ommubku ACL-cnmckos.
Cpasuenne ACL-cinckoB juia IPv4 u IPv6. Hactpoiika u nposepka ACL-crinckoB anst [Pv6

MnK1.1., 1K 1.2.,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
K 1.7.,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.10 IIpoTokoa
DHCP

Conepxanue

ITporokon DHCP. DHCPv4: 6a3zoBas omnepanius, popMar cooOIIeHHH, COOOIICHNs O0HAPYKEHUS U
npemioxennd. Hactpolika, nposepka u perpancisaius npocroro DHCPv4-cepsepa. Hacrtpoiika
MapmipyTtu3atopa B kauectBe DHCPv4-knmuenta. Hactpoiika mapmpytmzatopa kimacca SOHO.
Ilouck u ycTpaHeHHMe HeENOJaIoK B pabore Mmapuipytuzaropa DHCPv4. Tlporokon DHCPvo6.
ABTOoMaTHUecKass HacTpoiika anpeca 0e3 orciexuBanusi coctosiaus (SLAAC). Ilpunuun paGoTel
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 0e3 orcnexxuBanus coctosiuus. [Iponeccer DHCPv6. Hactpoiika
Mapupytu3atopa B kadectBe DHCPv6-cepsepa u DHCPv6-knuenta. Ilonck u yctpaHeHue
Henosnanok B pabore DHCPv6

MnK1.1., 1K 1.2,
MK 1.3, 11K 1.4,
K 1.5., IIK 1.6.,
K 1.7.,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.11
IIpeoOpa3oBaHue ceTeBBIX
agpecos IPv4

Conep:xanue

[IpeobpasoBanme cereBbix aapecoB IPv4. KounenrtyanbHoe mnpeoOpa3oBaHHE CETEBBIX apecoB
(NAT). Tepmunonorus u upuniunsl padotsl NAT. IlpoctpanctBo dactabix [Pv4-ampecos.
Cratndyeckoe M AMHaAMH4Yeckoe mpeoOpasoBanue ceTeBbiXx aapecoB (NAT). IIpeoOpasoBanue
aapecoB noptoB (PAT). CpaBuenne NAT u PAT. IlpeumymectBa u negocratku NAT. Ananus
cratuueckoro npeobpasoanus NAT. Ilpuniun paborsr auHamuueckoro NAT Hacrpoiika u

MnK1.1., 11K 1.2,,

MK 1.3, 11K 1.4.,

K 1.5, IIK 1.6.,
K 1.7,

OK 01., 0K 02.,

OK 03., OK 04.,

OK 05., OK 06.,

15




npoBepka NAT, PAT. Ilepeanpecarus noproB. Hactpoiika NAT u nporokosna [Pv6. OK 07., OK 09.
ITonck n ycrpanenne Henonanok B pabore NAT

B ToM unciIe NPAKTHYECKUX 3aAHATHIA 30/30

IIpakTHyeckoe 3ausiTue 1. 2/2 IK 1.1, TIK 1.2,,
HacTtpoiika KoMMyTaTopa: IK 1.3, TIK 1.4.,
- 6a30Basi HACTPOMKA KOMMYTATOPa; [IK 1.5, TIK 1.6,
- HACTPOHKa MapaMeTpoB 0€300aCHOCTH KOMMYTaTopa OK 1(_)[1K 1&{"02
IpakTnyeckoe 3ansiTue 2. 2/2 OK 03:: OK 0 4
Hactpoliika 6e30macHOCTH KOMMYTaTOpa: OK 05., OK 06..
- HacTpoiika npoTtokona SSH; OK 07., OK 09.
- HacTpoiika pynkiuu Switch Port Security;

- TIOWCK ¥ YCTPaHEHHE HETIONIJ0K B cUCTeMe 0€30IacHOCTH OPTOB KOMMYTAaTOPa;

- 0TpabOTKa KOMIUIEKCHBIX IPAKTUYECKUX HABBIKOB

IpakTuyeckoe 3ansiTue 3. 2/2 IIK 1.1, 1IK 1.2,,
Kongwuryparus cereit VLAN: K 1.3, 1K 1.4,
- koHurypanus cereit VLAN u TpaHKOBBIX KaHAJIOB; IIK 1.5, TIK'1.6.,
- IOVCK W yCTpaHEeHHEe HeMoaIoK B KoHpuryparmm VLAN; OK EIIK 1(')1(‘*02

- peanu3zaius cucTeMbl Oe3omacHocTr ceTi VLAN; OK 03" OK 0 4"
- peanmzanus cereit VLAN 1115t cerMeHTalluy ceTeld NpeanpusTHE MaJIoro ¥ cpeiHero Ou3Heca OK 05:: OK 06::
IMpakTnyeckoe 3ansTue 4. 2/2 OK 07., OK 09.
Hacrpoiika mapuipytusaropa:

- MCTIOJIb30BaHNE KOMaH/IbI traceroute st OOHapyKEeHUs CETH;

- JOKYMEHTHUPOBAHUE CETHU;

- HacTpoiika naTepdeiicoB IPv4 u IPvo6;

- HACTpOMKa U MPOBEPKa HEOOJIBIION ceTH;

- UCCIIEIOBAHNE MapIIPYTOB C MPSMBIM MOAKIIOYSHUEM

IIpakTHYeckoe 3aHsITHE 5. 2/2

Hacrpoiika mapuipytuzanuu:

- COCTaBJIEHUE CXeMBI ceTh MIHTepHET;

- HacTpolKka 6a30BBIX MTAPAMETPOB MapIIPyTU3aTOPa C MOMOIIIBI0 HHTEpdelica KOMaHHOM CTPOKH

(CLI) cucremsr Cisco 10S;

- HacTpo#Ka 0a30BbIX apaMeTpoB MapupyTusaTopa ¢ nomompio CCP

IIpakTHYeckoe 3aHsITHE 6. 2/2

Mapmpytuzanus mexxay VLAN:
- HacTpo#Ka Mapupytuzanun Mexxay VLAN s kaxnoro uarepdetica;
- HacTpoiika Mapmpytusanuu Mexxay VLAN Ha ocHoBe ctanaapta 802.1Q 1 TpaHKOBOTO KaHaIa;
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- IOKMCK M yCTpaHEHHE HEMOJIal0K B MapuIpyTHU3auuu Mexay cetsimu VLAN

IIpakTn4yeckoe 3ansarue 7.

Hacrpoiika cTaTHiuecKoi MapIpyTH3aLUu:

- HAaCcTpo#Ka ctaThyeckux MapmpytoB [IPv4/IPv6 o ymonuanuio;

- pa3paboTka u peanu3aius cxemsl aapecanuu [Pv4 ¢ ucnons3zosannem VLSM;
- pacu€T cymmapHbIX MapiipyToB [Pv4 u [Pvo6;

- TIOVCK M YCTPaHEHHE HEMOJAI0K CTaThdecKnX MapiipytoB [Pv4 u IPv6

2/2

IIpakTH4eckoe 3ansTHE 8.

HacTtpoiika quHaMuueckoi MappyTU3aluu:

- HCCIIEJOBAHUE CXOAUMOCTH;

- CpaBHEHHE METOIOB BbIOOpa MyTH B nmpotokosax RIP

2/2

IIpakTHyeckoe 3ansTHE 9.

Hacrpoiika nporokono OSPF:

- HacTpoiika 6a3oBoro nporokona OSPFv2 mns ogHo# obmacTy;
- ba3oBas HacTpoiika npotokona OSPFv3 s omHolt obnacty.
Hacrpoiika npotoxonoB RIPv2 u RIPng

2/2

IIpakTuuyeckoe 3anstue 10.

Nzydenne MexaHN3MOB pabOTHI CO CITUCKAMU KOHTPOJIS JOCTYTIA:

- HarJsqHoe npezcTabieHue padoTel ACL-criucka;

- HacTpoika cranaapTHbIX ACL-CICKOB;

- HacTpoiKa CTaHAapTHBIX UMeHOBaHHBIX ACL-CIuCcKOB;

- Hactpoiika ACL-criucka mist muauiit VTY,

- HacTpoiika pacmupeHHBIX ACL-CIIMCKOB IS pa3IUYHBIX CIICHAPUEB;
- IOVCK M yCTpaHeHHe Hemnodanok B pabore ACL-cruckoB;

- HacTpoiika ACL-criuckoB [Pv6;

- 0TpabOTKa KOMIUIEKCHBIX MPAKTUYSCKUX HABBIKOB

2/2

IIpakTuyeckoe 3anstue 11.

Hactpoiika ACL-criuckos:

- HacTpoiiKa u mpoBepKa cTaHaapTHbIX ACL-CIIHUCKOB;

- HaCTpoiiKa u npoBepka orpanuueHuii VIY;

- HaCTpoiiKka 1 nposepka pacmupeHHbIx ACL-ciuckoB;

- IOVCK M yCTpaHEeHHEe HEMOIaI0K B HacTpolke u pasMenieann ACL-crinckos;
- HacTpotika u ipoBepka ACL-crinckoB jyis [IPv6

2/2

IIpakTu4yeckoe 3ansaTHe 12.
Nsyuenne npotokonos DHCP:
- 6azoBas Hactpoitka DHCPv4 na mapmipyrusarope;

2/2

MnK1.1., 1K 1.2.,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
K 1.7,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

17




- ba3oBas Hactpoiika DHCPv4 Ha komMMyTaTope;

- IOWCK U yCTpaHeHne Hemodanok B padbore DHCPv4;

- HacTpoiika ceppepa DHCPvV6 6e3 oTciekuBaHUs COCTOSIHAS U C OTCIICKUBAHUEM COCTOSHUS,
- IOUCK M ycTpaHeHune Hernosaaok B pabore DHCPv6

IpakTnyeckoe 3ansiTue 13. 2/2
Wzyuenne npotokora DHCP:
- HacTpoiika mpoTtokosia DHCP ¢ momompio komanxa Cisco 10S;
- 0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB
IpakTnyeckoe 3ansitue 14. 2/2 MK 1.1, 1IK 1.2,,
[Ipeobpa3oBaHKe CETEBBIX aIPECOB: 1K 1.3, TIK 1.4.,
- n3yuenne npuHnuna padorsl NAT; IIK 1.5, TIK'1.6.,
- HaCTpoiiKa cTaTH4ecKoro u quHamuueckoro NAT; IK1.7,
- peanu3zanusi CTaTUYECKOro u fuHaMmudeckoro NAT; 8§ 8; 85 gi
- HACTpOlKa mepeaapecanuy MopToB Ha MapiipyTu3arope Linksys; OK 05:: OK 06::
- IPOBEPKa, MOKCK U YCTpaHeHue Henonaaok kondurypanuii NAT; OK 07., OK 09.
- 0TpabOTKa KOMIUIEKCHBIX IPAKTUYECKUX HABBIKOB
IIpakTnyeckoe 3ansiTue 15. 2/2
N3zydenue padotel ¢ NAT u PAT:
- HaCcTpoOKa AMHAMHYECKOro U cratudeckoro NAT;
- HacTpoiika NAT-nyna ¢ neperpyskoii u PAT;
- IOWCK M yCTpaHeHHne Henoianok KoHduryparmii NAT

CamocTosiTeibHas padoTa o0yuyalonuxcs npu usydyedun pasaena 1 [IM 7

CucremaTnueckas npopaboTKa KOHCIIEKTOB 3aHSTHH, YIeOHOH U CIIeaIbHON TEXHUUECKOW JINTEPaTypPH.

KoncnextupoBanue TekcTa, paboTa co CIIOBApsIMH U CIIPABOYHUKAMHM, O3HAKOMJICHHE C HOPMATUBHBIMH JOKYMEHTaMH, y4eOHO-

ucclieIoBaTenbckas paboTa Mpu caMOM IIMPOKOM HCToiIb30BaHnK HTepHeTa u Apyrux [T-TexHomorui.

[IpoexTHBIE (hOpMBI pabOTHI, TOJATOTOBKA COOOIIEHNH K BBICTYILICHHIO HA CEMUHAPaX U KOH(EPEHIHAX; MOJIr0TOBKa pedepaTos,

JOKJIa/I0B.

[ToaroroBka K MPakKTUYECKUM 3aHIATUSAM C UCIIOJIb30BAHUEM METOAMYECKHX PEKOMEHIAINNA npenoaasates, ohopMiIeHne

NPaKTUYECKUX PadOT, OTYETOB U MOATOTOBKA K UX 3aIIUTE.

KoncyasTanuu 2

IIpomexyTounas arrectanus mo MJIK.01.01 B hopme 7x3amena 6

Pasnen 2. Oprann3anmsi, NPUHOMAIBI NOCTPOCHHS M (PYHKIMOHHPOBAHNSA KOMIBIOTEPHBIX CceTei 209/112

MJIK.01.02 Opranu3anys, NPUHIUIBI OCTPOeHUS U (PYHKIIMOHUPOBAHUS KOMINIBIOTEPHBIX ceTeil 209/112

Paznen 1. MapupyTusamus u koMmmyTtanus. MacimtadbupoBaHue cereii 99/50

Tema 1.1. BBenenue B Conepxanue 5 MK 1.1, TIK 1.2,

K 1.3, TIK 1.4,,

MacmTadupoBaHme cerei Peanuzanusi mpoekta cetu. Ilpoekt mepapxuueckod cetu. Pacmmpenue ceru. Buibop cereBbIX
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ycrpoiictB. KoMmmyTanmonnoe o6opyaoBanue. MapupyTu3zaTopsl. Y IpaBisiiOlie yCTpoiicTBa K 1.5., IIK 1.6.,
Tema 1.2. IIpoToK0.IbI Coaepxanue 6 K 1.7,
OCTOBHOTIO iepeBa [lonsatus nportokona spanning-tree. [Ipennasnadenne nporokona spanning-tree. IIpuniun paboTs OK 0L, OK 02,,
STP. Tumsr npotokonoB STP. Hactpoiika nmpotokona STP. Hactpoiika PVST+. Hactpoiika Rapid OK %3}( gg 07,
PVST+. [Ipobaems! HacTpoiiku STP '
Tema 1.3. ArperupoBanue | Coaep:kaHue 8 K 1.1., IIK 1.2,,
KAHAJI0B KOMMYTaTopa OCHOBHEIE TOHSTHSl arpeTMpPOBAHMS KAaHANOB. ATpErHpoBaHME KaHAIOB. IIPUHIMI paboOTHI IIK'1.3, 1K 1.4,
EtherChannel. Hactpoiika arperupoBanus kanaiaoB. Hacrpoiika EtherChannel. IIpoBepka, mouck u IIK1.5, IIK 1.6.,
ycrpanenne Hernonaaok B pabote EtherChannel OK 1(;[11( 1(;(0 »
Tema 1.4. Copep:xanue 6 OK 03:: OK 04::
IIpoTokoJsbl OcHOBHBIE NPUHLHMIIBI MPOTOKONAa pe3epBupoBanus mnepsoro nepexona(thrp). [lnanupoBanne u OK 05., OK 06.,
pe3epBHPOBAHUS NIEPBOT0 | peanu3alys BBICOKOW JOCTYIMHOCTH MUII03a. HacTpoiika MpoToKosia pe3epBUPOBaHHS NEPBOTO OK 07., OK 09.
nepexona. Peanuzanus nepexoja Ha pa3IuvHbIX CETEeBBIX ycTporicTBax u OC
BbICOKOI 10CTYITHOCTH
111032
Temal.5. Conep:xanue 18 MK 1.1., 11K 1.2,,
IIpoToxoJibl Pacmupennsie mapamerpsl npotokona OSPF s omHolt obnactu. MapiipyTuzanus Ha YpOBHSAX IIK 1.3, TIK 1.4,
AHHAMHAYECKOMH pacnpenenenus u sapa. OSPF B ceTsX ¢ MHOKECTBEHHBIM JOCTYIOM. PacripocTpaneHue MapuipyTa IIK 1.5, IIK 1.6.,
MapIIPYTH3aLUH mo ymonm4anuto. Tounast Hactpoiika mHTepdeiicoB OSPF. 3amura OSPF. Ycrpanenne Hemomamok OK IJIK 107K 02
peammzanuu npotokosna OSPF ans omnoit obmactu. CocTaBnsionipe NpoUenypsl TMOUCKa M OK 03:’ OK 0 4
ycTpaHeHus Hemonanok B pabore OSPF mns omHo#t oGnactu. Ilonck m ycTpaHeHHe HENOJAIoK B OK 05_: OK 06.:
mapupytuzanun OSPFv2 nnst onHoit obnactu. Ilouck u ycrpanenue Henoiagok B OSPFv3 mis OK 07., OK 09.
OJTHOM o0JlacTH
[Mpuanun padotst OSPF mis Heckonpkux obnactei. Haznauenne OSPF st Heckonmbkux o0nacTeid.
[Tpunnun padotsl naketoB LSA B OSPF mnsa Heckonpkux obnactedd. Tabnuma MapmpyTH3auuu 1
tunsl MapupytoB OSPF. Hacrpoiika OSPF nnisi Heckonmbkux obnacteil. Hactpoiika OSPF mns
Heckonmpkux obmacteir. Ob6wemuuenue wmapuipyroB OSPF. Ilpoepka OSPF mist HecKoJIbKHX
obnacrei
B ToM uncie mnpakTHYeCKUX 3aHATHI 50/50
IIpakTuyeckoe 3ansitue 1. 212 MK 1.1, IIK 1.2,
Pa3BepThIBaHME KOMMYTHPYEMOM CETH C PE3EPBHBIMHU KAHAJIAMH. IK 1.3, TIK 1.4,,
IIpakTHyeckoe 3ansiTHe 2. 4/4 [IK1.5, K16,
Hactpoiixa PVST, PortFast u BPDU Guard oK IJIK 1O§< 0
HpaKTpfqeclcoe 3aHsaTHE 3. 2/2 OK 03_: OK 0 4
Hactpoiika npotokona GLBP OK 05., OK 06.,
IIpakTHyeckoe 3ansTHe 4. 4/4
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Onpenesnenne THIOBBIX OMMO0K KoHpurypauuu STP OK 07., OK 09.
IpakTnyeckoe 3ansiTue 5. 4/4
Hacrpoiika EtherChannel
IpakTuyeckoe 3ansiTue 6. 2/2
ITouck u ycrpanenne Henonaaok B padbore EtherChannel
IpakTnyeckoe 3ansiTue 7. 4/4
ArperupoBaHue KaHaJOB
IpakTuyeckoe 3ansiTue 8. 4/4
Hactpolika 6ecipoBoAHOTO MapIIpyTH3aTOpa U KIMEHTA
IIpakTUyeckoe 3ansTHE 9. 414
Hactpoiika 6a3oBoro nporokona OSPFv2 mnst ogHOM obmactu
MpakTnyeckoe 3anstue 10. 4/4
Hacrpoiika OSPFv2 B ceTrt MHOKXECTBEHHOT'O IOCTYTa
IIpakTnyeckoe 3ansiTue 11. 2/2
Hacrpoiika pacimmpennasix Gyakuit OSPFv2
IIpakTuyeckoe 3anaTHe 12. 2/2
[MTouck u ycrpanenue Henonaaok B pabore OSPF
IIpakTnyeckoe 3ansitue 13. 2/2
[lowck u ycTpaHeHrne HEMOMa0K B paboTe oCHOBHEIX PoTokooB OSPFv2 u OSPFv3 mist ogHO#M
obnactu
IIpakTuyeckoe 3ansatue 14. 2/2
ITouck u ycTpaHeHHe Heronaa0K B paboTe ycoBepiieHcTBOBaHHOTO poTtokona OSPFv2 ans ognoit
obnactu
IIpakTuueckoe 3anaTue 15. 2/2
Hactpoiika OSPFv2 nis Heckonbkux o0nacteit
IIpakTuyeckoe 3ausitue 16. 2/2
Hactpoiika OSPFv3 nis Heckonbkux obnacteit
IIpakTHyeckoe 3ansiTHe 17. 4/4
[MTouck u ycrpanenue Henonaaok B padbore OSPFv2 u OSPFv3 st HeckoabKuX obnacTei

CamocTosiTesibHAs padoTa 00yuyaromuxcsi Npu u3ydeHuu pasaesa 2 [IM 6

Cucremarnueckas npopa60T1<a KOHCIICKTOB 3aHHTPIfI, yLIC6H0ﬁ n CHeI.[PIaJ'ILHOfI TEXHUYCCKOM JINTCPATYPHI.

KOHCHCKTHpOBaHHe TCKCTA, pa60Ta CO CJIOBApsAMU U CIIpaBOYHHUKaAMU, O3HAKOMJICHUE C HOPMAaTUBHBIMU JOKYMEHTAMHU, yqe6Ho-
HCCICA0BATCIbCKasA pa60Ta npu caMOM HIMPOKOM HCHOJIb30BAHUHN I/IHTepHCTa " Apyrux IT-TexHOJIOrMHA.

HpOGKTHLIe (bOpMLI pa6OTBI, IOATOTOBKA COO6H.[6HHI>1 K BBICTYIIVICHUIO Ha CEMHUHApax u KOH(bepeHLII/IHX; IIOArOTOBKA pe(bepaTOB,

[ToaroToBKa K MPaKTHYECKUM 3aHITHIM C UCIIOJIH30BAHUEM METOAMUECKUX PEKOMEH AN ITPeroaaBaTesisi, 0popMIeHHe
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IMPAKTHYCCKUX pa60T, OTYETOB U IIOATOTOBKA K UX 3alllUTC.

Pa3nen 2. Coennnenne ceteii 110/ 62
Tema 2.1. IIpokcu- Copep:xanue 4 MK 1.1, IK 1.2.,
cepBepbl TonsTHE MPOKCH-cepBepa. BO3MOKHOCTH M MPEMMYIIECTBA HCIOIb30BaHMs. Y CTaHOBKa Squid. IIK'1.3, 1K 1.4,
OTnuuus TpaHCISILUY U IPOKCUPOBAHMSI MHTEPHET Tpaduka IIK 1.5, IIK 16,
ACL- cnucku nocryna. benbiii 1 4€pHbIii criucky. PenakTupoBaHue CTpaHUIBI-3arTyLIIKH OK 1(_)[1K 107K 02
KackagupoBanue npokcu. I[Ipo3paynblii mpokcu. OK 03_: OK 0 4
Tema 2.2 CeteBasi Cojaep:kanue 6 OK 05., OK 06.,
TPaHCJIAIUSA aIPecoB IlonsTre cereBoit TpaHcuAuM aapecoB. Tumel nat. CtaTuueckas, AMHaMudeckast. [leperpyxeHHbIi OK 07., OK 09.
nat(pat) kak crioco0 opraHu3aluu 1ocTyna k cetu MarepHer
[IpeumyIiecTBa U HEAOCTATKY NPUMEHEHHSI CETEBOM TPAHCILILIMH.
Tema 2.3 BupTyaabHbie Conepxanue 6 MK 1.1, IIK 1.2,
YaCTHBIE CeTH OcCHOBHBIE TOHATUS O BUPTYaJbHBIX YAacTHBIX ceTsX. HacTpoilka BHPTyaJIbHBIX YacTHBIX CETEil. IIK'1.3., TIK 1.4.,
Tunsl BUpTyalbHBIX 4acTHBIX ceteld. OcHOBHI gre. TyHHenmn gre Mexmy oObekTamu. HacTpoiika [IK1.5, K16,
TyHHENEeW gre. 3amuTa BUPTYaJIbHBIX YAaCTHBIX ceTeil. PemeHus vpn anga ynanéHHOro AocTyna. OK EIIK 1O7K 02
Hcnonp3oBaHue MPOTOKOJIOB W IMPOrpaMMHOTO oOecredeHus openvpn, wireguard, ipsec wim OK 03:: OK 0 4
aHaJIoros OK 05., OK 06.,
Tema 2.4. OcHOBBI Conepixanue 10 OK 07., OK 09.
MEKCETeBOro TexHOMOTNN MEXKCETEBBIX IKpPaHOB. OCHOBHI ceTeBoit 6e3omacHocTu. Cocrostanst TCP-coennaeHusI.
IKPAHMPOBAHUS Knaccudukanus mexxceTeBbIx 3kpaHoB. OrpaHHUEHHOCTh aHaJIM3a MEXKCETeBOro dkpana. [lonutuka
MeXceTeBOoro »skpaHa. Ilosmrtuku, ocHoBaHHble Ha IP-agpecax u mnporokonax. Ilonmutukwy,
OCHOBaHHBIC Ha HAEHTHU(UKAMK Toib30BaTeNs. [lonuTuky, OCHOBaHHBIE Ha CETEBOM aKTHBHOCTH.
MesxcereBble 3kpaHbl ¢ BO3MOKHOCTIMUA NAT. Tomonorust ceTu mpy MCTOIb30BaHUU MEXCETEBbBIX
3KpaHOB. [IpHHIMIBI TOCTPOCHUS OKPYKEHUS MEXKCETEBOTI0 dKpaHa. APXUTEKTYpa C HECKOIbKUMHU
YPOBHSIMH MEXCETEBBIX dKpaHOB. DMZ-cetn. MHTpaner. JkcTpaHeT. PacronoskeHue cepBepoB B
DMZ-cetsx. [InannpoBanue 1 BHeIpEHUE MEXKCETEBOTO IKpaHa
Tema 2.5. OcHOBEI Conep:xanue 8 MK 1.1., 11K 1.2,,
MOHHTOPHUHIA CETEBLIX Hacrpolika cucTeMbl MOHUTOPUHIA CETEBBIX YCTPOUCTB. IIpOTOKOIBI MOHUTOPUHTA. IIK'1.3., TIK 1.4,
YCTPOICTB, NOCTPOEHHE JlorupoBanue coObITHA. OCHOBBI CITY>KOBI TOAJIEPKAHUS TOUHOTO BPEMEHH C ITIOMOILBIO IIPOTOKOJIA K 1.5, K 1.6.,
KapT ceTeil u CETEBOr0 BpeMeHHU(ntp) OK 1(;[]K 107K 02
JOKYMEHTHPOBAaHUE CETH TectupoBaHue MPOMYCKHOW CIIOCOOHOCTH JIOKAJTLHOM CETH € TIOMOIIBIO YTHIIUTHI iperf3 OK 03:: OK 0 4
[locTpoenue kapT ceTeil ¢ MOMOIIBIO0 TPUKIATHOTO IPOTPAMMHOI0 00ecIIeUeHHsI OK 05.. OK 06.,
Opranuszanus JOKyMEHTUPOBAaHUS PA3JIMYHBIX aCIIEKTOB CETU. Pa3innuHble MOAXO0AbI K OpraHU3aUuu OK 07., OK 09.
JIOKYMEHTHPOBAHU
B ToM ymcie npakTHYeCKNX 3aHATHIH 32/32
IIpakTnyeckoe 3ansTue 1. 2/2 MK 1.1., TIK 1.2,
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Hactpotiika 6a3oBoro PPP ¢ ayrentudukanueit

MK 1.3, 11K 1.4,

IpakTuyeckoe 3ansiTue 2. 212 [IK 1.5, TIK 1.6.,

Otnagka 6a3oBoro PPP c ayrentudukanueit K 1.7,

IpakTuyeckoe 3ansiTue 3. 2/2 OK01., OK 02,,

ITpoBepka 6azoBoro PPP ¢ ayrentudukanueit OK 03, OK 04,

OK 05., OK 06.,

IpakTnyeckoe 3ansTue 4. 4/4 OK 07., OK 09.

Hacrpoiika mapmpytrusaropa B kadectBe kiuerTa PPPoE mis moakmouennst DSL

IpakTuyeckoe 3ansiTue 5. 4/4

Hactpoiika TynHens VPN GRE no cxeme «To4ka-To4kay

IIpakTUyeckoe 3aHsTHE 6. 2/2

Pa3paboTka TEXHHYECKOTO OOCITY)KHBAHUS CETH

IIpakTuyeckoe 3ansTHe 7. 414

Hacrpoiika Syslog u NTP

IIpakTnyeckoe 3ansiTue 8. 2/2

[IpMeHeHne nporpaMMHOTo 00eCTIeUeHHUs Ui MOHUTOPUHTA CETH

IIpakTUyeckoe 3ansiTHe 9. 2/2

Hacrpoiika SNMP

IIpakTnyeckoe 3ansitue 10. 2/2

Coop n ananu3 nanHbeix NetFlow

IIpakTuyeckoe 3anaTue 11. 2/2

[IpuMeHeHHne HHCTPYMEHTApHsl CETEBOTO aJIMUHHUCTPATOPa JJIsl HAOJIIOICHUSI

IIpakTnyeckoe 3ansiTue 12. 2/2

BrisiBnenne c6os B pabote cetn

IpakTHyeckoe 3ansiTue 13. 2/2

Pa3paboTka ToOKyMeHTaIH
KypcoBoii mpoekT 30/30 IK 1.1, TIK 1.2,,
TemMaTHKa KYpCOBBIX IIPOEKTOB IK 1.3, TIK 1.4.,
MapuipyTtuzaius 1 KOMMYyTalus B KOPIIOPATUBHBIX CETSIX. IIK 15, H7K 16,
Hactpotika u ycrpanenne Henosiaaok B padore OSPF miist oHO# o6macTy. OK 1(;[1K ’ l(jk,oz.,
HccaenoBanue u ananus 6ecnp013021HHx JIOKAJILHEBIX CETEH. OK 03., OK 04.,
Hacrpolika arperuposanus kananos. HacTpolika, mpoBepka, HOMCK M yCTpaHEHHE Henonaaok B padore EtherChannel. OK 05, OK 06.,
3ammra MeX(QUIHaIbHON CBSA3H. 0K 07., 0K 09.
CamocTosiTesibHAs padoTa 00yuyarouxcsi Npu u3ydeHuu pasaeia 2 [IM 6

Cucremarnueckas mpopaboTKa KOHCTIEKTOB 3aHATHH, y4eOHOH U CIIEIUATbHOM TEXHUYECKOW JINTEPATYPHI.
KoncnektupoBanue Tekcta, paboTa co cJI0BapsIMU M CIPABOYHUKAMH, O3HAKOMJICHHE C HOPMATHBHBIMH JOKYMEHTaMH, y4eOHO-
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UCCIIeIOBaTENbCKas paboTa MpY caMOM ITUPOKOM HUCTOIb30BaHuu HTepHeTa u Apyrux IT-TexHomoru.
[IpoextHbIe hopMBI pabOTHI, MIOATOTOBKA COOOIIIEHUH K BRICTYIUICHHIO HA CEMHUHAPax M KOH(EPEHINAX; MOATOTOBKA pedeparos,

JIOKJIAIOB.

HOI[FOTOBK& K OPaKTUYCCKUM 3aHATHUAM C UCIIOJIB30BAHUEM METOAUYCCKUX peKOMeHI{aHI/Iﬁ npenogaBaTeiid, O(bOpMJ'IeHI/Ie
IMPAKTHYCCKUX pa60T, OTYETOB U IIOATOTOBKA K UX 3alllUTC.

KoncyabTanuu 2
IIpomexyrounas arrecrauusa mo MJ/IK.01.02 B popme 7x3amMeHa 6
Pa3nen 3. Be3omacHOCTh KOMIILIOTEPHBIX CeTEH 102/ 32
M/JK.01.03 be3onacHOCTh KOMIIBIOTEPHBIX CeTel 102 /32
Tema 3.1. BezonacHocTh Conep:xaHue 4 K 1.1, K 1.2.,
KOMIBLIOTEPHBIX ceTel CoBpeMeHHbIE YTPO3bI CETEBOH 6E30MaCHOCTH. BUPYCHI, UepBU U TPOSHCKHE KOHH. METO/BI U THITHI IIK 1.3, TIK 1.4.,
aTak K 1.5, 11K 1.7,
Tema 3.2. BezonacHocTh Conep:xanue 8 8§ gi 8112 82
CeTeBbIX yCTpOIiCTB besonacuslii nocTyn K ycrpoilctBaM. Ha3HaueHHMe aJMUHUCTPAaTUBHBIX poJieli. MOHUTOPUHI U OK 06.: OK 07.:
yOpaBieHne ycTpoiicTBamu. lcromp3oBaHWe (YHKIHS aBTOMAaTH3WPOBAaHHOW  HACTPONKH OK 09.
0e30macHOCTH
Tema 3.3. Peasiuzauus Conep:xanue 8 K 1.1, K 1.2.,
TexHoJiorui MexkcereBoro | CpoiictBa AAA. JlokansHass AAA ayrentudukanus. Server-based AAA ACL. Texaonorus IIK 1.3, TIK 1.4,
JKPAHMPOBAHUS Opanamayspa. Korrekctasiir koHTpois goctyna (CBAC). [lonmntuku 6panaMayspa OCHOBaHHEIE Ha IIK 11_3< ' 1H7K L6,
sonax OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.
Tema 3.4. Peanu3anus Conep:xanue 8 OK 1.1, K 1.2,
TEXHOJIOT M i IPS texnonoruu. IPS curnarypsl. Peanuzanus IPS. IIposepka n monuropusr IPS. O630p npomykra IIK'1.3, [IK 1.4,
npeaoTBpPalIeHNs C OTKPBITBIM UCXOJTHBIM KOZIOM Security Onion WJIM aHAJIOTOB K 1.5, K 1.6.,
BTOpKeHu OK 01, OK 02
Tema 3.5. BezonacHocTb Coaepxanue 8 OK 03:’ OK 0 4
JIOKAJILHOII ceTH ObecnieueHre 0E30MACHOCTH IMOJIB30BATENLCKUX KOMIBIOTEPOB. CooOpakeHHs 10 Oe30MacHOCTH OK 05_: OK 06.:
Broporo ypoBHs (Layer-2). Kondurypamusi Oe3omacHOCTH BTOpPOro YpoBHs. be3zomacHOCTb OK 07., OK 09.
OecripoBoaHbIx ceteit, VolP. besonacHocts mpoTtokona dhcp u ataku Ha ciayx0y TOMEHHBIX UMEH.
Pemenne fail2ban. Hacrpoka fail2ban s 3ammrel ceTw W3BHE, W3HYTph. PemreHwe Openssh.
Fail2ban, cratudeckas U AuHaMU4ecKasi TPAHCIISIMS apecoB
Tema 3.6. Copep:xanue 12 K 1.1, K 1.2,
Kpunrorpapuueckue Kpunrorpaduueckue cepBucel. bazoBasi 1en0CTHOCTh M ayTeHTHYHOCTh. KOH(HIACHIMATBHOCTS. gg }2 gi }g
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CHCTEMBI Kpunrorpagusi OTKpBITHIX KIHOYEH. YPOBEHb 3alIMIICHHBIX COKeTOB(ssl). Ponp mmdpoBanus B K 1.7.,
OTKPBITBIX M 3aKPHITHIX ceTssx. Opranm3aius mmdpoBaHus Ha OCHOBE KIroueil. ['0TIOBHbIE IIEHTPHI OK 01., 0K 02,,
cepTu(UKAINK W MOAYMHEHHBIE [EHTPHI cepTHuKanuyu. YpoBHHU noBepus. [loms ceprudukara u 8§ 82 8§ gg
LETIOYKH CePTU(HUKATOB. OK 07 OK 09,

Tema 3.7. YnpaBienue Conep:xanue 16 IIK 1.1, IIK 1.2,,

0e3onacHoii ceTbI0 [IpuHIMIBl 6€30MacCHOCTH CETEBOrO NM3aiiHa. be3omacHas apXUTEKTypa. 3aluTa BHPTYaJIbHBIX IIK'1.3, 1K 1.4,
yacTHBIX ceTell. [IpoTokoi ipsec, u ero ¢assl. [Iporokonsl 1 mporpamMmmuoe obecnieyenne wireguard IIK 1.5, K16,
U openvpn. Bumabsl BHpTyanbHBIX 4YacTHBIX ceTeidl. HeoOXOoAMMOCTh MOCTPOCHHS BHPTYaJIbHBIX OK 1(')[1K 107K 02
YaCTHBIX CeTeW. YIIpaBJIeHHE IpoleccaMu W 0e30macHOCTh. TecTHpoBaHWE CETH Ha YSI3BUMOCTH. OK 03:: OK 0 4
HenpepriBHOCTh OM3HEca, TUIAHUPOBAHWE BOCCTAHOBJICHUS aBApUMHBIX cUTyalui. YKW3HEHHBIH OK 05., OK 06.,
UK CeTH W IUIaHMpoBaHHe. Pa3paboTka periaMeHTOB KOMITAHMM M IOJHMTHK 0€30IMacHOCTH. OK 07., OK 09.
LleHTpanu30BaHHOE YIpABICHHE HICHTU(PHUKAIIMOHHBIME W ayTEHTU(HUKAINOHHBIMU JTAHHBIMH.

LleHTpann30BaHHbBIE pEIICHUS 10 ayTeHTU(HKAIWMH, aBTopm3anuu U yuéry. [Iporokom Radius,

Kerberos

B ToM ymcie IpakTHYeCKNX 3aHATHIH 32/32

IpakTuyeckoe 3ansiTue 1. 2/2 IIK 1.1, 1IK 1.2,,
VccneJoBaHue CETEBBIX aTaK M MHCTPYMEHTOB IIPOBEPKH 3aLIUTHI CETH 1K 1.3, TIK 1.4.,
IpakTnyeckoe 3ansiTHe 2. 2/2 IIK 15, K16,
HacTtpoiika 0e301acHOro 10CcTyna K MapiipyTu3aTopy OK 1(')[1K 1010 )
IIpakTnyeckoe 3ansiTue 3. 2/2 OK 03:: OK 0 4
Obecneuenne axMuHACTpaTHBHOrO Aoctyna AAA u cepepa Radius OK 05., OK 06.,
IMpakTnyeckoe 3ansTue 4. 2/2 OK 07., OK 09.
HacTtpoiika nonutruku 6€301acHOCTH OpaHIMaydpOB

IIpakTnyeckoe 3ansiTue 5. 2/2

Hacrpoiika cucremsl npeaoTBpaiieHus Bropxenii (IPS)

IIpakTHyeckoe 3aHsTHE 6. 2/2

HacTtpoiika 0e301acHOCTH HAa BTOPOM YPOBHE HA KOMMYTATOPax

IIpakTnyeckoe 3ansiTue 7. 414

HccnepoBanue MeTo10B MIM(POBAHUS

IIpakTHyeckoe 3aHsTHE 8. 2/2

Hacrpoiika Site-t0-SiteVPN ucnonb3yst uaTepdeiic KOMaHIHOW CTPOKH

IpakTnyeckoe 3ansiTue 9. 212

BbazoBas HacTpoiika muiro3a 6ezonacHoct ASA 1 HacTpoiika OpaHIMay3>pOB UCIIOINB3Ys HHTEpdeiic

KOMAaHJIHOM CTPOKHU

IpakTuyeckoe 3ansaTue 10. 2/2
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BbasoBas HacTpoiika nuiro3a 6ezonacHoctd ASA u HacTpoiika 6panamayspoB ucnonbsiyst ASDM

IIpakTuyeckoe 3anaTHe 11.
Hacrpoiika Site-to-SiteVPN ¢ o1HO# CTOpOHBI Ha MapIIPyTH3aTOPE MCHONb3YsI HHTEpdeiic

KOMaHJJHOH CTPOKH U C JPYrol CTOPOHBI MCTIONB3Ysl ITI03 Oe3omacHocTH ASA mocpeacTBOM
ASDM

2/2

IIpakTu4yeckoe 3ansTue 12.
Hacrpoiika Clientless Remote Access SSL VPNSs ucnosnb3zyst ASDM

2/2

IIpakTuyeckoe 3anaTue 13.
Hactpoiika AnyConnect Remote Access SSL VPN wucrnonszyss ASDM

2/2

IIpakTuyeckoe 3ansiTue 14.
DuHaTBEHAS KOMITIEKCHAs 1Ta00paTOpHO-TIPaKTHYECKas padoTa 1o 6e30MacHOCTH

414

CamocTosiTesibHas padoTa 00yuyalomuxcsi Npu u3ydeHuu paszaenaa 3 [IM

CucremaTnueckas mpopaboTKa KOHCIIEKTOB 3aHSATHH, YIeOHOH U ClIeUaIbHON TEXHUUECKON JIUTEPaTypPH.

KoncnextupoBanue TekcTa, paboTa co CIIOBApsIMH U CIIPABOYHUKAMHU, O3HAKOMJICHHE C HOPMAaTUBHBIMH JOKYMEHTaMH, Y4eOHO-
MCCIIeIoBaTeNbCcKas paboTa Mpu caMOM IMIUPOKOM HcToiap30Bannu HTepHeTa n Apyrux [T-TexHomoruii.

[IpoektHbIe HOpMBI pabOTHI, MOATOTOBKA COOOIIECHUH K BRICTYIUICHHIO HA CEMHUHAPax ¥ KOH(EPESHIUAXK; MOATOTOBKA pedepaTos,
JOKJIa/I0B.

[TonroToBka K NPakKTHYECKUM 3aHITHSAM C UCIIOJIb30BaHHEM METOJMUECKUX PEKOMEHAALUN mpenogasaress, opopMiIeHHE
NPaKTUYECKUX PadOT, OTYETOB U MOATOTOBKA K UX 3aIlUTE.

KoncyabTanuu

2

IIpomexxyTounas arrectanus no MJIK.01.03 B hopme nudpdepeHIITPOBaHHOrO 3a4eTa

VI11.01.01 YyeOnas npaktuka «IIpoekTupoBaHne, MOHTAX H HATaJKAa KOMIIBIOTEPHBIX ceTei»

Buasbi pador

- y4acTue B IPOSKTHUPOBAHUH CETEBON HHPPACTPYKTYPHI;

- yyacTue B OpraHU3aIlH CETEBOT0 aJIMUHUCTPUPOBAHHUS;

- DKCIUTyaTalus 0ObEKTOB CETEBOI NHPPACTPYKTYPHI;

- y4acTHe B yIIPaBIEHUU CETEBBIMU CEPBUCAMU,

- yyacTue B MOJIEPHHU3ALMH CETEBOU HHPPACTPYKTYPHI;

- BBIOOp JTaHHBIX /7151 aHAJIM3a UCIIOIb30BaHUs U ()YHKIHMOHMPOBAHUS IPOIPAMMHO-TEXHUUECKUX CPEICTB KOMIBIOTEPHBIX CETEH;
- obecrnieueHne ceTeBoi 0€30MacHOCTH

108 /108

MK 1.1, IIK 1.2.,
MK 1.3, 11K 1.4.,
MK 1.5, IIK 1.6.,
K 1.7.,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Ipomexxyrounas arrectamus o YI1.01.01 B dpopme nuddepeHInpoBaHHOTO 3a4eTa

I111.01.01 TIpon3BoacTBeHHAsI MPAKTHKA

Bunsbi padot:

- yyacTue B pa3paboTKe METOJIOB, CPEJICTB U TEXHOJIOTHI PUMEHEHUS] 00BEKTOB PO(ecCHOHALHOMN NI TeTbHOCTH;

- IpoBeIeHNe NPOQHUIAKTHIECKHX paboT Ha 00BEKTaX CETEBO MHPPACTPYKTYPHI M pabOUMX CTAHIIHSAX;

- yyacTHe B MHBEHTAPHU3aLMN TEXHUUYECKUX CPEICTB ceTeBON MHAPACTPYKTYPBI, OCYLIECTBICHUE KOHTPOJIS, TOCTYMHUBILETO U3

108 / 108

MnK1.1., 11K 1.2,,

MK 1.3, 11K 1.4.,

K 1.5., IIK 1.6.,
K 1.7,

OK 01., 0K 02,
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peMOHTa 000PYJI0BAHUS; OK 05., OK 06.,
- obecreyeHne ceTeBoi 6e30MaCHOCTH (3aIIUTa OT HECAHKIIMOHMPOBAHHOTO 0CTya K MH(GOPMAIUK, IPOCMOTP HJIM U3MEHEHHUE OK 07., OK 09.
CHCTEMHBIX (DalJIOB M TAaHHKIX ), 0€30IMaCHOCTh MEXCETEBOTO B3aHMOICHCTBYS;

- OCYILIECTBIIEHUE AHTUBUPYCHOM 3aIIUTHI JIOKAILHON CETH, CEPBEPOB U PaOOUYMX CTAHIIMIA;
- IOKyMEHTHUPOBAHHUE BCEX NIPOM3BEICHHBIX JeHCTBHUI

[pomexkyTounas arrectanus no I111.01.01 B popme nuddepenunpoBanHoro 3auera -

OK3aMeH 0 MOIYJII0 6

Bceero | 7221422
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3. YCJIOBUA PEAJIMBALIUU TIPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. MaTepuaabHO-TEXHUYECKOE ofecreyeHue

Jlia peanuzanyy mporpamMmbl MPOoPEecCUOHANIBHOIO MOAYISI IPEIyCMOTPEHBI CIEIYyIOIINe
CIEIHAIIbHBIC TIOMEIICHUS:

- KaOMHET METPOJIOTMM U CTaHJApTHU3AlMM, OCHAIICHHBIH B COOTBETCTBUH ¢ m. 6.1.2.1
oOpa3oBatenbHOM  mporpammbel  mo  crnenuanpHocTH  09.02.06 CereBoe ©  CHCTEMHOE
aJIMUHHCTPUPOBAHUE;

- naboparopun WHGOPMAIMOHHBIX TEXHOJIOTHA, OPTaHU3AIMHA U TPUHIUIIOB MOCTPOCHUS
KOMIIBIOTEPHBIX CUCTEM, MPOrpaMMHO-aINapaTHON 3alIUThl 0OBEKTOB CeTeBOI MH(MPACTPYKTYPHI,
OCHAIIIEHHBIE B COOTBETCTBUU C 1. 6.1.2.3 oOpa3zoBaTenbHONH MNpPOTpaMMbl IO CHEHHUATBHOCTH
09.02.06 CereBoe ¥ CUCTEMHOE aIMUHUCTPHUPOBAHMUE;

- MacTepcKass MOHTaXa M HACTPOWKH OOBEKTOB CETEBOW HHQPPACTPYKTYPHI, IOJHUTOH
TEXHUUYECKOTO KOHTPOJISl U AUATHOCTUKH CETeBOU MHPPACTPYKTYPHI, OCHAIICHHBIE B COOTBETCTBHUHU
¢ m 6.1.2.4 oGpa3zoBarensHOi Tporpammel o cnenuanbHOcTH 09.02.06 CeTeBoe M cHUCTEMHOE
aIMHUHHCTPUPOBAHUE;

- IOMEIICHUE I CAMOCTOSATEIHHON PabOThl — YMTATBHBIN 3371 OMOIMOTEKH, OCHAIICHHBIN B
COOTBETCTBUH C II. 6.1.2.2 oOpaszoBarenbHOi nporpammsl 1o crenuanbHocTd 09.02.06 CereBoe u
CUCTEMHOE a/IMHHUCTPHPOBAHUE;

- 0a3bl MPAKTUKH, OCHAIICHHbIE B COOTBETCTBUM € 11 6.1.2.5 oOpa3oBaTenbHOI MporpamMmbl
no crienuanbHocTy 09.02.06 CeteBoe U CUCTEMHOE aIMUHUCTPUPOBAHHUE.

3.2. UudopmannoHHOoe odecrieueHHe peaTu3aiui NporpaMmMsbl

Jlns  peanu3anuy TporpaMMbl  OMOMMOTEYHBIH (OHA 00pa3oBaTENbHOW OpraHU3aIuu
YKOMIUICKTOBAH MEYaTHBIMU W (WJIM) 3JCKTPOHHBIMU 00pa30BaTENIbHBIMH U WH()OPMAIMOHHBIMH
pecypcamu, peKOMEHI0BAaHHBIMHU TSI HCIIOJIb30BaHUS B 00pa30BaTEIbHOM MpoIiecce
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUSA

IMPOPECCHUOHAJIBHOI'O MOAYJIA

Koa u HauMeHoBaHune
npogeccHOHANbHBIX U 00IUX
KOMIIeTeHIHIA,
¢opmupyemMbIX B pamMKax
MOIYJIst

Kpurepuu ouenku

MeTtoabl OlIEHKH

IIK 1.1. lokyMeHTHUpOBaTh
COCTOSTHHSA
MH()OKOMMYHHKAITHOHHBIX
CHCTEM U UX COCTaBJISAIOLINX B
npoliecce HaJda Ku U
SKCIUTyaTalul

OObyuarommiicsi 000CHOBaHO UCIOJIB3YeT HOPMaTHBHO-
TEXHUYECKYIO JOKYMEHTAIHIO B 00JIaCTH
MH()OKOMMYHHKAIMOHHBIX TEXHOJIOT U, TPaMOTHO BEJIET
TEXHHYECKYIO JOKYMEHTAIHMIO 110 00BEKTaM
MH()OKOMMYHHKAIMOHHBIX CHCTEM B MPOLIECCE HATAIKH
1 9KCIUTyaTalUH.

JleMOHCTpHUpYET yMEHHE KOHTPOJINPOBATh HAINYNE U
JIBIDKCHUE aNNapaTHbIX, IPOrpaMMHO-aNapaTHBIX 1
MPOrPaMMHBIX CPEICTB; paboTaeT ¢ HHPOPMAIIMOHHOH
CHCTEMOI 110 YIIPaBIICHUIO 3aI1aCaMi U PEMOHTOM;
o(hopMIISeT 3asIBKM Ha MaTepHAIIbl H KOMILICKTYIOLIHE
UH()OKOMMYHHKALIMOHHBIX CHCTEM.

JleMOHCTpHUPYET HaBBIKH COCTABIICHHS PETIaMEHTHBIX
OTYCTOB O 3aMCUYCHHBIX OTKJIOHCHHAX OT IITATHOT'O
pexuMa GpyHKIMOHUPOBAaHHS HHOOKOMMYHHKAIIHOHHBIX
CHUCTEM; BBITNIOJHACT JOKYMCHTUPOBAHUC 6330B0ﬁ
KOH(UTYypanuu 1 IporpaMMHOT0 o0ecrieueHHs
YCTPOHCTB HH)OKOMMYHHUKAITUOHHBIX CUCTEM

[IK 1.2. TlonaepxuBaTh
paboTOCIOCOOHOCTH
annapaTHO-MPOrPaMMHBIX
CPE/ICTB YCTPOUCTB
MH()OKOMMYHHKAITUOHHBIX
CHCTEM

[Ipu ycraHOBKE M 3KCIUTyaTaluy nepudepritHoro
000py10BaHMs 00YYaIOMINICS T'PAMOTHO IPUMEHSIET
COOTBETCTBYIOIINE HHCTPYKIINH; BHINOIHSICT 3aMEHY
PacXOAHBIX MaTEPUAIOB U KOMITIEKTYOIINX
nepruepuiHOTO 000PYAOBAHUS, 000OCHOBAHO
UCTIONB3YEeT KOHTPOJILHO-U3MEPUTEIbHOE 000py 10BaHHE
JUISL TIPOBEPKH IEKTPUYECKUX COCMHEHNH YCTPOMCTB
MH()OKOMMYHHUKAIMOHHBIX CHCTEM.

JleMOHCTpHUPYET YMEHHE BBISIBIISIT U YCTPAHSTh
MeXaHHUYECKHe TIOBPEXICHUS U 1e(EeKThl yCTPOUCTB
UH(OOKOMMYHHKAI[HOHHBIX CUCTEM.

JIeMOHCTpHUPYET HaBBIKH YCTAHOBKH
UH()OKOMMYHHKAI[HOHHBIX CUCTEM Ha pabo4MX MecTax
COIJIACHO TPYAOBOMY 3a[JaHUIO; BBIIOIHACT
JMarHOCTHKY aIlllapaTHBIX OIIMOOK YCTPOHCTB
NH()OKOMMYHHKAIMOHHBIX CHCTEM; OCYIIECTBIISET
JIEMOHTaX M 3aMEHY Y3JIOB M BJIEMEHTOB OTJICIIbHBIX
YCTPOWCTB HHPOKOMMYHHKAIIMOHHBIX CHCTEM

IIK 1.3. YcTpansars
HEHCIPaBHOCTH B padoTe
MH(POKOMMYHHUKAIIHOHHBIX
CHUCTEM

OOyuaronmiicss HICHTHOUIUPYET UHIUICHTBI,
BO3HUKAIOIIKE TIPH YCTAHOBKE MPOTPAMMHOTO
obecrnieueHns 1 000CHOBAHO MPUHUMAET pPeIIeHne 00
U3MCHCHHHU NTPOUEAYPHI YCTAHOBKU, TPaMOTHO
OIICHUBACT CTCIICHb KPUTHUYHOCTH HHINUJACHTOB IIPpU
paboTe IpUKIAIHOTO MPOrPaMMHOTO O0eCTIeUueHUSI.
JleMoHCTpUpyeT yMeHUE yCTPaHITh BO3HUKAIOLIHE
WHIMACHTBI, IPOU3BOJAUTH MOHUTOPUHT
aJIMAHUCTPUPYEMOI HHPOPMALTMOHHO-
KOMMYHHUKAITHOHHON CHCTEMBI H CBOCBPEMECHHO
JIOKYMECHTHUPOBATh YYCTHYIO HH)OPMAIHIO 00
HCTIOJIb30BaHUH CETEBBIX PECYPCOB.

OOyuaronuiicsi IEMOHCTPUPYET HABBIKH BBISIBIICHUS,
OTIPEICIICHUS] M YCTPaHCHHS MTOCIICICTBHIA COOCB U
OTKAa30B CETEBBIX YCTPOUCTB U ONEPALUOHHBIX CUCTEM;
OIPEACIISAET MPUIMHBI BOSHUKHOBEHHUS] KPUTUUECKUX
MHIUACHTOB ITpK paboTe MPUKIATHOTO MPOrPAMMHOTO
obecriedeHus

- BKCHEPTHOE
HaOJIONEHHUE 3a
JeSTeIIbHOCTHIO
oOyyJaroImuxcs Ha
NPaKTHYECKUX 3aHATHUIX,
B X0/ KypCOBOTO
NPOEKTUPOBAHHUS,
BBITIOJTHEHHS paboT Ha
yaeOHOlt 1
MPOU3BOACTBEHHON
MIPaKTHKE;

- TECTHPOBaHHE;

- OLICHKA Pe3yJIbTaToB
BBITIOJTHEHHS
NpaKTHYECKUX padoT;
- 3aIIuTa
WH/IMBHYaJIbHBIX U
KOJUICKTHBHBIX pabOT
(pedeparos,
Npe3eHTALHH, PacyeTHO-
rpadudeckux pador);

- 3aIUTa KypcoOBOrO
MPOEKTA;

- muddepeHm-Heie
3a4eThl 10
MEKINCIUTUTTHAPHBIM
Kypcam, yueOHOH 1
MIPOU3BOJICTBEHHOM
NpaKTHKaM;

- 9K3aMEHBI 110
MEKINCIUTUTTHAPHBIM
Kypcawm;

- 9K3aMEH 110
npohecCHOHATBHOMY
MOJIYJIIO
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IIK 1.4. IIpoBoauTh mpuemo-
CIaTOYHBIC UCTIBITAHHS
KOMIIBIOTEPHBIX CETEU U
CETEBOTO 000PYAOBaHHS
Pa3IMIHOTO YPOBHS U OLIEHKY
Ka4ecTBa CETEBOI TOIIOJIOTHH B
paMKax cBoei
OTBETCTBEHHOCTHU

OOyyaromuiicst ciocoO0eH HASHTH(HULMPOBATh
HHLUJICHTHI, BO3HUKAIOLINE IIPU [IPOBEACHUH
NpeIBaPUTEIBHBIX HCIBITAaHUIT; TPAMOTHO HCIOJIB3YeT
HpOLENYPHl BOCCTAHOBJICHUS JTAHHBIX, OTIPEAEIISCT
TOYKH BOCCTAaHOBJICHUS JaHHBIX, OLICHUBAET PHCKH
NIEPEPHIBOB B IIPEAOCTABICHHN CEPBHCOB IIPH
NPOBEICHUH UCIIBITAaHUI.

OOy4aromuiicst OCyIIECTBIISIET NOATOTOBKY K
MIPOBEJCHUIO MTPEABAPUTENBHBIX HCIIBITAHUH; COCTABIISIET
rpaduk npenBapUTEIbHBIX UCTIBITAHUHN; BBITIOJIHSIET
OIIOBEIICHHUS TI0JIb30BATEINICH O BO3MOXKHBIX IIEPEPHIBax B
MIPEAOCTABICHUN CEPBUCOB; BHIIOJIHSET
NIpeABapUTEIIbHBIE UCIIBITAHUS

IIK 1.5. OcymecTBasTh
pe3epBHOE KOITMPOBAHUE U
BOCCTaHOBJICHHE
KOH(HTYpaLuH CETEBOTO
00opynoBaHuUs
HHPOPMAMOHHO-
KOMMYHHKAIMOHHBIX CHCTEM

OOyyarouuiicst JEeMOHCTPUPYET YMEHHE HCIIOIb30BaATh
MIPOLETYyPBI U ONPEAETIATh TOYKU BOCCTAHOBJICHUS
JAHHBIX; pab0TaeT C cepBepaMy apXUBUPOBAHUS U
CpeICTBaMU YIPABJICHUS ONEPAUOHHBIMU CUCTEMAaMU;
TPaMOTHO UCIIOJIB3YET HOPMATUBHO-TEXHUYECKYIO
JOKYMEHTALHIO.

OOy4aronuiicst BBIITOTHSET BOCCTAHOBIICHHUE
NapaMeTPOB 10 YMOIYaHHIO COTJIACHO TOKYMEHTALUU
OICpalfMOHHBIX CUCTEM, ITPU IMOMOIIU CEPBEPOB
ApXUBUPOBAHUA, a TAKKC IIPHU IOMOIIHN CPEACTB
YIpaBJICHUs CIEIHATU3UPOBAHHBIX ONICPALIMOHHBIX
CHCTEM CETeBOr0 000PYAOBaHHU.

OOy4aromuiicst JEMOHCTPUPYET HaBBIKH IUNIAHUPOBAHUS
pacnucaHys apXUBUPOBAHUSA U apXUBUPOBAHHE
MapaMeTPOB MOJI30BATENBCKUX YCTPOUCTB; BBIOIHIET
COIIPOBOKACHUE CEPBEPOB aPXUBUPOBAHUS
MIPOTPaMMHOTO 00ECIIEYCHUSI I MOHUTOPUHT
MIPOBEAECHHOIO MIAHOBOTO apXUBUPOBAHHUS
10JIb30BaTENbCKUX YCTPOUCTB

[IK 1.6. OcymiecTBisaTh
MHBEHTAPH3AIHIO0 TEXHUYECKUX
CpE/ICTB CETEBOM
HHPPACTPYKTYPHI, KOHTPOJIb
obopymoBaHus mocie
MIPOBEIEHHOT'O PEMOHTA

OO0yyJaromuiics TpaMOTHO BEJET TEXHHUUECKYIO
JOKYMEHTAIHIO 110 00beKTaM HH(POPMAIIMOHHO-
KOMMYHHKAIIMOHHOW CUCTEMBI; OCYIIECTBIIIECT KOHTPOJIb
HAJIMYKS ¥ JBUOKCHUSI allllapaTHBIX, POrPaMMHO-
ammapaTHbIX U IPOTPAMMHBIX CPEJICTB.

BEITOIHSAET MPOBEPKY OTYECTORB 1O PE3yJIbTaTaM
WHBEHTAPHU3ALUH U CIIHCAHHS alapaTHbIX,
MPOTrPaMMHO-AIMIAPATHBIX U MPOrPAMMHBIX CPEJICTB;
(bUKCcHpYyeT B XKYpHaJle HHBEHTapHbIE HOMepa U
MECTOPACIOI0KEHH S TEXHUUECKHX CPEIICTB
AJIMUHUCTPUPYEMOM CETH, OCYIIECTBIISET UX
MapKHUPOBKY

TIK 1.7. OcymecTBasTh
periaMeHTHOe 00CTy)KHUBaHUE
Y 3aMeHY PacXO/IHbIX
MaTepHajoB MepUPEpUItHOTO,
CETEBOI0 M CEPBEPHOTO
obopymoBaHus
UH(POKOMMYHHUKAIIHOHHBIX
cucTeM

OO0yyarommiics TpaMOTHO PaboTaeT ¢ JOTOBOPHOH H
OTYETHOW JOKyMEHTAIMe Ha 00CITy)KUBAaeMYIO
HHPOPMAMOHHO-KOMMYHHUKAIIIOHHYIO CHCTEMY, C
WHGOPMAMOHHON CUCTEMON yIIpaBIICHHS 3a11acaMy U
pEeMOHTOM, 0(OpMIISET 3asiBKM HA MaTEPHAIIBI U
KOMIUIEKTYIONTHE HHPOPMAIOHHO-KOMMYHUKAI[OHHON
CHCTEMBIL.

OOy4aromuiicst OCyIIECTBIISIET KOHTPOJIb OCTaTKOB
3aIacHBIX YacTed U 000py/I0BaHUS IO/ 3aMEHY;
KOHTPOJIb coOMoieH sl rpadrka NTpohHUIaKTHIECKOTO
00cIy>XKMBaHMsI 000PY/I0BAaHHST; BHIIIOJIHSIET BHECECHHS
JIAHHBIX O TIPOBE/ICHHBIX paboTax, 00 NCIOIBE30BaHHBIX
3aMacHbBIX YacTsIX B MH()OPMAIIOHHYIO CHCTEMY
yIpaBJIEHU 3aacaMy U PEMOHTOM

OK 01. Beibupats crioco6st
peuieHust 3a1a4
npodeccnoHaTLHOM
JIeSTeIbHOCTH IPUMEHUTEIIHHO

OObyuarommiicsi IeMOHCTPUPYET HATNYHE YMEHHUH
pacmno3HaBath 3anady (mpodiemy) B mpoheCCHOHATTEHOM
WM COLIMAILHOM KOHTEKCTE; aHAIIM3UPOBATH U
BBIJICIISITh €€ COCTABHBIE YaCTH; ONPEIEIISITh ITAIbI

JKCIIePTHOE HAOII0IeHHE
3a IeSITEIbHOCTHIO
o0yJaromuxcs:

- Ha [IPAKTHYECKUX
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K pas3/In4YHbIMU KOHTCKCTaM

peLIeHus 3a]a4K; BBISBIATH U 9P (PEKTHBHO UCKATh
nH(pOPMAINIO, HEOOXOTUMYIO IS pEIICHHS 3a1a91
(mpo6Gmemsr). CocTaBiseT IUIaH ACHCTBHIA; OTIpeeNsIeT
HEOOXOANMBIE PECYPCHI; BIAJCET aKTyaIbHBIMH
MeTOJaMH pabOTHI B IPO(ecCHOHANBHON M CMEKHBIX
cdepax; peann3yeT COCTaBICHHBIN IIJIaH; OLICHUBACT
pe3ynbTatT U NOCIENCTBUS CBOUX NEHCTBUI

OK 02. Ucnonbs30BaTh
COBPEMEHHBIE CPEJICTRA
MOWCKa, aHAJIN3a U
HHTEpIpETAIH HHOOPMAITHH U
HH()OPMALUOHHBIE TEXHOIOTHH
JUTSL BBITIOJTHEHUS 337124
npoQeCCUOHATBHOM
JIeSATEIbHOCTH

OObyuarommiicst 00J1aaeT CIIOCOOHOCTEIO OTIPENENATh
3aa4d 1 HEOOXOAUMBIE HCTOUYHUKH JIJI IIOMCKA
UH(POPMAIIUY; TIAHUPOBATH MPOLIECC MOUCKA U
CTPYKTYPHUPOBATh MOJTyYaeMyto HH(OPMAIIHIO.
Brigensier Hanbosee 3HaYMMOE B TiepevHe HHDopMaIu
Y OLICHUBAET MPAKTHUCCKYIO 3HAYMMOCTb PE3YJIbTaTOB
MOUCKa; 0(hOpMIISIET pe3yNIbTaThI IOUCKA, IPUMCHSICT
cpencTBa HHOOPMALMOHHBIX TEXHOJIOTHI ISl peLICHUs
podeCCHOHANBHBIX 33/1a4; UCIIOIb3YET COBPEMEHHOE
MPOrpaMMHOE 00ECIICYCHUE U pa3InyHbIC IU(PPOBbIC
Cpe/ICTBA ISl pelieH st MPO(eCCHOHANBHBIX 33134

OK 03. [1TnanupoBats u
peann3oBBIBaTE COOCTBEHHOE
npodeccronansHOe U
JIMYHOCTHOE pa3BUTHE,
NpeANPUHUMATENBCKYIO
JIeSITeIHOCTD B
npodeccronansHo# chepe,
HCIIOJIB30BaTh 3HAHUS 110
MPaBOBOU M (PHHAHCOBOU
TPaMOTHOCTH B Pa3IMYHBIX
JKM3HEHHBIX CUTYalusxX

[Tpu BBITOTHEHUH OCTABJICHHBIX 3a/1a4 00yJarOIIUHCs
JEMOHCTPHPYET CIIOCOOHOCTH OTPEEATh aKTyalIbHOCTh
HOPMAaTHBHO-TIPaBOBOH JIOKYMEHTALINH B
poQeCCHOHANBHOMN NESTENbHOCTH; IPUMEHSTh
COBPEMEHHYIO HayYHYIO MPO(pEeCCHOHATIBHYIO
TEPMUHOJIOTHIO.

OOyyarouuiicst 0CO3HaHO ONPEAENSET U BHICTPANBaeT
TPaeKTOPUH CBOETO MPOPECCHOHAIBHOTO Pa3BUTHUS U
caM000pa30BaHus; CIOCOOCH HCIONb30BaTh 3HAHUS 110
MIPaBOBOH M (PMHAHCOBOW TPaMOTHOCTH B PA3IMYHBIX
KHU3HCHHBIX CUTyalUsIX

OK 04. D¢ddexTuBHO
B3aMMOJEHCTBOBATh U pabOTATh
B KOJUICKTHBE U KOMaHJIe

OGy4aronuiicss IeMOHCTPUPYET YMEHUE OPraHH30BAaTh
paboTy KOJUIEKTUBA W KOMaHIBL; 3PPEKTHBHO
B3aMMO/ICHCTBYET C KOJUIETaMH, PYKOBOJCTBOM,
KJIMEHTaMH B X0J¢ y4eOHOro Ipolecca M Ha MPaKTHKe

OK 05. OcyecTBisiTh YCTHYIO
1 MACbMEHHYIO
KOMMYHUKAIIAIO HA
TOCYJapCTBEHHOM SI3bIKE
Poccuiickoit denepanuu ¢
y4eToM ocoOeHHOCTeH
COLIMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTa

OObyuarommiicst pa3oupaeTcs B 0COOEHHOCTAX
COLIMATIBHOTO U KyJIbTYPHOI'O KOHTEKCTA, OCO3HAHO
HpUMEHSIET npaBuia 0ohOPMIICHUS JJOKYMEHTOB 1
HOCTPOEHHUS YCTHBIX COOOIIECHHH.

I'paMOTHO M3naraet CBOM MBICIH U 0OPMIISIET
JIOKYMEHTBI 10 TPO(eCCHOHATILHON TeMaTHKe Ha
rOCYAapCTBEHHOM SI3bIKE, POSBIISIET TOJEPAHTHOCTh B
paboueM KOJICKTHBE

OK 06. ITposiBnsTh
TPaKAaHCKO-TIATPHOTHIECKYTO
TIO3UIIHIO, IEMOHCTPUPOBATH
OCO3HAHHOE MIOBEJICHHE Ha
OCHOBE TPaJULIMOHHBIX
POCCUHMCKHMX AYXOBHO-
HpPaBCTBEHHBIX HeHHOCTeﬁ, B
TOM YHCIIE C YUETOM
TapMOHHM3aIun
MECXHAIIUMOHAJIbHBIX U
MEXPEIIUTUO3HBIX OTHOH_IeHI/II\/’I,
HMPUMEHSTH CTAaHJAPTHI
AHTUKOPPYHIHOHHOTO
MOBEJCHUS

OOyuarommiicsi IEMOHCTPUPYET 3HAHUE U TOHUMaHUE
CYIIIHOCTH TPaKIAHCKO-TIATPUOTHICCKOH IMO3UIHH U
TPaTUIIMOHHBIX POCCUHCKUX TYXOBHO-HPABCTBEHHBIX
neHHocTel. [IposBiseT 4yBCTBa MATPUOTH3MA,
IpaXXIaHCTBEHHOCTH, YBAXXCHHS K TAMSITH 3aIIUTHUKOB
OrteuectBa u nmoxBuram I'epoeB OteuecTBa, 3aKOHY U
MPaBOIOPAAKY, YETOBEKY TPy1a U CTapIIeMy
TIOKOJICHHUIO, B3AMMHOI'O YBaXKCHUA, 6epe>KHoro
OTHOIICHUS K KYJIbTYPHOMY HACJICINUIO U TPAUIIUAM
MHOTOHAIIMOHAJILHOTO Hapoaa Poccuiickoit dexnepannu
IIpumenseT craHgapThl aHTUKOPPYILIMOHHOTO
TIOBEICHHSI, OCO3HAET BO3MOYKHBIE TIOCIIE/ICTBUS €TI0
HApPYIICHHUS.

OOyy4aromuiicst 0CO3HaHO OIUCHIBAET 3HAUNMOCTH CBOCH
Oynyueit npodeccun

OK 07. CogelicTBOBaTh
COXPaHCHHIO OKPYKaIOIIeH
Cpelibl, pecypcocOepeKeHUIO,
MIPUMEHSTh 3HAHUA 00
M3MEHEHNHN KINMaTa,
TIPHUHITAITEI OCPEKITUBOTO

OOyyaromuiicst cioco0eH coOIII0AaTh HOPMEI
9KOJIOTHYECKOH 0€30MacHOCTH, ONPEAEIISTh
HAIPABIICHUS PECYPCOCOCPEIKEHHS B PaMKaX
podeCcCHOHANBHON NESITENbHOCTH 110 CHIEIUATBHOCTH.
OO6yyJarommiics OCyIIecTBIIET paboTy ¢ COONI0IeHHEM
MIPUHIUTIOB OEPEXIIMBOTO MPOU3BOJICTBA, OPraHU3YeT

3aHATHSAX;
- B XOJI¢ BBIIIOJHEHUS U
3aIIUTHl KypPCOBOTO
MPOEKTA,
HWHIUBUIYAIBHBIX U
KOJUICKTHBHBIX padoOT
(pedeparos,
Npe3eHTalNH, pacueTHO-
rpaduyeckux pador);

- B XO/JI€ BBIITOJIHEHUS
pabor Ha y4eOHOI U
NPOU3BOJICTBEHHOM
OpaKTHKAX;

- B X0JI¢ 9K3aMeHa I10
po¢eCCHOHATHFHOMY
MOJIYJIIO
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MPOU3BOJICTBA, (P (HEKTUBHO
JIeCTBOBATh B UPE3BbIYAITHBIX

PO eCCHOHANBHYIO IESTENBHOCTD C YIETOM 3HAaHUH 00
N3MECHEHHNH KIMMAaTHYECKHUX YCIOBHH PErHoHa

CHUTYaIUSIX
OK 09. ITonp30BaThCs OO0yuarommuiicsi TOHIMAaeT OOIINIA CMBICIT YETKO
npodeccroHanbHO#M MIPOU3HECEHHBIX BHICKA3bIBAHUI HA M3BECTHBIC TEMbI

JIOKyMEHTaluen Ha
TOCYTapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX

(mpodeccronansHBIE U OBITOBEIC), a TAK)KE TEKCTHI HA
6a30BbIe IPOQeCcCHOHATBHBIC TEMBI; YIaCTBYET B
JMaJiorax Ha 3HaKOMEIe 00mIre U MpohecCHoHaIbHBIE
TEMBI; CTPOUT NPOCTHIE BBICKa3bIBaHUsI 0 ce0e U 0 cBoer
poQeCCHOHANBHOM eI TeIbHOCTH; KPAaTKO
000CHOBBIBAET M OOBSCHSET CBOU JIHCTBUS (TEKYyLIHE U
IUIAHUPYEMBbIE); MUILET IPOCTHIE CBA3HBIE COOOIIEHHS Ha
3HAKOMBIE WJIM HHTEpeCYole NpodeccnoHalbHbIe
TEMBI
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