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1. OBIIASI XAPAKTEPUCTHUKA PABOYEHN ITPOT'PAMMBI
MNPO®ECCHUOHAJBHOI'O MOJIY.JIS
IIM.01 HACTPOMKA CETEBOU HH®PACTPYKTYPBI

1.1. Heas u miIaHupyeMble pe3yJbTAaThl 0CBOCHHUS MPO(PecCHOHATBLHOT0 MOIYJIs

B pesynbraTe nzydenus npodeccnoHalIbHOrO MOAY/S 00yJaromuiics JOKEH OCBOUThH BUJ
nestenbHocTH BJ[ 1. Hacrtpolika ceteBoii MHGPACTPYKTYPBl COOTBETCTBYIOIIHE €My OOIIHe
KOMIETEHIIMH U TPO(eCCHOHATIbHBIE KOMIETCHIINHN:

1.1.1. [Tepeyern 00X KOMIETEHITUH

Kon HanmeHnoBanue 0OIIIMX KOMITETEHIINA

OK 01. | Boibupats criocoObl pemeHus 3a1a4 npo(hecCHOHAIBHOM AesITeIbHOCTH IPUMEHUTENHEHO
K Pa3JIMYHBIM KOHTEKCTaM

OK 02. | Ucnonb30BaTh  COBPEMEHHBIE CpEICTBAa IOMCKA, AaHaIW3a M  UHTEpPIpETAlUU
uHpopManmn ¥ MHGOPMALMOHHBIC  TEXHOJOTMH  JJIS  BBINOJHEHHS  3ajad
pohecCHOHAIBHON IeSATEIbHOCTH

OK 03. | [ImanupoBaTh M peaIM30BBIBATh COOCTBEHHOE MNPO(ECCHOHANBHOE U JHYHOCTHOE
pasBUTHE, MPEIIPUHUMATENbCKYIO JESITEeIbHOCTh B HpPOoQEecCHOHATBHON  cdepe,
UCIOJb30BAaTh 3HAHUS MO TPABOBOM W ()MHAHCOBOW TI'PaMOTHOCTH B Pa3IHUHBIX
YKU3HEHHBIX CUTYaIUsIX

OK 04. | DddexkTuBHO B3aUMOACHCTBOBATH U padOTATh B KOJJICKTUBE U KOMaHJIe

OK 05. | OcymecTBIsITh YCTHYIO M NMUCBbMEHHYI0 KOMMYHHUKAIIMIO Ha TOCYJIApPCTBEHHOM SI3BIKE
Poccuiickoit @eneparuu ¢ y4eToM OCOOEHHOCTEH COLMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTa

OK 06. | IIposiBIATh TpakJaHCKO-MATPUOTUUYECKYIO MO3UIHUIO, JIEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHHE Ha OCHOBE TPAJUIIMOHHBIX POCCUICKUX JTyXOBHO-HPABCTBEHHBIX LIEHHOCTEH,
B TOM YHUCJIE C Y4YE€TOM TIapMOHM3ALMM MEXKHAIMOHAIBHBIX U MEXPEIUTHO3HBIX
OTHOLICHUH, MPUMEHSTh CTaHJAPThl aHTUKOPPYIIIMOHHOIO OBEICHMSI

OK 07. | ConeiicTBOBaTh COXpPAHEHUIO OKPY)KAIOLIEH Cpeibl, pecypcocOepeKeHHI0, MPUMEHSTh
3HaHUS 00 M3MEHEHHMH KJIMMaTa, MPUHIMIBEI 0EpEeXIMBOTO MPOU3BOACTBA, d(DPEKTUBHO
JCCTBOBAThH B UPE3BbIYANHBIX CUTYALUAX

OK 09. | [Tons3oBatbcst  mpodecCHOHATBHOM  TOKYMEHTAallMe Ha  TOCYAapCTBEHHOM W
HWHOCTPAHHOM A3bIKaX

1.1.2. Ilepeyenp npodeccnOHATBHBIX KOMIIETEHIHHA

Kon HaunmeHnoBaHue BUIa ACATEIBHOCTH U MPO(ECCHOHATBHBIX KOMITETCHIIUH

BJI 1. Hacrpoiika ceTreBoit nHOpaCTpyKTyphI

K 1.1. JIOKyMEHTUPOBaTh  COCTOSHUS  HMH()POKOMMYHHKAIIMOHHBIX  CHCTEM U  HX
COCTABJIIOLIMX B MPOLIECCE HAIATKU M IKCIUTyaTalluu

K 1.2. [TonnepxuBaTh pPabOTOCIIOCOOHOCTH aINmMapaTHO-MPOTPAMMHBIX CPEACTB YCTPOMCTB
MH(POKOMMYHUKAIIMOHHBIX CUCTEM

IIK 1.3. YCTpaHsITh HEUCIIPABHOCTH B paboTe HHPOKOMMYHHUKAIIMOHHBIX CUCTEM

IIK 1.4. [IpoBoauTh NpHEMO-CHATOYHBIE HWCIBITAHUS KOMIBIOTEPHBIX CETE M CETEBOrO

000pyIOBaHUs PA3IMYHOTO YPOBHS U OIICHKY KA4€CTBA CETEBOM TOIMOJIOTHH B PAMKaX
CBOEU OTBETCTBEHHOCTH

[IK 1.5. Ocy1ecTBIATh pe3epBHOE KOMMPOBAHNE U BOCCTAHOBJIEHUE KOH(PUTYpaLUU CETEBOTO
o0opynoBanusi ”HHOPMAIMOHHO-KOMMYHUKAIIMOHHBIX CUCTEM

IIK 1.6. OcymiecTBIATh MHBEHTAPU3AIMIO TEXHUYECKUX CPEACTB CETEBOM MH(PACTPYKTYPHI,
KOHTPOJIb 000PYI0BaHMsI ITOCIIE TPOBEJICHHOTO PEMOHTA

K 1.7. OcymiecTBIATh pErIaMEHTHOE OOCTY)KMBAaHHE M 3aMEHY pPAacCXOIHBIX MaTepHaJIOB

nepudepruiiHOro0, CETEBOT0 M CEPBEPHOT0 000pYyAOBaHUS WH(POKOMMYHUKAIMOHHBIX
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| cuctem

1.1.3. B pe3ynbprare ocBoeHUS TPOPECCHOHATBHOTO MOAYJIST 00YJaIOMUNACS TOJDKEH:

Bnanets
HaBBIKAMH

COCTaBJICHHsI PETJIaMEHTHBIX OTYETOB O 3aMEUEHHBIX OTKJIOHEHUSIX OT LITATHOTO PEXUMA
(YHKIMOHUPOBaHUSI HHHOKOMMYHHUKAIIMOHHBIX CHCTEM;

JOKYMEHTHPOBaHUS 0a30BOW KOH(PHUTypauuud U MPOTPaMMHOTO O0OECIICYeHUs] YCTPOUCTB
MH(POKOMMYHHUKALIMOHHBIX CUCTEM;

YCTaHOBKH UH()POKOMMYHHUKAITMOHHBIX CUCTEM Ha pabOouuX MecTaX COTJIaCHO TPYIOBOMY
3a/IaHHIO;

BBIMTOJHCHUST JIUATHOCTUKHU aIapaTHBIX OIIMOOK YCTPOWCTB MH()OKOMMYHHUKAIIMOHHBIX
CUCTEM;

JEMOHTaXa M 3aMEHbl  y3JI0B M 3JIEMEHTOB  OTACIbHBIX  yCTPOICTB
WHPOKOMMYHHKAIIMOHHBIX CHCTEM, B TOM 4YHCIIe TepuepuiHOr0 000pyI0BaHuUS;

BBISBJICHUS COOEB U OTKA30B CETEBBIX YCTpOﬁCTB 1 OTICPAITMOHHBIX CUCTCM;

onpezeneHust c00eB W OTKA30B CETEBBIX YCTPOMCTB M OMEPANMOHHBIX CUCTEM;

yCTpaHEeHHsI TIOCTENCTBUH COOEB M OTKAa30B CETEBBIX YCTPOHCTB W OMNEPAIIMOHHBIX
CUCTEM;

OmpejeNcHNs] TPUYUH BO3HUKHOBEHUS KPHUTUYECKMX WHIUICHTOB TIpU paboTe
MPUKIIATHOTO POTPAMMHOr0 00eCTIeUeHNS;

IOATOTOBKH K ITPOBEACHUIO IMTPEABAPUTECIIbHBIX HCHLITaHHﬁ;

COCTaBIIcHHS TpadHKa NMPeIBAPUTENBHBIX HCIIBITAHUN;

OITIOBCUICHU IIOJIB30BaTeICH O BO3MOIKHBIX NCpephIBax B NPCAOCTABICHUN CCPBUCOB;

BBITTOJIHCHUS MTPCABAPUTCIILHBIX HCHBITaHHfI;

BOCCTAHOBJICHUSI HApaMETPOB M0 YMOIYAHHIO COIJIACHO JOKYMEHTAI[UH OTEePallMOHHBIX
CUCTEM;

BOCCTAHOBJICHHA MapaMCTPOB IIPpU IMMOMOIIN CCPBCPOB aPXUBUPOBAHMA

BOCCTaHOBJICHUS MTAPaMETPOB MPHU MOMOIIU CPEACTB YNPABICHUS CIEHUATU3UPOBAHHBIX
OTIEPAITMOHHBIX CHCTEM CETEBOTO 00OPYOBAHNS;

IUTAHWPOBAHUS  pPACHHUCAaHWS  apXWBHPOBAHMSA W  apXUBHPOBAHHE  IapaMETPOB
M0JIb30BATENbCKUX YCTPOUCTB;

CONPOBOXKICHUS CEpBEPOB apXUBUPOBAHUS MPOrpaMMHOTO oOecrnieueHus
MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHON CHCTEMBI

MOHHTOPHHTA MPOBEJEHHOTO TNIAHOBOTO apXUBUPOBAHISI ITOJI30BATENHCKIX YCTPOHCTB;

MMPOBCACHUS MHBCHTAPU3ALINN,

MPOBEPKM OTYETOB IO pE3ylbTaTaM WHBECHTAPH3AIMA W CIUCAHUS allllapaTHBIX,
MPOrpaMMHO-aNIapaTHBIX U IPOTPAMMHBIX CPEJICTB;

(¢mKcupoBaHMS B OKypHaJle WHBEHTAPHBIX HOMEPOB  TEXHHYECKHX  CPEICTB
aAMHMHHCTPHPYEMOM CeTH;

(¢uKkcUpoBaHMS B JKypHaJe  MECTOPACIONIOKCHUS  TEXHHUYECKUX  CPEJICTB
aJIMUHUCTPUPYEMOU CETH;

MapKHUPOBKH TEXHUYECKHX CPEACTB aIMIUHUCTPHPYEMOH CETH;

KOHTPOJISI OCTATKOB 3aIlaCHBIX qacTel u O60py,I[OBaHI/I}I o] 3aMCHY,;

KOHTPOJIsI coOmoaeHns rpaduka npoduaakTuaeckoro 00cmykuBaHus 000pyAOBaHHUS;

BHCCCHUS NAHHBIX O MPOBCIACHHBIX pa60Tax B I/IH(i)OpMaLII/IOHHy'IO CUCTCMY YIIPABJICHUSA
3arnacaMy 1 pPEMOHTOM;,

BHCCCHHA OTAHHBIX 00 MCIOJIb30BaHHBIX 3aIlaCHBIX YaCTIX B I/IH(I)OpMaI_[I/IOHHyIO CUCTEMY
YHpaBJICHUS 3ariaCaMi 1 pPCMOHTOM;,

VYmeTb

MOJIB30BAThCS HOPMAaTUBHO-TEXHUUECKOU JIOKyMEHTAaIe B obnactu
MH(OKOMMYHHUKAITMOHHBIX TEXHOJIOTHIA;

COMPOBOXKAATh/ BECTH TEXHUICCKYTIO JIOKYMCHTAITHIO 110 00BEKTAM
MH()OKOMMYHHUKAITUOHHBIX CHCTEM

KOHTPOJIMPOBAaTh HAJMYKME ¥ JBWKCHHC aNlapaTHBIX, NPOrPaMMHO-AMIAPATHBIX |
MIPOTPaMMHBIX CPEJICTB;

paboTtaTh ¢ HUHYOPMAIIMOHHOM CUCTEMOH 110 YIPABJICHUIO 3aI1acaMy M PEMOHTOM;

O(i)OpMJ'I)ITB 3asIBKM Ha MaTCpHaJIbl U KOMIUICKTYIOIHC I/IH(l)OKOMMyHI/IKaLII/IOHHLIX
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CHCTEM,;

MPUMEHSITh HHCTPYKIMH TI0 YCTAHOBKE M DKCIUTyaTaIny nepudepuifHoOro 000py10BaHus;

BBIMIOJIHATh 3aMEHY pACXOIHBIX MATEPUAIOB M KOMIUICKTYIOIIUX MepUPEPHItHOTO
o00opyToBaHuS,

UCIIOJIb30BaTh KOHTPOJIbHO-U3MEPUTEIBHOE obopynoBaHue it MIPOBEPKU
ANEKTPUIECKHUX COEAMHEHUH YCTPOICTB MH()OKOMMYHHUKAITMOHHBIX CHCTEM;

BBISBISITD W YCTPAaHATh MEXaHWYECKHE TOBPEXIEHUS H JeeKThl yCTPOHCTB
MH()OKOMMYHHUKAITMOHHBIX CHCTEM;

UIACHTU(UIIMPOBATh WHIMICHTHI, BO3HUKAIONIUE TIPH YCTAHOBKE IPOTPAMMHOTO
o0ecrieyeHus], U IPUHUMATD pPelieHne 00 N3MEHEHUH NIPOIIECYPhl YCTAHOBKH;

OLIEHHBATh CTETIEHh KPUTUYHOCTH HHIUAEHTOB IIPH paboTe MPHUKIATHOTO ITPOTPAMMHOTO
o0ecrieueHus;

YCTPAHATH BOSHUKAIOMINEC MHIUACHTEI,

MPOM3BOANTh MOHUTOPHHT aIMUHHCTPHUPYEMON HH(GOPMAIMOHHO-KOMMYHHUKAIIMOHHOMN
CHUCTEMBH,

JOKYMEHTHPOBATh YYETHYI0 HH(popManuio 00 HCIONb30BAHUN CETEBBIX PECYPCOB
COTJIACHO YTBEP)KJICHHOMY I'paduKy;

UACHTU(OUIMPOBATh HHIMJCHTHI, BO3HHMKAIOIIME IIPH IPOBEACHHH IPEABAPUTEIbHBIX
HCIIBITAHWIA,

HCIOJIb30BATh MPOUCAYPhI BOCCTAHOBJICHUS NAHHBIX;

OonpeACIATb TOUYKHW BOCCTAHOBJICHUS JAHHBIX]

OIIEHWBATh PUCKH MEPEPHIBOB B MPEAOCTABICHUN CEPBUCOB MTPH MTPOBEJCHUH NCTIBITAHHI;

paboTaTh C cepBepaMH AapXWBHPOBAHHS W CPEACTBAMHU YIPABICHHS OMNEPAIMOHHBIX
CUCTEM;

BBHITIOJHATH IIAHOBOE apXWBUPOBAaHUE MPOTPAMMHOTO OOCCIICYCHHS IMOJB30BATEIbCKUX
YCTPONCTB COTJIACHO TpaduKy

paboTratb ¢ JIOTOBOPHOM W OTYETHOH JOKYMCHTAlMEH Ha OOCIyXKHUBaeMyIO
MH(OPMAITMOHHO-KOMMYHUKAIIMOHHYIO CUCTEMY;

3HaTh

IpaBuJia U NpouCAyphbl MPOBCACHUA WHBCHTAPU3AIINH

MpaBWjia MapKUPOBKH YCTPOHCTB M DJIEMEHTOB WH(OPMAIMOHHO-KOMMYHHUKAIIMOHHON
CUCTEMBH,

OCHOBBI JCJIOITPONU3BOACTBA,

npoucayphl ClinCaHud TCXHUYCCKUX CPCACTB,

MMpOrpaMMHBIC CPCACTBA MHBCHTAPU3AINHN;

MIPUHIUTIBI KJIACCH(UKAIMH U KOAUPOBAHUS HHPOPMAIIHH;

TUIIOBBIC BaPUAHTEI B3aUMO3aMCHIACMOCTH,

NPUHIMITE OPTaHU3ald WHPOKOMMYHHKAIIMOHHBIX CHCTEM IO YHPABICHUIO PEMOHTOM
1 00CITyKMBaHHUEM;

TUTIOBBIE CPOKH MPOBEJICHUS MPOPIIAKTHYECKIX PEMOHTOB;

TCPMHUHOJIOT YA U IIpaBUJIa YTCHUA TEXHUYECKOU JOKYMCHTAIH,

npaBwia OQOPMIICHHS TEXHUYECKOW JIOKYMEHTAIlMM II0 pe3yiabTaTaM MPOBEPKHU
paboTOCIIOCOOHOCTH YCTPOWCTB MH(POKOMMYHHKAIIMOHHBIX CUCTEM,;

OCHOBBI apXUTEKTYPHI allllapaTHBIX CPEJICTB;

MPUHIMITE QYHKIIMOHUPOBAHHS alIapATHBIX CPEJICTB BBIYMCIUTENEHON TEXHHUKH;

THUTIOBBIE PErIaMEHTHI 00CITYy)KWBAaHUS allllapaTHBIX CPEJICTB;

CITOCOOBI 06Hapy>KeHI/I}I MCXaHHUYCCKUX HCIIOJIaA0K B pa60Te YCTPOﬁCTB
I/IH(l)OKOMMyHI/IKaLII/IOHHBIX CUCTCM, NPUYUHLI X BOSHUKHOBCHUSA U MTPUCMBI YCTPAHCHUS,

TpeOOBaHMs OXpaHbBI TPpyAa MpU paboTe ¢ ammapaTHBIMHU, MPOrPaMMHO-ANIAPATHEIMU U
MPOTPaMMHBIMA CPEJICTBAMH aIMUHUCTPUPYEMON WH(OPMAITMOHHO-KOMMYHHUKAIIMOHHON
CHUCTEMBI

TpeOOBaHUs OXpaHbl TPyAa NMpH paboTe C CETEBOM ammaparypoid agMHHUCTPUPYEMOH
UH(POPMALMOHHO-KOMMYHHUKAIIMOHHOM CUCTEMBI,

TUICH3NOHHBIE TPeOOBaHUS 110 HACTPOMKE W OKCIUTyaTallidl yCTaHABIMBAEMOTO
MPOrPaMMHOTO 00ECIICUCHUS;

OCHOBBI APpXHUTCKTYPHI, YCTPOfICTBa )41 (byHKLII/IOHI/IPOBaHI/I}I BBIYMCIIUTCIIBHBIX CUCTEM,
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o0Imye MPUHOMIE (YHKIHOHHUPOBAHUS amMapaTHBIX, MPOrPAMMHBIX W MPOTrpaMMHO-
anmapaTtHbIX  CPEeINCTB  aIMHHUCTPUPYEMOH  HMH(GOPMALMOHHO-KOMMYHUKAIIMOHHOM
CHCTEMBI,

ApPXUTCKTypa allapaTHhIX, MPOTPAMMHEIX U TMPOTPAMMHO-AIMIAPATHEIX CPEICTB
aJIMUHUCTPUPYEMOI HHPOPMAITMOHHO-KOMMYHUKAIIHOHHOMN CUCTEMBI;

TpeOOBaHMS K KOMITBIOTEPHBIM CETSIM;

ApXHUTEKTYPa MPOTOKOJIOB;

CTaHAapTU3alus CCTGP’I;

9TaIlbl IPOCKTUPOBAHMS CETEBOM HHPPACTPYKTYPHI;

opraHu3anus pabdoT MO BBOIY B DKCIUTyaTAalMiI0 OOBEKTOB M CETMEHTOB KOMITHIOTEPHBIX
CeTeH;

CTaHIApThl Kalesnei, OCHOBHBIC BHJIbI KOMMYHHUKAIIMOHHBIX YCTPOWCTB, TEPMHHEI,
MOHSITHS, CTAHIAPTHI M TUIIOBBIC JIEMEHTHI CTPYKTYPHPOBAHHON KaOENbHOW CHUCTEMEI:
MOHTa)X, TECTHPOBAHWE;

Cp€acTBa TCCTUPOBAHUA U aHAJIN3A,

MMPOrpaMMHO-alIapaTHLIC CPEACTBA TCXHUUCCKOIO KOHTPOJIA,

HUHCTPYKOHHU IO YCTAHOBKC aIMHUHHUCTPUPYCMBIX CCTCBLIX yCTpOﬁCTB I/IH(l)OpMaLII/IOHHO—
KOMMYHHKaHHOHHOﬁ CHUCTCMBI,

OTpacCJICBbIC HOPMATHUBHBIC IIPABOBBIC aKThI,

THUIIOBBIC CpOKH 3aKJIFOUYCHUA u Z[eflCTBPIH AOTOBOPOB Ha O6CJ'Iy>KI/IBaHI/Ie
I/IH(l)OpMaHHOHHO—KOMMyHHKaHHOHHOﬁ CHCTCMBI,

JICHCTBYIONIVE B OpTaHN3aIMH JIOKAIbHbIE aKThl Ha 0(hOpMIICHHUE 3asiBOK HA MAaTEPUAITBI U
KOMIUIEKTYIOITHE.

1.2. Kotnm4ecTBO 4acoB, 0TBOJHMOE HA OCBOCHHE NTPO(eCCHOHAIBLHOI0 MOLYJIsI

Bcero vacos 722,
B TOM 4YHCJIe B (DOpME MPAKTUUECKON MOATOTOBKHU 422 Jaca.

N3 Hux Ha oceoenne MJIK 500 qacos,

B TOM UYHCJIE CAMOCTOsITeNIbHAs paboTa 25 yacoB, mpoMeKyTouHas arrectanus 12 yacos;
npakTuku 216 yacos,

B TOM uuciie yyeOHas npaktuka 108 yacos, mpousBoacTBeHHas npakTuka 108 gacos.
[TpomerkyTouHas arTecTanus Mo NpopeccuoHaIbHOMY MOIYIIIO B (popMe IK3aMeHa — 6 yacos.




2. CTPYKTYPA U COAEPKAHUE TPO®PECCUOHAJIBHOT'O MOAYJIA

2.1. CTpykrypa npo¢ecCHOHATIBLHOT0 MOIYJIs

B T.4U. B

O06beM mpodeccnoHaIbHOr0 MOIYJIS, aK. 4ac

(bopme Ob6yuenue o MIK [TpakTuku
KOHLI HanmenoBanus pa3aeiion Bcero IpaKTH a6 B TOM Anene
Hpoq)eCCHOHam’HHXfI HpoeCCHOHAIBHOTO MOJLYJIS 94acoB | YeCKOi a0OpaTOPHBIX KypcoBbIx
OOIIIX KOMIETCHIHI Bcero u CamocrosiTensHast IIpomesxyTounas IIpoussoact
HOATOT pabot Vyebnas
HNPAKTHICCKUX pa60Ta arTecTranus BCHHaA
OBKH N (mpoeKkToB)
3aHATUHU

1 2 3 4 5 6 7 8 9 10 11
K 1.1. -TIK'1.7., | Pa3nea 1. KomnbroTepHbie 189 62 189 62 - 9 6 - -
OKO01.-OKO07., | cerm
OK 09.
K 1.1. -1IK' 1.7., | Pa3men 2. Opranusauus, 209 112 209 82 30 12 6 - -
OK01.-OK07., | npuHuMIBLI HOCTPOCHHUS H
OK 09. (pyHKIHOHMPOBAHMS

KOMIIBIOTEPHBIX ceTeil
K 1.1.-1IK 1.7, | Pa3nex 3. Be3onacHocTh 102 32 102 32 - 4 - - -
OK01.-OK07., | xoMnbIOTepHBIX ceTei
OK 09.
HK 1.1.-TIK 1.7., | YyefHasi npakTHKA 108 108 - - - - - 108 -
OK 01.-OK 07.,
OK 09.
K 1.1. -TIK 1.7., | TIpou3BoacTBeHHAsI 108 108 - - - - - - 108
OK 01., OK 02., npakTHKa
OK 05., OK 06.,
OK 07., OK 09.
I[Ipome:xxyTouHast aTTecTANUS 6 - - - - - 6 - -
Beero: | 722 422 500 176 30 25 18 108 108




2.2. TemaTnyeckuii IJIaH U coiep:kaHue npodeccnonaabHoro moay.s (IIM)

HanmeHoBaHue pa3aeioB U

O6beMm, akaj.

TeM Npo(pecCHOHATLHOTO Cojep:kaHue y4eOHOro MaTepuaa, ::,Z]Teor
mozy.a (IIM), J260paTOpHBIE M MPAKTHYECKHE 3aHATHSI, CAMOCTOSITELHAS PaGoTa 00y4alomIHXCsl, KypcoBasi paéora dopme Kon K, OK
MEKIUMCUUIVIMHAPHBIX (leoeKT) NPaKTHYeCKOH
KprOB (MI[K) MOArOTOBKH,
aKaj. 4
1 2 3 4

Paznen IIM 1. KoMmnbloTepHbIe CceTH 189/ 62

MJIK.01.01 KoMnbOTepHBIE CeTH 189 / 62

Pa3nen 1. BBeneHue B ceTeBble TEXHOJIOTHH 96 /32

Tema 1.1. O6masn Conep:xaHue 4 NnK1.1,1IK 1.2,

XAPAKTEPUCTHKA Buasl KOMIBIOTEPHBIX ceTel. [N0GaibHble M JIOKAIbHbIE CETH. BHIbI CETEBBIX AapXUTEKTYP. IIK 1.4, TIK 1.6,

KOMINBIOTEPHBIX ceTeil OCHOBHBIE KOMITOHECHTHI CETEH, CETEeBas Cpella U CETEeBbIE YCTPOoicTBA. TEXHOIOTHH MOIKITIOYCHHUS IK 1.7.,
k HMuartepuer. KadectBo W HamexHOCTh ceTeid. OCHOBHBIC TIOHSTHS CETEBOM O€30MMacHOCTH. 8}12 8i’ 8§ 8?’
TeHeHIu pa3BUTHS CeTer OK 07"’ OK 09.’

Tema 1.2. CeTeBble Conep:xanue 6 MK 1.1.,IIK 1.2.,

MPOTOKOJIbI H KomupoBanue u mapameTpsl cooOrmieHus. CeTeBble MPOTOKONEBI. B3anMonmelcTBHE MPOTOKOJIOB. IK 1.4, TIK 1.5,

KOMMYHHUKALUH Ha6op npotokonos TCP/IP u mporecc ooMmena maHHbIMU. OpraHu3alyy IO CTaHIApTH3aIUU: [IK 1.6, [IK 1.7,
ISOC, IAB, IETF, IEEE, ISO. Muoroyposuessie Moaenu OSI u TCP/IP. Mukancyasaius 1aHHBIX. 8112 8}" 8§ 82’
[Ipotokoneubie 610ku ganHbIX (PDU). Hoctym k nokambHbIM pecypcam. CereBas aapecarus. OK 07” OK 09"
MAC- u IP- agpeca. JToctyn K yaan€éHabM pecypcam. 1103 mo yMoaI4aHuio ” '

Tema 1.3. CereBoii noctyn | Coaep:kaHue 6 MK 1.1, IK 1.2,
IIpOTOKONBI M CTaHAAPTH (DH3MUECKOro ypoBHA. CIIOCOOBI TOAKIIOUEHHS K ceTH. CeTeBbie 1K' 1.3., 11K 1.4.,
untepgericapie Tatel (NIC). Cpensl mepemadyd AaHHBIX M HUX XapaKTEPUCTUKH: IPOITyCKHAsS [IK 1.5, TIK L.6.,
CITOCOOHOCTB, MPON3BOAUTEILHOCTE. Buasl Mequbix ceTeBhIX Kadeneit: UTP, STP, koakcuambHEIHA. OK lgf IOZ<’ 0
PaznoBuAHOCTH, OCOOCHHOCTH TMPOKIANKH M TeCTHpOBaHHUS Kabenei. CTpykTypa W 0COOCHHOCTH OK 0 4" OK 05"
MIPOKJIA/IKK ONITOBOJIOKOHHBIX KaOenel. becnpoBoHbie cpencTBa nepenaun qaHHbx. Ctangapt Wi- OK 07"” OK 09'.’

Fi IEEE 802.11.

KananpHBIN ypoBEHb U €r0 MOAYPOBHH: YTpaBieHue jgorudeckuM kanamoMm (LLC) u Ympasienue
JoctynoM Kk cpene nepeaaun ganHeix MAC. CTpykTypa Kaapa KaHaJbHOTO YPOBHSI M NPHHLIUIIBI
ero popmuposanus. CTaHmapTel KaHAJBLHOTO ypoBHs. Pu3nyueckas U JIOTHYECKasi TOMOJIOTHSI CETH.
Tomonornn «ToYKa-TOUKa», «3BE3[a», «IIOJHOCBSI3aHHAN», «KOJbIeBas». llomymyriexcHas wu
MOJIHOYIIJICKCHAs mepenada qanHbix. OcobenHoctu kaapos LAN, WAN, Ethernet, PPP, 802.11.
KoHconpHbIl 1ocTyn, yaaiaeHHsiid goctyn ¢ nomomsio Telnet u SSH, ncnons3oBanue nopra AUX
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Tema 1.4. CeTeBble
TexnoJoruu Ethernet

Conep:xanue

CewmeiictBo ceteBbix TexHojoruii Ethernet. Ilpunmun pabotsr Ethernet. BzaumopeiicTBue Ha
nmoaypoBasix LLC m MAC. Ynpapienue moctynoMm K cpeae mnepefaun naHHeix (CSMA). MAC-
aapec: uaentudurauus Ethernet. AtpuOytet kagpa Ethernet. IlpeacraBnenns MAC-agpecos.
OnHO- U MHOT0aAPECHOH, MIUPOKOBeIaTeIbHOU pacchliok. CkBo3Hoe nmoaknodenue, MAC- u IP-
azapeca.

[Ipotokon paspemenns aapecoB (ARP): mpuHIUIE paboThI, POk B TIPOIECCe YAAUICHHOTO O0OMeHa
nanHeiMd. Tabmunel ARP Ha cereBbix ycrpoiicTBax. OCHOBHBIE HemocTaTKu mpoTokona ARP -
Harpy3ska Ha cpeny nepenadn 1aHHBIX U O€3011aCHOCTb.

OcHoBHas uHbOpManms 0 MopTax kKomMmyTaropa. Tadbmmma MAC-agpecoB koMmMmyTaTopa. OyHKINAS
Auto-MDIX. O®uxcupoBaHHass H MOAyJIbHas KOHQUTypanuun KoMMyTaTopoB. CpaBHEHHE
KOMMYTallM ypoBHA 2 © ypoBHS. BupryaneHslii wunTepdeiic kommyratopa (SVI),
Mapupytusupyemsiii nopt, EtherChannel yposns 3. Kondurypariipst MapipyTH3UpyeMOro mopra

K 1.1, IIK 1.2.,
MK 1.3, 11K 1.4.,
K 1.5, 1K 1.6.,
1K 1.7,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.5. CereBoit
YPOBEHb

Coaep:xanue

CereBoil ypoBeHb B IIpoliecce MNepenaud JAaHHBIX. [IpoTokosbel cereBoro ypoBHsA. OCHOBHBIE
xapakrtepuctuku IP-nporokomna. Ctpykrypa nakeroB IPv4 u [Pv6. OcobeHHOCTH U IpeuMyIiecTBa
mpotrokoina Pv6. Meroapl MapmpyTH3aldd —y3J0B. Ta0nwia MapuipyTH3allHl y3JI0B W
MapupyTtusaTopa s nporokosnoB IPv4 u IPv6. YcrpoiictBo mapupytusatopa — Ilponeccop,
NaMsTh, ONEpalMoHHas cucTeMa. llogkmrodeHne K MapLIpyTH3aTOpy 4Yepe3 pasiIuyHble IOPTHI.
Hacrtpoiika UCXOZHBIX TapaMeTpoB, HHTEPHEHCOB, III03a IO YMOTYAHWIO W JAPYTHUX
XapaKTepUCTUK MaplIpyTU3aTopa

MK 1.1,IK 1.2,,
K 1.3, IIK 1.4,
K 1.5, 1K 1.6.,
K 1.7,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.6. TpancnopTHbIi
YPOBEHb

Conep:xanue

Haznauyenue u 3a1aun TpaHCIIOPTHOTO YPOBHS.

MynbTHITIEKCHPOBaHUE CeaHcoB CBs3u. Ommcanwe W cpaBHeHHe MpotokoioB TCP m UDP —
HaJIe)KHOCTh U IPOU3BOAUTEIIBHOCTb, 00JAaCTh INPUMEHEHMs. AJpecanusi IOPTOB U CErMEHTaLUs
TCP u UDP. O6men panusimu o TCP. IIpoueccet TCP cepsepa. ¥Ycranosnenune TCP-coenunenus
u ero 3apepmicHue. [IpuHIENIB «TpéxcToporHeTo pykKomoxaTtus» TCP. HanéxHocTs 1 ynpaBieHue
norokoM TCP - IloareepskaeHue MoyIyuyeHUs CEIMEHTOB, IOTEPsl JaHHBIX U IIOBTOPHAs Iepenaya,
ynpasneHue norokoM. OOMeH nanHeIMU ¢ ucnonb3zoBaHuem UDP. Ilponeccer n 3ampocsr UDP-
cepsepa, UDP-gararpammel, nponieccsl UDP-knuenTa. [Tpunosxkenus, ncnonssyromue UDP u TCP

K 1.1, IIK 1.2.,
K 1.3, IIK 1.4,
K 1.5.,IIK 1.6.,
K 1.7,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.7. YpoBeHb
NPUJIOKEH Uit

Coaep:xxanue

YpoBeHb TPUIIOKEHUH, YPOBEHb MPEACTABICHUS M  CEAHCOBBIM  ypoBeHb. I[Ipumepsl
pacnpocTpaHeHHBIX TpuiiokeHui. [IpoTokonsl ypoBHs npunoxkenuil. Oxpnopanroseie cetu (P2P).
Mogens Tuna «knueHT-cepBep». 0630p mpotokonos HTTP, HTTPS, SMTP, POP u IMAP. Cnyx0a
nomenHbIx UMEH (DNS). ®opmar coobmienuit u uepapxus DNS. Yrtunurta «nslookupy». Ciyxoa
DHCP. Ilporoxon nepenaun ¢aiinos (FTP). IIporokon oOmeHa O10kaMHu CepBEpHBIX COOOIICHHUI

MK 1.1,IK 1.2,

MK 1.3, IIK 1.4,,

K 1.5, IIK 1.6.,
K 1.7,

OK 01., OK 02,

OK 03., OK 04.,

OK 05., OK 06.,
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(SMB). Konuenuuu «Bceodbemmromuii Marepuer» BYOD. [locTaBka faHHBIX 110 KOHBEPIE€HTHBIM OK 07., OK 09.
CeTSIM
Tema 1.8. IP-agpecanus Coaepxanne 6 MK 1.1, TIK 1.2,,
Crpykrypa IPv4-anpecos. CereBas m y3inoBas dacTs IP-anpeca. IIpeo6pa3oBaHne agpecoB MEXIy 1K' 1.3., 11K 1.4.,
JIBOMUYHBIM U JIeCATEpPUYHBIM NpeacTaBiaeHrneM. Macka nozacetu IPv4. CereBoit aapec, anpec y3na u IK1.5, K 1.6.,
ITUPOKOBEMATENbHBINA anpec cetu 1Pv4. IlpucBoeHmE Y31y CTaTHUECKOTO W TuHAMUYecKoro IPv4- OK lgf IOZ<’ 0
anpeca. MmuoroaapecHas mepemada. IlyOmwmanmpie u  dactHele [Pv4-ampeca. IPv4-agpeca OK 03:’ OK 0 4:’
cnenuanpHoro HazHadeHus. [Ipucsoenne IP-agpecos. OK 05': OK 06.:
ICMP-cepBucel. Otimumst  juis  mpotokonoB  IPv4.,  Coobmenus ICMPv4  «3Banpoc OK 07., OK 09.
MapuipyTusaropy», «OObsBIeHHE OT MapLIpyTH3aTOpa», «3alpoc COCEIHEro ys3jay MU
«O0BbsBICHNE CcOcenHEero ysna». TecTUpOoBaHME CETH C MOMOLIbIO 3X0-3ampocoB. TpaccupoBka
MapuipyTta. Bpems mpoxoxaeHus curHana B mpsiMoM K oOpatHoMm HampasieHusx (RTT). Bpems
sku3an (TTL) IPv4 u ipenen nepexomos IPv4
Tema 1.9. Paznenenne IP- | Cogepxanne 6 MK 1.1, TIK 1.2.,
ceTel Ha MOJACETH Cermentauust [P-cereif. OOMeH naHHBIMH MeEXAy MoAceTsMU. I[lmaHumpoBaHue angpecaluu B 1K' 1.3., 1IK' 1.4.,
nojcersix. PacueTHele QOpMyNBl A7 CerMEHTaUWU ceTH. Pa3OueHne Ha TOJCETH HAa OCHOBE IIK 15, IK 16,
TpeOOBaHMI Y3IIOB U CETEH, B COOTBETCTBUU C TpeOOBaHUAMH ceTei. OnpeieieHne MacKH MOICETH. OK lgf IOZ<’ 0
Pa3buenue Ha MoACeTH C UCIOJIb30BaHNEM Macku nepemennoit munHsl (VLSM). bazosas monens u OK 03" OK 0 4"
HasHayeHne OnokoB aapecoB VLSM. IlnanupoBanme anpecamuum cetd. OcoOeHHOCTH OK 05:: OK 06::
npoekTupoBanus [Pv6-cetn. Pa3Omenme Ha TMOACETH ¢ MCHOIB30BAHMEM HACHTHU(HUKATOPA OK 07., OK 09.
uHTepdeiica
Tema 1.10. Co3nanue n Conep:xanue 8 MK 1.1, 11K 1.2.,
HACTpONKa HeOOJIbIIOH [InanupoBanue U cozganue HEOOJNBIION KOMIBIOTEPHON CETH: ONpeAeNeHUE KIIOUEBHIX (DakTOpOB, MK1.3., TIK 1.4.,
KOMIIbIOTEPHOH ceTH BbIOOP TONOJIOIMU U CETEBBIX YCTPOWCTB, BHIOOP M HACTPOMHKAa IPOTOKOJIOB, CUCTEMBI alpECaIUH. IIK15,IK 16,
Meps! 1o obecrieueHHI0 0€30IaCHOCTU CeTH. YA3BUMOCTH U CETEBble aTaku. Pa3zBenblBaTesbHbIE OK 1(;[1K IOI<’ 0
aTaky, Ataku pgoctyma, Otka3 B oOcmyxuBanuu (DoS-atakum). PesepBHoe kommpoBanue, OK 03:’ OK 0 4:’
O0OHOBJICHHE M yCTaHOBKA HCIIpaBlIeHUNA. MexceTeBble SKpaHbl. AyTCHTU(QHUKALNS, aBTOPU3aUs U OK 05.: OK 06'2
yuét. Brmrouenune nportokona SSH. OK 07., OK 09.
QdaiioBBIe CHCTEMBl MapLIPyTU3aTOPOB M KOMMYTAaTopoB. PesepBHoe KomMpoBaHHE U
BOCCTaHOBJICHHE C TIOMOIIBIO TEKCTOBBIX (paitnoB, mpotokosna TFTP, USB-nakonwuresns.
Bcerpoennsie ciry:x6b1 Mapmpytu3anuu. Ilommepikka OecnpoBOAHBIX TOAKIIOUYeHHA. Hactpoiika
BCTPOEHHOI'0 MaplIpyTH3aTopa
B ToM umcie npakKTHYeCKHX 3aHATHIA 32/32
IMpakTuueckoe 3ansatue 1. 2/2 K 1.1, TIK 1.2.,
CocraBieHue KapThl ceTH MIHTEPHET ¢ IIOMOIIBIO YTUIIUT «ping» U «traceroute» K 1.3,TIK 1.4,
IIpakTHYecKkoe 3aHsTHE 2. 4/4 IIK 1.5, TIK 1.6.,
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Co3znaHue npocToi ceTu:

- YCTAaHOBKA CeaHca KOHCOJIM C CETEBBIM 000pyI0BaHUEM TP MOMOIIHY porpammel Tera Term;
- CO3/IaHUE CETH;

- HACTpOHKa OCHOBHBIX ITAPaMEeTPOB KOMMYTaTOpa

IIpakTH4eckoe 3ansiTHe 3. 2/2
ITpocmoTp cereBoro Tpaduka ¢ nomomsio mporpammel Wireshark

IIpakTHyeckoe 3aHsTHE 4. 4/4
Uzyuenne Ethernet-rexHonoruii:

- npocMoTp MAC-agpecoB CeTEBBIX YCTPONCTB;

- m3ydenue kaapos Ethernet ¢ momomisio nporpammer Wireshark;

- mpocMoTp ARP ¢ momouisio nporpammel Wireshark, natepdeiicos komangHo# crpokn Windows;

- HCNONb30BaHKe HHTepderica KoMaHJHOH cTpokH ¢ Tabnunamu MAC-apecoB KOMMyTaTropa

IIpakTH4yeckoe 3aHsaTHE S. 4/4
IToaxiroueHre KOMIIBIOTEPOB K CETH C IIOMOILBI0 Kalenei 1 OecIpOBOJHbIX a/lallTePOB:

- OTPEJIENICHUE CETEBBIX YCTPONCTB U KAaHAJIOB CBA3H;

- 00KHMM CETEBOI0 Kadens;

- IPOCMOTP JIaHHBIX O OECIPOBOAHBIX M IPOBOJHBIX CETEBBIX aJanTepax.

IIpakTH4yeckoe 3aHsTHE 6. 4/4
N3ydeHnne TpaHCIOPTHOTO YPOBHS:

- HaOJIFOJICHUE 3a TIPOLIECCOM TPEXCTOPOHHEro «pykKomoxkatus» TCP ¢ MoMOoIIbi0 MPOrpaMMbl
Wireshark;

- n3yueHue 3axBayeHHbIX JaHHBIX DNS UDP ¢ momompto nporpammsl Wireshark;

- n3yuenue 3axBayeHHbIX naketoB FTP u TFTP ¢ nomonipio nporpammer Wireshark

IIpakTHyeckoe 3ansaTHe 7. 6/6
CermenTanus IP-cereii:

- U3y4EeHHE KAIbKYJIATOPOB MOACETEN;

- pacuét moxacereit [Pv4;

- pa3zienieHue ceTel ¢ pa3InuHbIMU TOIIOJIOTUAMH Ha MOJICETH;

- pa3paboTKa 1 BHEIPEHUE CXEMBI aJipecaliiy, pa3aenéHHon Ha noacetu [Pv4-cetu;

- pa3paboTKa 1 BHeIIpeHue cxeMsbl aapecaiu VLSM

IIpakTHyeckoe 3ansTHE 8. 6/6

IToctpoenue cetu:

- MPOCMOTP TaOIUI] MAPIIPYTH3AIMH y3JIOB;

- n3y4eHne (PU3NIECKUX XapaKTePUCTUK MapIIpyTH3aTOPA;

- CO3JJaHME CETH, COCTOSIIEH N3 KOMMYTAaTOpa U MapuIpyTH3aTopa;
- HACTPOIKa OCHOBHBIX MapaMeTPOB KOMMYTATOPa;

MK 1.7,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.
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| - HaCTpOﬁKa OCHOBHBIX MApPaMCTPOB MapIIpyTHU3aTOpa

CamocTrosiTetbHasi paboTa 00y4yarommxcs Npyu u3ydeHun pasgena 1 IIM 2

Cucremarndeckasi mpopadoTKa KOHCIIEKTOB 3aHATHH, yIeOHOUW U CIIeIHAaTLHON TEXHUIECKOU JTUTEPATYPHI.

KoncnextupoBanue TekcTa, paboTa cO CIOBapsIMU U CIIPaBOYHUKAMH, O3HAKOMJICHHE ¢ HOPMAaTUBHBIMH JOKYMEHTAaMHU.

[ToaroToBka K MpaKTHYECKUM 3aHITHSAM C UCIIOJIIB30BaHHEM METOJMUECKIX PEKOMEHAUH mpenogasartesns, opopMIcHHE

MPAKTHYECKUX paboT, OTYETOB M MOATOTOBKA K WX 3aIlUTe

KoncyabTanum 2

IIpomexyTounas arrecranus no M/IK.01.01 B popme nuddepeHnnpoBaHHOro 3a4eTa -

Pazpes 2. IIpuHIUNBI MAPIIPYTH3AIMH M KOMMYTAIHH 93/30

Tema 2.1 Bpenenue B Conep:xanue 2 K 1.1, TIK 1.2.,

KOMMYTHpYeMble ceTH O6benuuéHHEBIe ceTH. Mepapxus B KOMMYTHPYeMOH ceTH. Poib KOMMYTHPYEMBIX —CETeil. IK 1.4, TIK 1.5,
KommyTtupyemast cpema. JluHamudeckoe 3amonHeHue Tabiauuel MAC-agpecoB KoMMyTaropa. IK1.7,
MeTtoabpl mepecbUlkM Ha KoMMyTatope. KoMMyTamusi ¢ mMpoMeXyTOYHBIM XpaHeHueM. CKBO3Has (())II<< %17 (())If{ %29
kommyTarus. Kommyrannonssie nomensl. CHIDKEHHE TEPETPy30K CETH ” '

Tema 2.2 OcHOBHBIE Conep:xaHue 4 MK 1.1, IK 1.2,

KOHUENIMH ¥ HACTPOiiKa OcHOBHBIE KOHLENIWU ¥ HACTPOWKa KoMMyTauuu. [lepBoHauaibHas HacCTpOWKa KOMMYyTaTropa H IK'1.3., TIK 1.4.,

KOMMYTAaIUU BOCCTaHOBJIGHHE TIOCIIe CHUCTeMHOoro cbOosi. Hacrtpoiika moctyma piist 6a30BOro  yrmpaBiICHHS IK1.5, K 1.6.,
kommyTtatopoMm ¢ IPv4. JlymiekcHas cBsi3b. HacTpolika mOpTOoB KOMMYyTaTopa Ha (H3MYECKOM OK lgf IOZ<’ 0
ypoBHe. OYHKIIUA aBTOMAaTHIECKOTO onpenenaeHus tuna kademns (Auto-MDIX). [IpoBepka HacTpoek OK 0 4: OK 0 5:
nopta komMmyTtaTopa. [louck u yctpanenue npobiieM Ha YpOBHE AOCTYIA K CETH. OK 07., OK 09.
besomacHocTe  kKOMMyTaTopa.  3amMImEHHBINM  ymanéHHBIA  mocTtym.  Hactpoiika — SSH.
Pacnpoctpanénnpie yrpo3bl 0Oe3omacHOCTH: mepernonHenne Tabmuiel MAC-ampecoB, DHCP-
cny(uHr, HCHONb30BaHHE Yysa3BUMocTedl mnportokona CDP, Artaku Telnet m ap. Aymur u
NpPaKTUYECKUEe PpEKOMEHAau Mo obecneyeHnio Oe3omacHOCTH ceTu. besomacHocTs mopTa
kommyTtatopa. Orcnexxuanue DHCP cooOmienuii. @yHkius 0e30macHOCTH MOpTa. Buabl 3aIiuThl
MAC-anpecoB. Pexxumbl pearmpoBaHus Ha HapylieHue Oe3omacHocTd. IIpoBepka W HacTpoiika
noptoB. [IpoTokon cereBoro Bpemern (NTP)

Tema 2.3 BuptyanbHblie Coaepxanune 4 NnK 1.1, 11K 1.2,,

aokaabubie cetn (VLAN) | Bupryansssie nokansabie cetd (VLAN) — knaccupuKanus U OCHOBHBIE XapaKTEPUCTHKH. TpaHKH 1K 1.3, TIK 1.4.,
BUPTyaJIbHBIX ceTeil. KoHTpons mmpoxoBematensHbix noMeHOB B ceTssx VLAN. Termposanue IIK1.5., K 1.6.,
kagpos Ethernet ms upentudukanmu cetu VLAN. Ceru native VLAN u TerupoBanue craHaaprta OK EIIK IOL’ 0
802.1Q. TerupoBanne romocoBoii VLAN. Peannzanum BUpTyaabHOM JIOKAIBHOH ceTn. HazHaueHwme OK 03:’ OK 0 4"
noptoB cetssiMm VLAN. Hacrtpoiika TpaHKOBBIX KaHajioB. I[IpOoTOKOJ JHHAMHYECKOIO CO3JaHUS OK 05': OK 06::
TpankoBoro kaHana (DTP). Ilouck u ycrpaHeHne HEmoNaJAoK B BUPTYAIbHBIX JIOKAJbHBIX CETAX U OK 07., OK 09.

TpaHKOBBIX KaHaynax. IlpoOmembr c [P-agpecaumeit cetm VLAN. HecoBmageHusi pexumoB

TpaHkoBOH cBsi3u. [IpoekTupoBanme m obecmedenne OezomacHocTH VLAN: hopping, cmydwunr
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KOMMyTaTopa, araka ¢ JBoWHbIM TerupoBaHueM, Cerb PVLAN mnepumetpa. Ilpaktudeckue
PEKOMEHJIAIIMHK 10 IPOEKTUPOBAHUIO BUPTYAJIbHOMU JIOKAJIbHOM CETH

Tema 2.4 Konuenuus Coaepxanue MK 1.1, TIK 1.2,,
MapUIPYTH3aLUH HacTpoiika MapmpyTizatopa. MexaHH3MbI TI€peChUIKM MakeToB. IIOJKIIOYEeHHe M HACTPOMKA 1K' 1.3., 11K 1.4.,
ycTpoiicTB. CBETOOMOHBIE MHIMKATOpPBl HAa MapuipyTh3arope. AKTHBanMs U HacTpoiika [P- [IK 1.5, TIK L.6.,
anpecauuu. IIpoBepka CBSI3BHOCTH ceTel ¢ TMpsAMbIM MoAKIOUYeHHEeM. [IpoBepka HacTpoek o Klgf IOZ<’ 0
untTepderica. OuabTpalus BBIXOIHBIX JaHHBIX KoMaHA «show». KoMMmyTalus MakeToB MEXKIy OK 03:’ OK 0 4:’
ceTsimMu. OYHKIMA KOMMYTallUM MapuipytuszaTtopa. Mapuipytusamus nakeroB. OnpeneieHnue myTH. OK 05': OK 06.:
[Iponecc npuHATHS peLIeHus O MepechlIKe nakeToB. Beidbop ontuMansHoro mytu. [Ipotokonst RIP, OK 07., OK 09.
OSPF, EIGRP. Pacnpenenenne Harpy3ku. AIMUHUCTpUpOBaHUE paccTosaue (AD) W HameKHOCTD
MapupyTa. AHanu3 TaOJWI MapHIpyTH3alMd — WCTOYHUK JAaHHBIX, MPUHOUIB (OpMUpOBaHHE
BO3MOXXKHOCTU HACTPOMKH. 3aricH TaOIHIBI MapIIPYTH3ALNU ATl CETeH ¢ TIPSAMBIM MOIKIIOUEHUEM.
3amanne cTaTHIECKUX MapiipyToB. [IpoTokoIbl TnHAMUYeCKOH MapuipyTuzanun cetei [Pv4 u [Pvo
Tema 2.5 Conep:xanue MK 1.1, 11K 1.2.,
MapmpyTuzanust MexxIy [punnuner pabotsl Mmapmpytusanun Mexay VLAN. Hacrpoiika wmapmpyrtusanum Ha 0ase 1K 1.3, TIK 1.4.,
VLAN MapUIpyTHU3aTOPOB C HECKOJBKAMH  (QHU3MUECKUMU UHTepdelicaMu, ¢  HUCIOJIb30BaHUEM IIK 15, IK 16,
KOH(QUrypamuu  router-on-a-stick,  depe3  MHOTOypOBHEBBIH  KoMmMmyTartop.  IIpoGiemsr OK 1(;[1K IOI<’ 0
Mapmpytusanun - Mexay VLAN. Tlpoepka koHpurypamup KOMMyTaTopa M HAacTPOEK OK 03:’ OK 0 4:’
Mmapiipytuzaropa. Henomaaku B pabore unrepdeiica. Ommbku B [P-ampecax M Mackax IMOJCETH. OK 05': OK 06.:
Hacrtpoiika m pabora komMmyTanmuu Ha 3-M ypoBHe. Mapmpyrm3amus Mmexnay VLAN ugepes OK 07., OK 09.
BUPTYyalIbHbIE MHTEP(EHCH KOMMYTAaTOpa, MapUIpyTH3UpyeMble TTOpThl. Hemonmaaku B HacTpoikax
KOMMyTaTopa 3-ro ypoBHs
Tema 2.6 CtaTnueckas Conepxanue MK 1.1.,IIK 1.2.,
MAapIIPyTH3AMS [penMymiecTBa M 3aJaud  CTATHYECKOH MapIIPyTH3ald. THIBI CTATHYECKMX MApPIIPYTOB: HK 1.3, TIK 1.4.,
CTaHJIAPTHBIN, TI0O YMOJIYaHUIO, CYMMapHbIW, IaBaroniui. HacTpoiika craTMuecKkux MaplipyToB [IK 1.5, TIK L.6.,
IPv4 u IPv6. Komanga «ip route». MapumpyT cienyromero nepexoga. Hanpsamyro moakmo4EHHBINA OK EIIK IOL’ 0
cTaTuueckuil MapupyT. IlodHOCTBIO 3amaHHBIN cTaTHUecKkuid MapmpyT. HacTpoiika ctatndyeckoro OK 03:’ OK 0 4:’
Mapuipyta no ymondaHuto. KiaccoBasi anpecanusi. KiaccoBele macku mojaceTu. beckiiaccoBas OK 05.: OK 06.:
MmexxgoMeHHnass Mmapmpyrtuzanus CIDR. OObenunenue mapmpytoB. OpraHuzanus CynepceTei. OK 07., OK 09.
Ucnonp3oBanne Macok moncetu ¢ukcupoBanHoi JmHbl (FLSM). Macka monacetn nepeMeHHON
mmabl (VLSM). Hactpolika cymMMapHBIX W IJIaBAIOMIMX CTaTHYECKWX MapmipyToB. Pacuér
cymmapHoro mapmipyra. OOwneamHeHue ceTeBbix aapecoB IPv4 m IPv6. ITlomck m ycTpaneHwme
HETOJIaZIOK B HACTPOMKAX CTATHYECKOTO MapUIpyTa M MapuIpyTa 1Mo YMOTYaHHUIO
Tema 2.7 JIunamudeckas Conep:xanue MK 1.1.,IIK 1.2.,
MAapIIPyTH3AMS IIpOTOKONBI MHAMHMYECKOH MApIIPYyTH3AIMM — HA3HAYEHHWe, NPHHIMIBI PAOGOTHl M HCTOPHS gi }gsgﬁ }2’

pasButusi. CpaBHeHHME [WHAMHYECKOHW W cTaTWYecKod wMapuipytu3anud. [IpuHImne paGoTsl
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MNPOTOKOJIOB MapIIPYTH3alUH: MyCK Iocie BKIo4eHus nuTaHusi, CereBoe oOHapyxeHue, OOMeH
JTaHHBIMH ~ Mapmpytusanuy, OOecreueHne  cxogumocTH.  Kilaccmdukamus — IpOTOKOJIOB
Mapmpytu3anui. Ilporokonsr IGP u EGP. JlucrannnonHo-BekTOpHBIE TpoTokoibl RIP, IGRP.
[IpoTokonel MapmpyTuzanuu no cocrosiauto kaHana OSPF u IS-IS. Knaccosble u GeckiaccoBbie
MPOTOKOJIBI MapIIPyTH3aLUU. XapaKTEPUCTUKN U METPUKH NTPOTOKOJIOB.

JuHamuueckasi AMCTAHLMOHHO-BEKTOPHAs MapIIpyTH3anys. JJMCTaHIMOHHO-BEKTOPHBIH aJrOPUTM.
MexaHHu3MBl OTIIPaBKM W TOJMYYEHMs JAaHHBIX MapLIpyTH3allM{, pacuéTa ONTHUMAJBHBIX IMyTeH U
Jo0aBleHHs MapUIpyTOB B TaONWIy MapLIpyTH3alMM, OOHApPYXKEHUS U pearupoBaHHs Ha
u3MeHeHuss B Tomosiormu. Hacrtpoiika mnpotokona RIP: Bxmtouenune RIPv2, ortxmodenme
aBTOMATHYECKOT0 OOBEIMHCHMS, HACTPOWKA IACCHUBHBIX MHTEpQeicoB, Neperada Mapuipyra Io
ymondaHuio no cetu. Hacrtpoiika mpotokona RIPng. Ilpomecc mapmpyTusanuy IO COCTOSIHHUIO
kaHana. Hello nporokos. maker coctosiaust kanana (LSP). JlapuHHas pacchuIka MaKETOB COCTOSTHUS
KaHaja. JlaBUHHAA pacchbulKa MakeTOB COCTOAHWS KaHama. Co3maHue JepeBa KpaTdallinx IyTeu
SPF. JloGaBnenne wmapmpyroB OSPF B Tabnuumy wmapmpyrtusanuu. HenoctaTku NpOTOKOIJIOB
MapUIpyTH3allMd 10 COCTOSHHUIO KaHana. TaOimuia MapupyTu3anud. 3amucd C  MPsIMBIM
MOJKIIOYCHHEM W YAan€HHOH ceTu. JMHamuuecku mojydaemble Mapiipytel 1Pv4/6. Ilporecc
IIOMCKA MapuIpyTa

MK 1.7,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.8 OSPF aas ogHoi
o0gacTu

Conep:xanue

CemeiictBo mpotokonoB OSPF. Xapakrtepuctuku, mpuHUUNBI padoTel ¥ KommoHeHTsl OSPF.
Ocob6ennoctu OSPF mns ogHOM M HECKONMBKUX obyacTeit. MaructpanpHas o6yacts. HKaNCymsmus
coobmenuii OSPF. Tuner makeroB OSPF: maker mpuBerctBus (hello), maker omnmcanust 6a3bl
nmanaeix (DBD), maker 3ampoca coctosiHus kaHana (LSR), maker oOHOBJIEHHSI COCTOSHUS KaHaya
(LSU). maker moxarBepkacHust coctostHus kaHana (LSAck). OOHOBICHHS COCTOSHHUS KaHaia.
Pa6oune cocrosaus OSPF. Beinenennsiit (DR) u pe3epBHBINA BRICICHABIH MapipyTtr3aTop (BDR).
Cunxponmzanust 06a3 pganabix OSPF. Hactpoiika OSPFv2 nmns omgHolt oOmactu. Pexum
KoHQUrypauun uaeHTH(UKaTOpsl MapuipytusaTopa. HMcnonb3oBanue wuHTepdeiica loopback.
Brutouenne OSPF na wHTepdeiicax. Illabnmonnas macka. Komanma «network». Hacrtpoiika
naccuBHbBIX HHTep(ericoB. @opmyna pacuéra merpuku croumoctd OSPF. Hactpolika 3navenuit
NPOIYCKHON crocobHocTH MHTepdeiica. IIpoBepka coceaHUX yCTpOICTB, HACTPOEK IMPOTOKOIIA,
JaHHBIX npouecca u apyrux xapaktepuctuk OSPF. CpaBuenne OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tomosnorus cetm OSPFv3. Hactpoiika uaeHtudukaropa mapupyruszatopa OSPFv3.
Bxnrouenne OSPFv3 na nnTepdeticax

K 1.1, IIK 1.2.,
K 1.3, IIK 1.4,
K 1.5, 1K 1.6.,
K 1.7,
OK 01.,0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.9 Cnucku
KOHTpoJis foctyna (ACL)

Conep:xanue

Cruckn kouTponst goctyna (ACL). Ilpunmun padotsr ACLcnuckoB. Tunsr ACL-crimckoB Cisco
s IPv4. TlpucBamBanme HoMepoB W mMEH ACL-cruckam. Pacuér mabmonnoit macku B ACL-
criuckax. Pexomennaruu mo coznanuio u pazmenienuto ACL-criuckoB. Pa3mennienne cranaapTHBIX U

K 1.1, IIK 1.2.,
MK 1.3, 11K 1.4,,
K 1.5, IIK 1.6.,
1K 1.7,
OK01., 0K 02,
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pacmmpenHbix ACL-crinckoB. Hactpolika ctannaptaoro ACL-cnimcka. [IpuMeHeHue cTaHgapTHBIX OK 03., OK 04.,
ACL-cnuckoB Ha uHTepdeiicax. Kommentapun k ACL-criuckam. IlpoBepka M penakTUPOBAHUE OK 05., OK 06.,
crangapTHeIX HyMepoBaHHBIX ACLcnuckoB. ACL-cratuctuka. 3ammura moptoB VIY ¢ IOMOIIBIO OK 07., OK 09.
crannaptHoro ACL-cincka IPv4. CtpykTtypa n HacTpoiika pacmupeHHbix ACL-ciimckoB ans [Pv4.
OunbTpanus Tpaduka ¢ UCIOIb30BaHUuEM paciupeHHbIx ACL-cnuckoB.
ITouck m ycrpanenue Hemomamnok ACL-cimckoB. Pacmpoctpanénubie ommbOku ACL-crickos.
Cpasuenne ACL-ciuckoB i IPv4 u [Pv6. Hactpoiika n nposepka ACL-cniuckoB ans IPv6
Tema 2.10 IpoTokon Conep:xanue 4 K 1.1, TIK 1.2.,
DHCP [Ipotokon DHCP. DHCPv4: 6a3oBas onepauus, ¢opmar cooOmieHuid, cooOmeHns 0OHapyKeHUs U MK 1.3, TIK 1.4.,
npemtoxkennsi. Hactpoiika, mpoBepka u perpancisausa npoctoro DHCPv4-cepsepa. Hactpoiika [K 1.5, IIK 1.6,
MapupyTtuzatopa B kauectBe DHCPv4-knuenta. Hactpoiika mapmpytusatopa kmacca SOHO. OK EIIK IOL’ 0
Ilouck wm yctpanenme Hemonazok B pabore mapmpyruzatopa DHCPv4. Ilporokon DHCPvo6. OK 03" OK 0 4"
ABTOMaTHueckasi HacTporka azapeca 0e3 orcimexuBanus coctosaus (SLAAC). Ilpuntun paboTs OK 05:: OK 06:
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnexusanus cocrosinus. IIpoueccer DHCPv6. Hacrpolika OK 07., OK 09.
MapupyTtusatopa B kadectBe DHCPv6-cepsepa m DHCPv6-knuenrta. Ilonck um ycrtpaHeHue
Hemnouanok B pabore DHCPv6
Tema 2.11 Conep:xanue 4 MK 1.1, IK 1.2,
Ipeodpasosanue ceTeBbIx | [IpeobpazoBanne ceTeBhIX aapecoB IPv4. KonmenTyanpHoe mpeobpa3oBaHHE CETEBHIX aipecoB IK'1.3., TIK 1.4.,
agpecos IPv4 (NAT). Tepmunonorus u mnpunHuunbsl pabotel NAT. IlpoctpanctBo wactHbix [Pv4-ampecos. IK1.5, K 1.6.,
Cratnueckoe W JIWHAMHYECKOe TMpeoOpasoBanue ceTeBbiX aapecoB (NAT). IlpeoOpazoBanme OK lgf IOZ<’ 0
anpecoB moptoB (PAT). CpaBuenne NAT u PAT. IlpenmymectBa u Hegocratku NAT. Anamus OK 03" OK 0 4"
cratnueckoro mnpeodpasoBanus NAT. Ilpunnun paboter gunammueckoro NAT Hacrtpoiika u OK 05:: OK 06::
npoepka NAT, PAT. Ilepeanpecarus nopros. Hactpoiika NAT u npotokosna IPv6. OK 07., OK 09.
ITouck u ycTpanenne Heronanok B padore NAT
B ToM umnciie NpakKTHYeCKUX 3aHATHH 30/30
IMpakTuueckoe 3ansaTue 1. 2/2 K 1.1, TIK 1.2.,
Hacrpoiika kommyTaTtopa: 1K 1.3, 11K 1.4.,
- 6a30Bas HACTPOMKa KOMMYTaTOPa; [K 1.5, IIK 1.6,
- HACTpOHKa MapaMeTpoB 0e30MaCHOCTH KOMMYTaTopa K 1.7,
IIpakTH4eckoe 3ansiTHE 2. 2/2 85 8;: 8§ 8421:
Hacrpoiika 6e30macHOCTH KOMMYyTaTOpa: OK 05.. OK 06.,
- HacTpo¥ika nporokona SSH; OK 07., OK 09.
- HacTpoiika ¢pyHkuun Switch Port Security;
- IOUCK U YCTPaHEHHUE HETOIAZ0K B CHCTEME 0€30I1aCHOCTH MOPTOB KOMMYTAaTOPa;
- 0Tpa0OTKa KOMIIJIEKCHBIX IPAKTHYECKUX HABBIKOB
IIpakTHyeckoe 3ansitue 3. 2/2 INnK1.1,1IK 1.2,
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Kondurypauus cereit VLAN:

- koH(purypanus ceteit VLAN u TpaHKOBBIX KaHAJIOB;

- TIOWCK W YCTPAaHEHHE HETONaI0K B KoHurypanun VLAN;

- peanu3auus cucteMbl OezonacHocT ceTd VLAN;

- peanm3anus cereil VLAN a5 cerMeHTauuu ceTel npeAnpusTHIE MaJIOTo U cpeTHero Ou3Heca

IIpakTHyeckoe 3ansiTue 4.

HacTtpoiika Mapuipytuzaropa:

- HCITIOJIb30BaHUE KOMaHJIBI traceroute /it OOHApy>KEHUS CETH;
- TOKyMEHTHPOBAHHE CETH;

- HacTpoiika untepdeiicos IPv4 u IPv6;

- HaCTpOMKa U MpoBepKa HEOOIIBIION CeTH;

- HCCJICIOBAaHNE MaPIIPYTOB C MPSMBIM MOIKIIIOUYEHHUEM

2/2

IIpakTu4yeckoe 3ansitue 5.

HacTtpoiika MapuipyTusaluu:

- COCTaBJIEHUE CXeMBI ceTH VIHTepHET;

- HacTpoiika 0a30BBIX MAPaMETPOB MapIIPyTH3ATOPa C IIOMOIIBIO HHTepdeiica KOMaHIHON CTPOKH
(CLI) cucremsi Cisco 10S;

- HacTpoiKka 6a30BBIX ApaMETPOB MapuIpyTuzaropa ¢ nomouipio CCP

2/2

IIpakTH4eckoe 3aHsITHE 6.

Mapmpyruzanus Mexay VLAN:

- HacTpoitka MapmpyTu3anuu Mmexay VLAN misa kaxmoro nuaTepdeiica;

- HacTpolka Mapuipytu3anuu Mexay VLAN Ha ocHoBe cTangaprta 802.1Q 1 TpaHKOBOTO KaHaja;
- IOUCK U YCTPaAHEHHE HEMOJIaJIOK B MapIIpyTU3aluu Mex 1y ceTaMu VLAN

2/2

IIpakTuyeckoe 3ansitue 7.

Hactpoiika cratnyeckoil MappyTH3aLUu:

- HacCTpoHKa craTuueckux MapmpytoB [Pv4/IPv6 o ymonuanuio;

- pa3paboTKa U peanu3anus cxeMsl aapecanun [Pv4 ¢ ncronp3oBanuem VLSM;
- pacu€T cyMMapHBIX MapmpyToB [Pv4 u IPv6;

- TIONCK M YCTPaHEHHE HEMOoJaAoK cTaThuecKux MapupyTos [Pv4 u IPv6

2/2

IIpakTH4eckoe 3ansiTHE 8.

HacTtpoiika quHaMu4ecKoi MapIipyTU3aluu:

- HCCJIEI0OBaHUE CXOAUMOCTH;

- CpaBHEHHE METO/IOB BbIOOpa myTH B mpoTokonax RIP

2/2

K 1.3, IIK 1.4,
K 1.5, IIK 1.6.,
K 1.7,

OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTnyeckoe 3ansiTue 9.
Hacrpoiika mporokonoB OSPF:
- HacTpoiika 6azoBoro npotokona OSPFv2 nns ogHol oGnacTu;

2/2

MK 1.1,IK 1.2,
MK 1.3, IIK 1.4,,
K 1.5, IIK 1.6.,
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- 6a3oBas HacTpoiika mpotokoiaa OSPFv3 mist omHO# obmacTw.
Hacrpoiika mporokonoB RIPv2 u RIPng

IIpakTudeckoe 3ausitue 10.

UzyueHne MmexaHu3MOB pabOTHI CO CITUCKAMU KOHTPOJIS IOCTYTIA!

- HarJsiHOE TpeacTaBieHue padotel ACL-crincka;

- HacTpoiika crangapTHEIX ACL-CIHCKOB;

- HaCTpOiKa cTaHAapTHRIX UMEeHOBAaHHBIX A CL-CITHCKOB;

- Hactpoitka ACL-criucka i nuauid VTY;

- HacTpolika pacupeHHbIX ACL-CIIHCKOB U pa3nuyHbIX ClIEHAPUEB;
- MIOMCK M yCTpaHeHHe Hemojiaaok B pabore ACL-cnuckoB;

- HacTporika ACL-cniuckos IPv6;

- 0TpabOTKa KOMIUICKCHBIX IPAKTHYECKUX HABBIKOB

2/2

IIpakTuyeckoe 3anusitue 11.

Hacrpoiika ACL-CriucKOB:

- HacTpoMKa U npoBepka cTanaapTHeIX ACL-criuckoB;

- HaCTpoiika u npoBepka orpannyeHuid VIY;

- HaCcTpoiika 1 mpoBepka pacmupeHHbIX ACL-CITHCKOB;

- IOUCK W YCTpaHEHHUE HEMNONaZoK B HacTpoiike u pazmemieHnd ACL-criuckos;
- HacTporika u npoepka ACL-criuckoB ais IPv6

2/2

IIpakTuyeckoe 3anusitue 12.

Nzyuenne nporokosoB DHCP:

- 6a3oBas Hactpoiika DHCPv4 na mapmipytusarope;

- 6azoBas Hactpoitka DHCPv4 Ha xomMmMyTartope;

- TIOWCK | YCTpaHEHHE Hemonanok B pabore DHCPv4;

- HacTpotika cepBepa DHCPv6 6e3 oTcie:kuBaHusl COCTOSIHUS U C OTCIIC)KUBAHUEM COCTOSIHUS;
- IONCK U yCTpaHeHue Henonajok B pabore DHCPv6

2/2

IIpakTuyeckoe 3ausitue 13.

Nzyuenune nporokosra DHCP:

- HacTpoiika npotokoia DHCP ¢ momomsto komang Cisco 10S;
- 0TpabOTKa KOMILJICKCHBIX MPAKTHYECKUX HABLIKOB

2/2

MK 1.7,
OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTuyeckoe 3anusitue 14.

[IpeobpazoBaHye CETEBBIX aIPECOB:

- n3ydeHue npuHnumna padotsl NAT;

- HACTpOIKa cTaTU4eCcKOro u JuHamuieckoro NAT;

- peanusanus CTaTH4ecKoro u fuHamuyeckoro NAT;

- HACTpOHKa Iepeapecanyy MopToB Ha Mapuipytuzarope Linksys;

2/2

MK 1.1,IK 1.2,

MK 1.3, IIK 1.4,,

K 1.5, IIK 1.6.,
1K 1.7,

OK 01.,0K 02.,

OK 03., OK 04.,
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- IPOBEPKa, MIOMCK U YCTpaHEHUE Henodaaok koHpurypauuiit NAT;

OK 05., OK 06.,

- 0TpabOTKa KOMILUICKCHBIX IIPAKTHYECKHX HABBIKOB OK 07., OK 09.
IIpakTnyeckoe 3ansarue 15. 2/2
Uzyuenne padotsl c NAT u PAT:
- HACTpOIKa JTUHAMUYECKOr0 U cTatudeckoro NAT;
- HacTpoiika NAT-nyna ¢ neperpyskoi u PAT;
- TIONCK W YCTPAaHECHHE Hemonanok Koudurypanmii NAT
CamocTrosiTetbHasi paboTa 00y4yarommxcs Npyu u3ydeHun pasgena 1 IIM 7
CucremaTnyeckas mpopaboTKa KOHCIIEKTOB 3aHSATHH, YUeOHOH U crienuaabHON TEXHUUECKOH JTUTEPaTyphI.
KoncnextupoBanme tekcra, paboTa co cI0BapsIMHU U CIIPAaBOYHUKAMH, O3HAKOMJICHHE C HOPMATUBHBIMH JJOKYMEHTaMH, y4eOHO-
ucclie1oBaTeNnbekas paboTa Ipy caMoM IIUPOKOM Ucrionb3oBanu MuTepHera u apyrux [T-texHonoruit.
[IpoexTHbIe hopMBI pabOTHI, IOATOTOBKA COOOLICHNH K BBICTYIJICHUIO HA CEMUHApPaX U KOH(PEPEHIMAX; MOrOTOBKa pedepaTos,
JTOKJIaJIOB.
[ToaroroBka K MpaKTHYECKUM 3aHITHSAM C HCIIOJIb30BAHUEM METOJAMYECKUX PEKOMEHIAINN TIperiofaBaTess, opopmieHne
NPaKTHIECKUX PadOT, OTYETOB U MOATOTOBKA K UX 3aIlIUTE.
Koncynbranuu 2
IIpomexxyTounas arrecramusi mo MJIK.01.01 B popme s3x3ameHna 6
Paznen IIM 2. Opranu3anusi, IPUHIMIBI NOCTPOEHUsI M (PYHKIMOHUPOBAHNS KOMIIbIOTEPHBIX ceTeil 209/112
MJIK.01.02 Opranusanysi, NPUHIUIBI IOCTPOCHUS U (PYHKIIMOHMPOBAHUSI KOMIIBIOTEPHBIX ceTeil 209 /112
Pazpes 1. Mapmpyrusanusi 1 koMmyTanus. MaciradupoBaHue cerei 99 /50
Tema 1.1. BBenenne B Copep:xaHue 4 MK 1.1, IK 1.2,
mMaciiTadupoBanme ceTeil | Peammsarms mpoekTa ceTH. IIpoekT mepapxudeckodl ceTH. Pacmmpenme ceTH. BbIGop ceTeBBIX IK'1.3., TIK 1.4.,
ycrpoiictB. KoMmmyTanmonHoe o6opynoBanue. MapupyTu3aTopsl. Y IpaBisIONINe yCTpoiicTBa IIK1.5., K 1.6.,
Tema 1.2. U30bITOYHOCTD Coaepxanune 6 OK 1(;[1K IOZ{ 0
LAN [Tonsatusa nporoxona spanning-tree. [Ipeana3nauenue nporokosna spanning-tree. [IpuHIMI pa6OT.I>I OK 05': OK 07.:
STP. Tunsr npotokonoB STP. Hactpoiika nmportokona STP. Hactpoiika PVST+. Hactpoiika Rapid OK 09.
PVST+. [Ipobaemsr HacTpoiiku STP
Tema 1.3. ArperupoBanue | Cogepxxanue 6 NnK 1.1, 11K 1.2,,
KaHAJIO0B OcCHOBHBIE TIOHATHSl arperupoBaHHs KaHaloB. ArperupoBaHue KaHayioB. llpuHuum paboTbI NK'1.3., TIK 1.4.,
EtherChannel. Hactpoiika arperupoBanus kanajiaoB. Hacrpoiika EtherChannel. [IpoBepka, mouck u [K 1.5, IIK 1.6,
ycrpaneHue Hernosanok B pabote EtherChannel OK EIIK IOL’ 0
Tema 1.4. BecnpoBoanbie Copep:xaHue 8 OK 03:: OK 0 4’
JIOKAJIbHbIE CETH Konnenmuu 6ecripoBoiHO# cBsi3u. BBeneHue B 6ecripoBoiHyI0 cBsi3b. KommoneHTsl ceteit WLAN. OK 05., OK 06.,
Tononoruu cereit WLAN 802.11. ITpuHIMIBI paboThl 0€CIIPOBOIHON JIOKATBEHOHN ceTH. CTpyKTypa OK 07., OK 09.

kagpa 802.11. ®yHKIMOHNpOBaHUE OECHPOBOAHON CBS3U. YmpaBieHHE KaHajdamu. be3omacHocTh
OeCIPOBOTHBIX JTOKAIBHBIX ceTed. Yrpossl uist cetelt WLAN. O6ecnieuenne 6e3omacHoct WLAN,
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Hactpoiika OecrpoBOAHBIX JOKaNBHBIX ceTed. Hactpolika OecnpoBOIHOTO MapIIpyTHU3aTOopa.
Hactpoiika 6ecipoBOoIHBIX KIHEHTOB. I10WCK U ycTpaHeHNe Hemoaaa0K B padote ceteit WLAN

Tema 1.5. Hactpoiika u Coaepxanue 10 MK 1.1, TIK 1.2,,
yCTpaHeHHe HemoJaaa0K B | Paciupennsie mapamerpsl npotokona OSPF mis omHO#t o6mactn. MapmipyTHsamus Ha YPOBHSX IIK'1.3., TIK 1.4.,
padore OSPF s onHoi pacnpenenenus u aapa. OSPF B ceTsax ¢ MHOXKeCTBEHHBIM JOCTYNOM. PacnipocTpaneHne Mapuipyra IK1.5, K 1.6.,
obJacTu mo ymondanuio. Tounas Hactpoiika uatepdeiicor OSPF. 3amura OSPF. YcTpanenne Hemonaamok OK lgf IOZ<’ 0
peamm3anuu  mipotokora OSPF st omuo# o6mactu. CoOCTaBIsIOMKAE TPOIETYyphl TIOWCKA | OK 03:: OK 0 4:
ycTpaneHus Heronanok B pabore OSPF anst omHol obOmactu. Ilonck u ycTpaHeHHe HEMONAJOK B OK 05., OK 06.,
mapipytuzaimu OSPFv2 nns omnoit obnactu. Ilouck u ycrpanenue nemnonanok B OSPFv3 mns OK 07., OK 09.
0JIHOH o0JslacTu
Tema 1.6. OSPF nns Conep:xanue 7
HEeCKOJILKHX 00J1acTel [punnun padoter OSPF mis Heckonbkux obnacrei. Haznauenue OSPF s Heckonbkux o0iacTei.
[punnun padotsel naketoB LSA B OSPF nns Heckonpkux obnacteil. Tabnuia MapmpyTu3auuu 1
turiel MapmipyToB OSPF. Hactpoiika OSPF nmns meckompkux obmacreir. Hactpoitka OSPF mms
HecKoJbkux oOmacteil. OO0venunenne MmapuipyroB OSPF. IIposepka OSPF nans HeckombKHX
oOnacreii
B ToM umnciie NpakTHYeCKUX 3aHATHH 50 /50
[pakTnyeckoe 3ansitue 1. 2/2 MK 1.1, IK 1.2,
Pa3BepThIBAHHE KOMMYTHPYEMOM CETH C Pe3ePBHBIMU KaHATIAMH. 1K 1.3, 11K 1.4.,
IIpakTH4eckoe 3ansITHE 2. 4/4 IIK1.5., K 1.6.,
Hactpoiika PVST, PortFast u BPDU Guard K 1.7,
OK 01.,0K 02.,
IIpakTnyeckoe 3ansiTue 3. 2/2 OK 03.. OK 04.,
Hactpoiika npotokona GLBP OK 05., OK 06.,
IIpakTuyeckoe 3ansitue 4. 4/4 OK 07., OK 09.
Onpe/ieieHre THITOBBIX OIIMO0K KoHpurypammu STP
IIpakTU4eckoe 3ansiTHE 5. 4/4
Hactpotiika EtherChannel
IIpakTH4eckoe 3aHsITHE 6. 2/2
ITouck u ycrpaneHue Hemnojanok B padore EtherChannel
IIpakTu4eckoe 3ansiTue 7. 4/4
ArperupoBaHue KaHaJOB
IIpakTH4eckoe 3ansiTHE 8. 4/4
Hactpoiika 6ecipoBOJHOTO MapIIpyTH3aTOpa U KIUCHTA
IIpakTHyeckoe 3ansiTue 9. 4/4
Hactpotiika 6a3oBoro npotokomna OSPFv2 ans ogHoii obsactu
IIpakTnyeckoe 3ansitue 10. 4/4
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Hactpoiika OSPFv2 B ceT MHOXECTBEHHOTO AOCTYyMa

IIpakTyeckoe 3ansatue 11. 2/2
Hactpoiika pacimmpensix Gyakimit OSPFv2
IIpakTnyeckoe 3ansatue 12. 2/2
[ownck u ycrpanenue Henonagok B pabore OSPF
IIpakT4eckoe 3ansatue 13. 2/2
ITouck u ycTpaHeHHEe HEIOIAIoK B paboTe 0CHOBHBIX ITpoToKooB OSPFV2 n OSPFvV3 mns omHo#
obnactu
IIpakTH4eckoe 3ansatue 14. 2/2
ITouck u ycTpaHeHHE HETTOJIA0K B paboTe YCOBEPIICHCTBOBAHHOTO TTpoTokoima OSPFV2 st ogHOM
obnactu
IIpakTH4eckoe 3ansatue 15. 2/2
Hactpoiika OSPFv2 anst HeckonbKux obsacTei
IIpakTuyeckoe 3ausitue 16. 2/2
Hactpoiika OSPFv3 miis HeCKOIbKHX 001acTei
IIpakTnyeckoe 3ansatue 17. 4/4
ITouck u ycrpanenne Henonaiok B pabore OSPFv2 u OSPFv3 miis Heckonbkux obnacteit
CamocTosiTesibHas padoTa o0y4yanuxcs nNpu udydeHun pasaenia 2 [IM 6
Cucremarndeckas mpopadoTKa KOHCIIEKTOB 3aHATHH, yIeOHOUW U CIIeIaTbHON TEXHUIECKOU JTUTEPATYPHI.
KoncnektupoBanue Tekcra, padboTa co CJIOBapsSMH U CIPABOYHUKAMH, O3HAKOMJICHHE C HOPMATUBHBIMY JJOKYMEHTaMH, y4eOHO-
HCCIIeI0BaTEILCKAs padoTa IIpH caMOM IITMPOKOM HCTIONb30BaHuu MHTEepHETa U pyrux [T-TexHoI0THiA.
[IpoekTHBIE (hOpMBI pabOTHI, TOJTOTOBKA COOOIICHUH K BBHICTYIICHHIO HA CEMHHApaX U KOH(PEPEHIIHSX; ITOJITOTOBKA pedepaTos,
JOKJIa/I0B.
[ToaroToBKA K MPAKTHUYECKUM 3aHATHIM C UCTIOIH30BAHUEM METOAMUECKUX PEKOMEH ATV MTPEToaaBaTes, 0popMIICHUS
MPAKTHYECKUX paboT, OTYETOB M MOATOTOBKA K WX 3aIlUTE.
KoucyabTanuu 2
Pasnen 2. CoequHeHue ceTei 110/ 62
Tema 2.1. lloakiawouenue k | Cogep:kanue 4 K 1.1, TIK 1.2.,
rJ100a/1bHOli ceTH O630p TeXHOJNOTHI II00anbHOH ceTH. llenb co3maHus TrI0OaNbHEIX ceTeif. IIpHHIUN paGoOTHI IK 1.3, 1IK 1.4.,
rnobanpHOM ceTh. BpIOOp TexHOJOTMH TI00ampHOM ceTH. CepBHCH TJIOOATHHOW CETH. [IK 1.5, TIK L.6.,
WubpacTpyKTyphl YacTHBIX TIOOANBHBIX cered. MHDpacTpykTypa 00menocTymHol Tio0anbHON OK 1(;11K 101( 0
ceTr. Be1O0Op cepBUCOB II100aIbHOM CeTH OK 03.: OK 0 4':
Tema 2.2. CoennHenne Conep:xanue 6 OK 05., OK 06.,
«TOYKA-TOYKA» O0630p TOCTETOBATENBHOTO COESAMHEHNS «TOYKA-TOYKa». CBS3b MO TOCIIENOBATEIFHOMY KaHaIy. OK 07., OK 09.

Wnkancymnsauus HDLC. punnun padots! npotokona PPP. TIpeumymiectsa npotokona PPP. LCP u
NCP. Ceancol PPP. Hactpoiika nporokona PPP. Hactpoiika nporokona PPP. Ayrentuduxanms
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PPP. Otnanka coenuuenuin WAN. Otnanka PPP

Tema 2.3. Pemenust Conep:xanne 6 NK 1.1, 1K 1.2,
HIMPOKOII0JIOCHOTO VnanéuHas pabora. IlpemMymectBa ynanéHHOH paGoTel. Bu3Hec-TpeGOBaHMSA ans yZanSHHBIX IIK'1.3., TIK 1.4.,
J0CTyna pabotHukoB. CpaBHEHHE pEIICHUH IMHPOKOIoocHoro moctyma. Kabems. DSL. becnpoBomHbie IK1.5., MK 1.6.,
HIMPOKOTIOJIOCHBIE CeTH. BBIOOp penieHnii mupoKonoIocHoro noctymna. Hactpolika moaxmoyeHni OK l(;IIK 101( 0
xDSL. O630p PPPoE. Hactpotika PPPoE OK 03:’ OK 0 4:’
Tema 2.4. 3amura Conep:kanue 6 OK 05.: OK 06.:
MeR(pUInaNbHON CBI3U Cetr VPN. OcuoBol cereti VPN. Tumsr ceteit VPN. Tynnenn GRE mexny oobekTamu. OCHOBBI OK 07., OK 09.
GRE. Hacrpoiika Tynaeneir GRE. O6ume cBeaenust 06 IPsec. 3ammra nporokona IP. Ctpykrypa
nporokona IPsec. Ymanéumeiii moctym. Pemrenms VPN mns ymanénnoro mocryma. Cetm VPN
yJadEHHOTO JIOCTYMAa C UCI0JIb30BaHueM [Psec
Tema 2.5. MoHUTOpPHHT Conep:xanne 6 HK 1.1, IIK 1.2,
Cern Syslog. Ilpunnun paboter Syslog. Hactpoiika Syslog. SNMP. Ilpunuun pabotsr SNMP. NK1.3., TIK 1.4.,
Hactpoiika SNMP. NetFlow. ITpuniun padotsl NetFlow. Hactpotika NetFlow. IIposepka mozeneit [K 1.5, IIK 1.6,
TpaguKa OK l(}f( 1(')1502
Tema 2.6. OT;1aaKa ceTH Conep:xanue 6 OK 03:: OK 0 4:
[lonck m ycrpaHeHHe HEMOJAIOK C HCHOJIB30BAHHMEM CHCTEMHOrO Moaxoia. JlokymeHTamus 1o OK 05., OK 06.,
cetn. llpomenypa momcka u ycTpaHeHUS HemojanoK. M3omamus mnpoOieMbl C MOMOIIBIO OK 07., OK 09.
MHOTOYpOBHEBbIX Mogenei. Ortmanka cern. CpeAcTBa TMOWCKAa W YCTPAHEHHS HETONAJIOK.
CHMNTOMBI M IPUYMHBI OTNAAKH ceTH. IIOMCK 1 ycTpaHeHre HemoaloK cBs3u B ceTsix IP
B ToM ynciie NpaKTHYECKUX 3aHATHI 32/32
[pakTnyeckoe 3ansitue 1. 2/2 MK 1.1, IK 1.2,
Hacrpoiika 6azoBoro PPP ¢ ayrenrudukanmeit K 1.3, TIK 1.4.,
IIpakTH4eckoe 3ansITHE 2. 2/2 IIK1.5, K 1.6.,
Ortnanka 6a3oBoro PPP ¢ ayrentudukanuei OK EIIK IOL’ 0
IIpakTHyeckoe 3ansiTue 3. 2/2 OK 03:: OK 04::
IIposepxka 6a3zoBoro PPP ¢ ayrenTndukarmeit OK 05., OK 06.,
IIpakTuyeckoe 3ansiTue 4. 4/4 OK 07., OK 09.
Hactpoiika mapmpytusaropa B kadectse kinueHta PPPoE nnsg nmonkmouenns DSL
IIpakTU4eckoe 3ansiTHE 5. 4/4
Hacrpoiika tyaaens VPN GRE o cxeme «Todka-TodKay
IIpakTH4eckoe 3aHsITHE 6. 2/2
Pa3paboTka TeXHHYECKOTr0 00CTy)KHBaHHsI CETH
IIpakTu4eckoe 3ansiTue 7. 4/4
Hacrpoiika Syslog u NTP
IIpakTHYeckoe 3aHsTHE 8. 2/2
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HpI/IMeHeHI/IC MporpaMMHOro obecreueHus AJI1 MOHUTOPUHIA CCTU

IIpakTH4eckoe 3ansiTHE 9. 2/2

Hactpoiika SNMP

IIpakTnyeckoe 3ansatue 10. 2/2

COop u ananu3 nanubix NetFlow

IIpakTyeckoe 3ansatue 11. 2/2

[TpuMeHeHe HHCTPYMEHTAPHS CETEBOT0 aJIMUHUCTPATOPA JUIsl HAOIOICHHS

IIpakTnyeckoe 3ansatue 12. 2/2

BrsiBiienne c60s1 B pabote ceTu

IIpakTnyeckoe 3ansatue 13. 2/2

Pa3paboTka moxymMeHTaIIuI
Kypcogoii npoekTt 30/30 NnK 1.1, 11K 1.2,,
TemaTHKa KYpCOBBIX IIPOEKTOB 1K 1.3., 1IK 1.4.,
MapuipyTtu3zanusi ¥ KOMMyTalus B KOPIIOPATUBHBIX CETSX. [K IHSK 1H§< L6,
HacTtpoiika u yctpaneHnue Hernonaaok B padote OSPF mis ogHOM 00macTw. OK 01, OK02
HccnenoBanue u aHam3 6€CIIPOBOAHBIX JTOKATBHBIX CETEH. OK 03., OK 04.,
Hacrpoiika arperuposanus kananos. HacTpoiika, IpoBepKa, IOUCK ¥ yCTPaHEHHE HEMOIanok B pabore EtherChannel. OK 05., OK 06.,
3amuTa MeK(QUITHATBHON CBSI3U. OK07., OK 09.
CamocTrosiTetbHasi paboTa 00y4JarOmmxcs MpH u3ydeHun pasgena 2 IIM 6
Cucremarndeckas mpopadoTKa KOHCIIEKTOB 3aHATHH, yIeOHOUW U CITeIIHATLHON TEXHUIECKOU JTIUTEPATYPHI.
KoncriektupoBaHue TeKcTa, padoTa cO CIIOBAPSIMH U CITPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMH JJOKYMEHTaMH, Y4eOHO-
UCCIIeIOBAaTEIbCKas paboTa IPH caMOM IITUPOKOM HcToib3oBanuu uTepHeTa u Apyrux [T-Texnomorui.
[IpoektHBIE hOpMEI pabOTHI, MOATOTOBKA COOOIIEHUH K BRICTYIUICHHIO HA CEMHHAPAX U KOH(EPEHIINSX; MOATOTOBKA pedepaTos,
JIOKJIAJIOB.
[ToaroToBKa K MPAKTHUYECKUM 3aHATHIM C UCTIOIH30BAHUEM METOAMUSCKUX PEKOMEH I MTPeroaaBaTes, 0popMIIcHUE
MPAKTHYECKUX pabOoT, OTUETOB U MOATOTOBKA K UX 3aIlUTE.
KoucyabTanuu 2
ITpomexxyTounas arrecramusi mo MJIK.01.02 B ¢popme sx3amMeHa 6
Paznen IIM 3. be3onacHOCTh KOMIBIOTEPHBIX ceTeil 102 /32
MJIK.01.03 Be3onacHOCTh, KOMIIBIOTEPHBIX ceTeil 102 /32
Pasnes 1. Be3onmacHOCTh KOMIILIOTEPHBIX ceTeH 102 /32
Tema 1.1. Conep:xanue 4 MK 1.1, IIK 1.2.,
®yHaaMeHTAIbHbIE CoBpeMeHHbIE YTPO3bI CETEBOH 0€30MacHOCTH. BHpPYCHI, UepBH N TPOSHCKHE KOHH. MeTO/IbI aTaK 1K 1.3, TIK 1.4.,
NPUHIANBI 0e30NACHO IK 1.5, IIK 1.7,
ceTn OK 01., 0K 02.,
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Tema 1.2. Be3omacHoCTh Conep:xanue OK 04., OK 05.,
CereBbIX yCcTpOIiCTB besonacHelli gocTyn k ycrpodctBaM. HasHaueHwe aiMUHHMCTpaTHUBHBIX posied. MOHUTOpPHHT U OK 06., 0K 07.,
yIOpaBJIeHHE ycTpohicTBamu. Vcmonp3oBaHWe (PyHKOWS aBTOMATH3WPOBAHHOW  HACTPOMKH OK 09.
0e30macHOCTH
Tema 1.3. ABTOpU3aN U, Conep:xanue MK 1.1.,TIK 1.2.,
ayTeHTH(PUKAIMA U yIeT CaoiictBa AAA. Jlokanbnas AAA ayrentudukanus. Server-based AAA K 1.3, 11K 1.4,
noctryna (AAA) MK 1.5, IIK 1.6.,
Tema 1.4. Peanmmzanus Coaepxanne OK lglK 1(')1502
TexHoJioruii Opanamayspa | ACL. Texnomoruss Opanamayspa. KonrekctHeiii kontpons pgoctyna (CBAC). Ilomutukun OK 03:: OK 0 4:
OpaHzMay’pa OCHOBaHHbIE Ha 30HaX OK 05.. OK 06..
OK 07., OK 09.
Tema 1.5. Peanuzanus Coaepxanue MK 1.1, TIK 1.2,,
TEXHOJIOTHii IPS texuomoruu. IPS curnatypsr. Peanuzanus IPS. TIposepka u MmoHuTopusr IPS 1K 1.3, 11K 1.4.,
NpeToTRpANIeHH s IK 1.5., TIK 1.6.,
Tema 1.6. besonacHocTh Coaepxanue OK 03:’ OK 0 4:’
JIOKAJILHOM ceTH ObecneueHne 0GE30MACHOCTU IMOJB30BATENBECKUX KOMIBIOTEPOB. CooOpakeHUsI MO 0e30MacHOCTH OK 05': OK 06.:
Broporo ypoBHs (Layer-2). Koudurypamus Oe3omacHOCTH BTOpOro ypoBHS. be3omacHOCTB OK 07., OK 09.
OecipoBOIHBIX ceTei, VoIP
Tema 1.7. Conep:xanue MK 1.1,IK 1.2,,
Kpunrorpaguueckue Kpunrorpaduueckue cepsucel. bazoBas 1enocTHOCTh M ayTeHTUYHOCTh. KOoH(UACHINATBLHOCTS. 1K 1.3., 1IK 1.4.,
CHCTEMBI Kpunrorpadust OTKpHITBIX KITIOYCH HK 1.5, IIK 1.6,
Tema 1.8. Peanuzanus Coaepxanue OK lgf IOZ<’ 0
Texnogoruii VPN VPN. GRE VPN. Komnonents! u ¢pynkunonupoanue IPSec VPN. Peanuzanus Site-to-site IPSec OK 03:: OK 0 4:
VPN c¢ wucnonp3zoBanueM CLI. Peammzaumsa Site-to-site IPSec VPN ¢ wucnons3osannem CCP. OK 05., OK 06.,
Peanmzanus Remote-access VPN OK 07., OK 09.
Tema 1.9. YnpaBiienue Coaepxanue MK 1.1, TIK 1.2,,
0e301acHOii ceThI0 [IpuHIMIB 6e30MacHOCTH CETEBOTO AM3aiiHa. be3omacHas apXUTeKTypa. YIIpaBlIeHHe IPOLeccaMu 1K 1.3, TIK 1.4.,
u Oe3omacHocTh. TecTHpOBaHHE CETH Ha YSI3BHUMOCTH. HempephlBHOCTH OM3HEca, IIaHUPOBAHHE [IK 1.5, TIK L.6.,
BOCCTaHOBJICHUSI aBapUHHBIX cUTyauuid. JKW3HEHHBIA IHMKII CETH M IUIaHUpoBaHHWe. Pa3zpaboTka OK gllK 101( 0
: pErinaMeHTOB KOMIIAHUY U IOJIUTUK 0€30I1acCHOCTH OK 03.: OK 0 4
Tema 1.10. Cisco ASA Coaepxanue OK 05.. OK 06..
Beenenune B AnantuBHoe ycrpoiictBo OezonacHocTH ASA. Kondurypanuus dauppona Ha 6asze ASA OK 07., OK 09.

¢ ucnons3oBanueM rpagpudeckoro untepdeiica ASDM. Koudurypaums VPN nHa Gaze ASA c
UCIOJIb30BaHKeM rpaduueckoro uarepdeiica ASDM
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B ToM ynciie TpaAaKTHYECKUX 3aHATHI 32/32
IMpakTuueckoe 3ansatue 1. 2/2 K 1.1, TIK 1.2.,
VccnenoBanue CETEBBIX aTaK U HHCTPYMEHTOB POBEPKHU 3ALUTHI CETH K 1.3, TIK 1.4.,
IIpakTHYeckoe 3ansTHE 2. 2/2 IK1.5., MK 1.6.,
Hactpolika 6e30macHOr0 10CTymna K MapIIpyTH3aToOpy OK 1(;[1K 101( 0
IIpakTH4eckoe 3ansiTHe 3. 2/2 OK 03:: OK 0 4’
Ob6ecneueHre aMHUHUCTPATUBHOTO noctyna AAA u cepeepa Radius OK 05., OK 06.,
IIpakTu4yeckoe 3ansiTue 4. 2/2 OK 07., OK 09.
HacTtpolika nonuTiku 6e30macHOCT OpaHaMay3poB
IIpakTH4eckoe 3ansiTHE S. 2/2
Hacrpoiika cuctemsl mpenpoTBpamienns Bropsxeruit (IPS)
IIpakTH4eckoe 3aHsITHE 6. 2/2
Hactpolika 6e30macHOCTH Ha BTOPOM YPOBHE HAa KOMMYTaTopax
IIpakTU4eckoe 3ansiTue 7. 4/4
HWccnenoBanne MeTo 0B MG POBAHUS
IIpakTH4eckoe 3ansiTHE 8. 2/2
Hactpoiika Site-to-Site VPN ucnonbs3ys uatepdeiic KoMaHIHON CTPOKH
IIpakTHyeckoe 3ansiTue 9. 2/2
ba3oBas HacTpoiika mutro3a 0e3omacHOCTH ASA M HacTpolika OpaHAMay3pOB HCIIONIb3YsA HHTEPdEHC
KOMaHJHOH CTPOKH
IIpakTyeckoe 3ansatue 10. 2/2
bazoBas HacTpoiika nutro3a 6e3onacHocTr ASA u HacTpoiika OpaHaMaydIpoB HCoas3yst ASDM
IIpakTnyeckoe 3ansarue 11. 2/2
Hactpoiika Site-to-Site VPN ¢ ogHO# cTOPOHBI Ha MapIIpyTH3aTOPE UCIOIB3Ys HHTEphEic
KOMaHTHOH CTPOKH H C IPYroil CTOPOHBI HCHOIB3YS LT3 Oe3omacHocTi ASA nocpeacTBom
ASDM
IIpakTnyeckoe 3ansatue 12. 2/2
Hactpoiika Clientless Remote Access SSL VPNs ncnonszyst ASDM
IIpakTn4eckoe 3ansatue 13. 2/2
Hactpoiika AnyConnect Remote Access SSL VPN ncrons3yst ASDM
IIpakTnyeckoe 3ansatue 14. 4/4
QDuHanpHasi KOMILUIEKCHAs 1a00paTOpHO-TIPaKTHIecKas padoTa 1mo 6e300acHOCTH
CamocTrosiTetbHasi paboTa 00y4Jarommxcs Mpyu u3ydeHun pasgeia 3 IIM 4

Cucremarndeckas mpopadoTKa KOHCIIEKTOB 3aHATHH, yIeOHOUW U CIIeIIHAaTLHON TEXHUIECKOU JTUTEPATYPHI.
KoncnektupoBanue Tekcra, padboTa co CJI0OBapsMHU U CIIPABOYHUKAMH, O3HAKOMJICHHE C HOPMATUBHBIME JJOKYMEHTaMH, y4eOHO-
HCCIIeJIOBAaTENbCKas paboTa IMpU caMOM ITUPOKOM HcToib3oBannu MuTepHeTa u Apyrux IT-TexHomorui.
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[IpoektHBIE hOpPMEI pabOTHI, MOATOTOBKA COOOIIEHUH K BRICTYIUICHHIO HA CEMHHAPaX U KOH(EPEHIIUSX; IIOATOTOBKA pedepaTos,
JIOKJIaJ0B.

[ToaroTroBka K MPaKTHYSCKUM 3aHATHIM C UCIIOIH30BAHUEM METOAMUCCKUX PEKOMEHIAIIMI MTperoaaBaTeisi, 0popMIIeHUE
MPAKTHYECKUX pabOT, OTUETOB U MOATOTOBKA K UX 3aIUTE.

KoncyapTanuu 2
ITpomexxyTounas arrecramusi mo MJIK.01.03 B ¢popme nudppepeHIIHPOBAHHOTO 3a4eTa -
VI1.01.01 Yuye6nas npaktuka «IIpoekTHpoBaHHe, MOHTAXK H HAJIATKA KOMIbLIOTEPHBIX ceTeii» 108 /108 MK 1.1, IK 1.2,
Buabl paﬁOT TIK 1.3, IIK 1.4.,
- yyacTue B IPOSKTHPOBAHUH CETEBOH MHPPACTPYKTYPHI; IK 1.5, TIK 1.6.,
- y4acTHe B OpraHU3aIlH CETEeBOTO aJMIHHUCTPUPOBAHNUS; IK17,
- OKCIUTyaTaIusl OOBEKTOB CETEBOI MHPPACTPYKTYPHI; 8§ 8 ;’ 8§ 842"
- Y4acTHE B YIIPaBICHUU CETEBBIMU CEPBUCAMU; OK 0 5" OK 0 6:’
- y4acThe B MOJIEPHH3AIMH CETEBOM MHPPACTPYKTYPHI; OK 07"’ OK 09.
- BBI60p JaHHBIX 1JIs1 aHaJIn3a UCIIOJIb30BaHUA U q)YHKHI/IOHI/IPOBaHI/ISI IMPOrpaMMHO-TEXHUYCCKHUX CPEACTB KOMITBIOTCPHBIX CeTefI;
- obecrieyeHre ceTeBoi 0€30MacHOCTH
IIpomexyTounas arrectanus no YI1.01.01 B ¢popme tuddepeHIMPOBAHHOIO 3a4eTa -
II11.01.01 ITpousBoaACTBeHHAS MPAKTHKA 108 /108 MK 1.1, TIK 1.2,,
Buab1 pador: MK 1.3.,1IK 1.4.,
- yyacTue B pa3padoTKe METOAOB, CPEICTB U TEXHOJIOTHI MPUMEHEHHUS! 00BEKTOB NPO(ecCHOHATEHOHN e TeIbHOCTH; IK 1.5, TIK 1.6,
- IpoBeIeHNE NPOPHUIAKTHIECKUX paboT Ha 00BEKTaX CETEBOM MHPPACTPYKTYPHI H PaOOUYNX CTAHLIMSAX; IK17,
- ydacTHe B MHBEHTapU3alllU TEXHUYECKHUX CPEACTB CETEeBOW MHPPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS, ITIOCTYITUBIIIETO U3 8§ 8; 8§ 82
pEMOHTa 000PYAOBAHHUS; OK 07"’ OK 09'.’
- o0ecmeyeHne ceTeBol 0€30MacHOCTH (3aIUTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYMNA K HHPOPMALUH, IPOCMOTp WK U3MEHEHHE ’
CHCTEMHBIX (DaiJIOB M TAHHKIX ), 6€30IMaCHOCTH MEXCETEBOTO B3aUMOICHCTBIS;
- OCYIIIECTBIICHUE aHTUBHUPYCHOM 3aITUTHI JJOKATHHOU CETH, CEPBEPOB M pabOUNX CTAHIIHA;
- JOKYMEHTHPOBaHHUE BCEX MPON3BEACHHBIX ACHCTBHUI
IIpomexyTounasi arrectanus no I111.01.01 B popme quddepennupoBanHoro 3auera -
IK3aMeH M0 MOAYJII0 6

Bceero | 722/422
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3. YCJIOBUSA PEAJIM3ALIMU TPO®ECCHUOHAJIBHOTI'O MOYJIA

3.1. MaTepuajbHO-TEXHHMYECKOE O0ecreyeHne

g peanuszanuy nporpaMmbl MpoPEeCcCHOHATBHOIO MOIYJS MPEeIyCMOTPEHBI CIeAYIOIIHe
CeLHUaTIbHbIE TTOMEILICHHUS:

- KAOMHET METPOJIOTHM WM CTaHJIapTH3allid, OCHAIEHHBIH B COOTBETCTBUU C m. 6.1.2.1
oOpa3oBatenbHOil  mporpammbel 1o crnenuanbHocTd  09.02.06 CereBoe W CHCTEMHOE
aMUHHCTPUPOBAHUE;

- naboparopun WHGOPMAITMOHHBIX TEXHOJOTHH, OPTaHU3AIMH W TPUHIUIIOB MOCTPOCHUS
KOMIIBIOTEPHBIX CHUCTEM, MPOrpaMMHO-aNapaTHON 3alIUThl 0OBEKTOB CETEBOM MH(PACTPYKTYpHI,
OCHAIIIEHHBIE B COOTBETCTBUU C TI. 6.1.2.3 oOpazoBaTenbHOH MNpPOrpaMMbl IO CIEHUATBHOCTU
09.02.06 CereBoe ¥ CUCTEMHOE aIMUHUCTPUPOBAHUE;

- MacTepckass MOHTaXa M HACTPOUKH OOBEKTOB CETEBOW WHQPACTPYKTYpPHI, IOJUTOH
TEXHUUYECKOTO KOHTPOJISL U AUATHOCTUKH CEeTeBOM MHGPACTPYKTYpPHI, OCHAIIEHHbIE B COOTBETCTBUHU
c m. 6.1.2.4 oGpazoBarensHOi mporpammel mo cnenuanbHocTH 09.02.06 CeTeBoe M cuCTEMHOE
aJIMUHHCTPUPOBAHUE;

- IOMEIICHUE IS CAMOCTOSATEIHHON PabOThl — YUTANBHBIN 3271 OMOTHOTEKH, OCHALIIEHHBIN B
coOTBeTCTBUU ¢ M. 6.1.2.2 oOpazoBarenbHOl mporpamMmbl 1o crnenuanbHocTu 09.02.06 CereBoe u
CHUCTEMHOE aJIMUHUCTPUPOBAHNUE;

- 0a3bl MPaKTUKU, OCHAIICHHBIE B COOTBETCTBUU C T 6.1.2.5 00pa3oBaTenbHON MPOrpaMMBbI
no creuanbHocTy 09.02.06 CeTeBoe M CUCTEMHOE aIMUHUCTPUPOBAHHUE.

3.2. UndopMannoHHOe oOecniedeHre peajn3anuu NpPOorpaMmMbl

Jlnst  peanuzanuy  mMporpaMMbl  OMONMHOTEYHBIM (OHI O00pa3oBaTEIPHOW OpraHU3aIUN
YKOMIUIEKTOBAH TEYaTHBIMH M (WJIM) 3JIEKTPOHHBIMH 00pa3oBaTEIbHBIMU U HWH(GOPMAIMOHHBIMU
pecypcamMu, peKOMEHI0BaHHBIMH ISl KCIIOJIh30BaHUS B 00pa30BaTEIHLHOM IPOIIECCEe

3.2.1. OcHOBHELIE TEYAaTHLIEC U31AHUS

1.Omudep B. TI'.,Omudep H. A. KommbroTepusie ceru. I[IpuHIUIBI, TEXHOJIOTHUH,
MIPOTOKOJIBI: Y4eOHUK Il BYy30B. —5-¢ u3n. — CII6. Tlurep, 2019, 2020, 2021. — 992 c. —
Tekcr : HenocpeACTBEHHBIM.

2. lu6poB, Makcum Brnagumuposud. Cetn U TeaekoMMyHUKamuu. Mapmpytuzanus B 1P-
cetsix [Tekcer] : yaeOHUK U nipakTukyMm it cio / M. B. Jlubpos. - 2-e uza., nepepad. u goi. - M. :
FOpaiit, 2023. - 423 c. - (IIpodeccuonanpHoe oopazoBanue). - ISBN 978-5-534-16551-7 . - Tekcr:
HEIOCPEICTBCHHBIMN.

3.2.2. OcHOBHBbIE JIeKTPOHHbIE U3IAHUS

1. AubpoB, M. B. Ceru u TenekoMMyHuKauuu. MapmpyTtusanus B [P-ceTax : yueOHUK u
MPaKTUKYM JIJIsl CpeiHero npodeccruonanbHoro oopazosanus / M. B. JIluGpos. — 2-e uz ., mepepad.
u jomn. — Mocksa : M3parensctBo FOpaiit, 2024. — 423 ¢. — (IIpodeccrnonansHoe 00pa3oBaHue).
— ISBN 978-5-534-16551-7. — Texkcr : anektpoHHbId // OOpa3oBatenbHas miardopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/544930 (nata obpamenus: 21.02.2024). — Pexum nocrymna:
JUJIs aBTOPU3. TTOJIH30BATENECH.

2. Pakutun, P. 10. Kommnbrotepusie cetn : yuebnoe mocobue / P. FO. Pakutun, E. B.
Mockanenko. — bapnayn : Antl'TIY, 2019. — 340 c. — ISBN 978-5-.88210-942-3. — Tekcr :
AIIEKTPOHHBIH // Jlanb : 3JIEKTPOHHO-OMOINOTEeUHAs CUCTEMA. — URL:
https://e.lanbook.com/book/139182 (mara oOpamenus: 09.02.2023). — Pexum ngoctyma: s
aBTOPU3. IIOJIL30BATEIICH.

3.2.3. J/lonoTHUTEIbHbIE HCTOYHUKH

1. [IpoektupoBanrie MHPOPMAIIMOHHBIX CHCTEM : YYEOHUK M TPAKTHKYM HJIs CPEIHETrO
npodeccuonanibHoro oopazosanus / JI. B. YUucros, II. I1. MenbaukoB, A. B. 3onorapiok, H. b.
Huuenopyk. — 2-e u3a., nepepad. u gon. — Mocksa : M3narensctBo FOpaiit, 2024. — 293 ¢. —
(ITpodeccuonanvuoe obpazoBanue). — ISBN 978-5-534-16217-2. — Tekct : 3ACKTPOHHBINA //



https://urait.ru/bcode/544930
https://e.lanbook.com/book/139182

OOpasoBarenpHast mnatrgopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/538370 (mara
obpamenust: 21.02.2024). — Pexum goctyna: AJist aBTOPHU3. MOJIH30BaTENCH.

2. esenes, 1O. I1. luckperHas maremaTHka : yueoHoe nocobue 1 cro / FO. I1. IlleBenes.
— Cankr-Ilerepoypr : Jlawp, 2021. — 592 c. — ISBN 978-5-8114-7504-9. — TekcrT :
AIIEKTPOHHBIH // Jlanb : 3JIEKTPOHHO-OMOIMOTEeUHAs CUCTEMA. — URL:
https://e.lanbook.com/book/161638 (mara oOpamenus: 16.02.2023). — Pexum ngoctyma: s
aBTOPU3. IIOJIL30BATEIICH.
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUAA

MMPO®ECCHUOHAJIBHOI'O MOAYJIA

Koa n HaumeHoBaHue
npogeccCHOHAJBLHBIX U 00IIUX
KOMIIeTeHIHiA,
¢opmupyemMsbIX B pamMkax
MOAYJIs

Kpurtepuu oneHku

MeToabl OLIEHKH

IIK 1.1. lokyMeHTHUpOBaTh
COCTOSTHHUS
UH(POKOMMYHHUKAIIMOHHBIX
CHCTEM U UX COCTABJISIOIINX B
IpoIecce HATAKU 1
JKCIUTyaTaIlul

OO6yuaronuiics 000CHOBaHO MCIOIB3YET HOPMATHBHO-
TEXHHUYECKYIO JOKYMEHTAIUIO B 00J1aCTH
HHPOKOMMYHUKAITHOHHBIX TEXHOJIOTHIT, TPAMOTHO BEIET
TEXHAYECKYIO JIOKYMEHTAIIHIO M0 00BEKTaM
HH(POKOMMYHUKAI[HOHHBIX CUCTEM B IMPOLIECCE HANAIKH
U 3KCILUTyaTalluu.

JleMOHCTpUpYeT yMEHUE KOHTPOJIUPOBATH HATUYUE U
JIBUYKCHUE alapaTHBIX, IPOrPaMMHO-aNMapaTHBIX U
MIPOTPaMMHBIX CPEJICTB; paboTaeT ¢ HHPOPMAITMOHHOM
CHCTEMO# 10 YIpaBJICHHIO 3a1laCaMy 1 PEMOHTOM;
odopMIISET 3asBKH HAa MAaTEPHANbl U KOMILICKTYOLIHE
HH()OKOMMYHHKAIMOHHBIX CUCTEM.

JIeMOHCTPUPYET HABBIKK COCTABICHUSI PETJIAMEHTHBIX
OTYETOB O 3aMEYEHHBIX OTKIIOHEHUSX OT IITATHOTO
pexxuma QyHKIIMOHUPOBAHUS UH(POKOMMYHHUKAIIMOHHBIX
CHCTEM; BBINIOJHACT JOKYMCHTUPOBaHHE 0a30BOM
KOH(UTypaIyy U MPOrpaMMHOTO 00CCIICUCHUS
YCTPOHCTB WH(POKOMMYHUKAITUOHHBIX CUCTEM

IIK 1.2. [ToanepxuBath
PpaboToCOCOOHOCTh
annapaTHO-MPOrPaMMHBIX
CPELCTB yCTPOUCTB
MH()OKOMMYHHKAITUOHHBIX
CHCTEM

[Tpu ycraHOBKE M dKCIUTyaTaluu nepugepruiHoro
00opynoBanust 00y4aromMiCs TPaMOTHO IPUMEHSIET
COOTBETCTBYIOIINE HHCTPYKIMH; BBITIOJIHSET 3aMEHY
PACXOIHBIX MATEPHATIOB U KOMIUIEKTYIOIINX
neprepuiHOTO 000PYIOBaHUS; 000CHOBAHO
UCTIONb3YeT KOHTPOJIBHO-HU3MEPUTEIbHOE 000py10BaHNE
JUISL IPOBEPKU JIEKTPUUECKUX COCIUHEHUN YCTPOICTB
NH()OKOMMYHHUKAIIMOHHBIX CHCTEM.

JleMOHCTpUpYET yMEHHE BBISBISATh U YCTPAHSTh
MEXaHWYeCKHE MOBPEXICHNS U 1e(PEKThl YCTPOHCTB
NH()OKOMMYHHUKAIIMOHHBIX CHCTEM.

JleMOHCTPUPYET HaBBIKM YCTAaHOBKHU
NH()OKOMMYHHKAIMOHHBIX CUCTEM Ha pabo4YuX MecTax
COTJIACHO TPYJIOBOMY 33J1aHHIO; BHITIOJIHSET
JIMarHOCTHUKY aNlapaTHBIX OIIMOOK yCTPONCTB
NH()OKOMMYHHUKAIMOHHBIX CUCTEM; OCYILECTBIIIET
JIEMOHTaX M 3aMEHY y3JI0B ¥ JJIEMEHTOB OTEIBHBIX
YCTPOHCTB HHPOKOMMYHHKAIMOHHBIX CHCTEM

TIK 1.3. YcTpanars
HEUCTIPaBHOCTH B paboTe
UH(POKOMMYHHUKAIIMOHHBIX
CUCTEM

OO0yyaronuiicss HIeHTUPUITUPYET UHIMIESHTHI,
BO3HHKAIOIUE IIPH YCTAaHOBKE IIPOrPaMMHOT0
obecrieuennst 1 000CHOBAHO ITPUHUMAET pelIeHHe 00
N3MEHEHHH MPOLEYPbl YCTaHOBKH; TPAMOTHO
OLIEHMBAET CTENEHb KPUTHYHOCTH WHIUICHTOB IIPH
paboTe MPUKIagHOro IPOrPAaMMHOTO 00eCIeYEeHUs.
JleMOHCTpHUpYET yMEHHE YCTPaHATh BO3HUKAIOIUC
WHIUAEHTHI, IPOU3BOIUTH MOHUTOPHHT
AIMUHHCTPHPYEMO HHPOPMAIIMOHHO-
KOMMYHHKalIMOHHOH CUCTEMBI 1 CBOEBPEMEHHO
JIOKYMEHTHPOBATh YIE€THYIO0 HHPOPMALIHIO 00
UCIIONB30BaHHUH CETEBBIX PECYPCOB.

OO0y4aroIuicst AEMOHCTPUPYET HABbIKK BBISBIICHHS,
OIIpe/IeNICHUst U yCTPaHEHUs OCIEeCTBUI cO0eB U
OTKa30B CETEBBIX YCTPOWCTB U ONEPALMOHHBIX CUCTEM;
orpe/essieT IPUIMHBI BOSHUKHOBEHUS! KDUTHYECKUX
WMHIUAEHTOB ITPpH paboTe MPUKIIATHOTO IPOrPaMMHOTO
obecrieueHust

- DKCIIEpTHOE
HaOIr0IEHHE 3a
JIeSITEIIbHOCTBIO
00yJaromuxcs Ha
NPaKTHYECKUX 3aHSITHUIX,
B X0JI€ KypCOBOTO
MPOEKTUPOBAHHUS,
BBITIOJTHEHHS PabOT Ha
y4IeOHOH H
[IPOU3BOCTBEHHOM
MIPAKTHKE;

- TECTHPOBaHHUE;

- OIIGHKA Pe3yIbTaTOB
BBITIOJTHEHHS
MPaKTHYECKHUX PadoT;
- 3aIuTa
WH/IUBUYATbHBIX U
KOJUIEKTHBHBIX paboT
(pedepatos,
[Ipe3eHTalHM, pacueTHO-
rpadugeckux pador);

- 3amIUTa KypcoBOTO
MIPOEKTa;

- muddepeHm-Hpie
3a4eTHI 10
MEKIUCTUITTIMHAPHBIM
Kypcam, yueOHo#t u
MIPOU3BOICTBEHHOU
MPaKTHKaM;

- 9K3aMEHBbI 110
MEXKIUCTUITTIMHAPHBIM
Kypcawm;

- DK3aMeH T10
poheCCHOHATHHOMY
MOTyITIO
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IIK 1.4. IIpoBoauTh mpuemo-
CAaTOYHBIC HCTIBITAHUSA
KOMIIBIOTEPHBIX CETEH U
CETEBOTO 000PYHOBAHUA
Pa3IMIHOTO YPOBHS U OLIEHKY
KadyecTBA CETEBOW TOTIOJIOTHH B
paMKax cBoer
OTBETCTBEHHOCTHU

OOyuaronuiicsi crioco0eH HICHTUPHULIPOBAT
MHIUACHTBI, BO3HUKAIOLHE [P [TPOBEICHUU
MpeIBAPUTENbHBIX UCIIBITAHHIA; TPAMOTHO HCIIOJIB3YET
MpPOLIEAYPHl BOCCTAHOBJICHHS AaHHBIX, OTPEACIISIeT
TOYKH BOCCTAHOBIICHHUS JAHHBIX, OL[CHUBACT PUCKH
MepepbIBOB B MPEIOCTABICHUH CEPBUCOB MPU
MPOBECHUH UCTIBITAHUH.

OO0y4arouiics OCYIECTBISET MOATOTOBKY K
MIPOBEJICHUIO MTPEABAPUTENBHBIX HCIIBITAHUH; COCTABIISET
rpaduK IpeBapUTEIbHBIX UCTIBITAHUH; BBITIOJIHSIET
OIIOBELIEHUs 0JIb30BaTENIE 0 BO3MOXHBIX IIepephIBaxX B
NIPE0CTaBIICHUN CEPBHUCOB; BBHITIOJIHSET
NpeIBapUTEIIbHBIE HCIIBITAHUS

TIK 1.5. OcyiuecTBasTh
PE3epBHOE KOIMMPOBAHUE U
BOCCTaHOBJICHUE
KOH(HUTypamuy CETeBOro
o0opynoBaHuUs
MHPOPMAITMOHHO-
KOMMYHHUKAIMOHHBIX CHCTEM

OO0y4arouiics AEMOHCTPUPYET YMCHHE UCIIONIb30BATh
MPOLIEAYPHI M ONPECISITh TOUKH BOCCTAHOBIICHHS
JIAaHHBIX; pPabOTaeT C cepBepaMu apXUBUPOBAHUS U
CPEeCTBAMH YIPABIICHHUS ONIEPALIMOHHBIMU CUCTEMAMU;
IPaMOTHO UCIIOJb3YET HOPMATHBHO-TEXHUYECKYIO
JIOKYMEHTAIHIO.

OO0yyaronuiics BHIOJHIET BOCCTAHOBIICHHE
MapaMeTPOB [0 YMOIYAHHIO COTJIACHO JTOKYMEHTAIINU
OTIEPAIMOHHBIX CHCTEM, TIPY TIOMOIIH CEPBEPOB
apXUBUPOBAHUS, & TAKKE TIPU TIOMOIIM CPEJICTB
yIpaBJICHUS CIICIIHATN3UPOBAHHBIX OMEPAI[HOHHBIX
CHCTEM CETEBOTO 000PYIOBaHMSI.

OOyyaronuiicss IeMOHCTPUPYET HABBIKH TNIAHUPOBAHUS
pacnucaHusi apXUBUPOBAHUS M apXUBUPOBaHHE
[apamMeTpOB MOJIb30BATENLCKUX YCTPOHCTB; BBIMOIHSIET
COIPOBOXK/ICHUE CEPBEPOB apXUBUPOBAHHUS
MPOrpaMMHOTO 00ECICYCHUSI U MOHUTOPUHT
MPOBEJCHHOTO IIAHOBOTO apXUBUPOBAHHS
OJIb30BATEIBCKUX YCTPOWCTB

TIK 1.6. OcyiuecTBasTh
MHBEHTAPHU3AIUIO TEXHUIECKUX
CPEJICTB CETEBOM
UH(PACTPYKTYPHI, KOHTPOIIH
000pyIOBaHUS TTOCIIE
MPOBEJIEHHOTO PEMOHTA

OOyyaronuiicsi rpaMOTHO BEAET TEXHUYECKYIO
JIOKYMEHTALMIO 110 00bEKTaM MH(POPMAIIIOHHO-
KOMMYHUKAI[IOHHOHN CUCTEMBI; OCYIIECTBISIET KOHTPOIIb
HaJIMYMSI ¥ JIBYDKEHHUS allapaTHbIX, IIPOrpaMMHO-
annapaTHbLIX U IPOrPaMMHBIX CPEJICTB.

BrInonHsAeT NpoBEpKy OTYETOB MO pe3yIbTaTaM
WHBEHTAPH3AINN 1 CITUCAHUS allllapaTHBIX,
MIPOTPaMMHO-AIMaPaTHEIX M IPOTPaMMHBIX CPEIICTB;
(uKCUpyeT B )KypHalle HHBEHTapHbBIE HOMEpa U
MECTOPACIIOJIOKCHUS TEXHIYECKIX CPEACTB
aIMUHUCTPUPYEMOH CETH, OCYIIECTBIISIET UX
MapKUpPOBKY

TIK 1.7. OcyiuecTBAsITh
periaMeHTHOe 00CTyKHBaHUE
Y 3aMCHY PacXOTHBIX
MaTepHaoB epuepuitHoOro,
CETEBOTO U CEPBEPHOTO
000pyI0BaHUsS
MH()OKOMMYHHKAITHOHHBIX
CHCTEM

OO0y4arouiics rpaMoOTHO paboTaeT C JOTOBOPHOU U
OTYETHOW JOKYMCHTAIMEH Ha 00CITyKHBAEMYIO
UH(POPMANMOHHO-KOMMYHUKAIIOHHYIO CHCTEMY, C
HH(POPMAIIMOHHON CUCTEMOM yIPaBIICHUS 3aIIacaMy U
PEMOHTOM, 0(OPMIISET 3asIBKU HA MaTECPHAJIbI 1
KOMILIEKTYIONIUE WHPOPMAIIMOHHO-KOMMYHUKAITHOHHON
CHUCTEMBI.

OO0yyarontuiicss OCymEeCTBISET KOHTPOIb OCTATKOB
3aMacHbIX YacTed U 000PyIOBaHKs MO/ 3aMEHY;
KOHTPOJIb COOITIO/IeHUS Tpaduka mpoGUIaKTHIECKOTO
o0cIy))uBaHHsI 000PYIOBAHUSI; BHIIIOJIHSIET BHECCHUS
JIAHHBIX O MPOBEICHHBIX paboTax, 00 UCTIOIH30BAHHBIX
3aMacHbBIX YacTsIX B HH(POPMAIMOHHYIO CUCTEMY
yIpaBJICHUS 3a1aCaMHi U PEMOHTOM

OK 01. Bribupats crioco0sl
peleHus 3ana4d
npogeCcCUOHATBHOM
JIeATeNIbHOCTH IPUMEHUTEIIHHO

OOyyaronuics: JeMOHCTPUPYET HATMUUE YMEHUN
pacrio3HaBarth 3a1auy (npobiaeMy) B poQecCHOHaIbHOM
WIN COLIMAILHOM KOHTEKCTE; aHAIIN3UPOBATh U
BBIJICISITH €€ COCTaBHBIC YacTH; ONPECIISITh STallb

9KCIEPTHOE HAOIOICHHE
3a JIeATEIIEHOCTHIO
00yYaIOIIHUXCS:

- Ha PAKTHYECKUX
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K pas3IM4YHbIMU KOHTEKCTaM

peIlICHNS 3a/1auu; BBISBITE U 3P PEKTUBHO UCKATh
nHGOPMAINIO, HEOOXOTUMYIO JIJIS pEIICHUS 3a1a9u
(mpo6nemsr). CocTaBiseT TUIaH ACHCTBHIA;, OTIPEIEIIsIeT
HEOOXOIUMBIE PECYPCHI; BIIAACET aKTyaIbHBIMU
MeTo/IlaMt PabOTHI B MPOPECCHOHATHHON U CMEKHBIX
ctepax; peaqn3yeT COCTaBICHHBIN IUIaH; OIICHIBACT
pe3yJIbTaT M MOCIECTBHS CBOMX JIEUCTBHI

OK 02. Ucnonp30BaTh
COBpEMEHHBIE CPEJICTBA
MOWCKA, aHAITU3a U
UHTEpIpeTAIE HHHOPMALTUH U
UH()OPMAIUOHHBIE TEXHOJIOTHH
JUTSL BBITIOJTHEHUS 33124
npogeCCUOHATBHOM
JeATEIbHOCTH

OOyuaronuiicst 00J1agaeT CrmocoOOHOCTRIO ONPEIEIISTh
33724 ¥ HEOOXOAMMBIE NCTOUYHHUKH ISl TOUCKA
nHpopMannm; IIAHUPOBATh MPOLECC TIOMCKA U
CTPYKTYPHPOBATh HOJIy4aeMyto HHHOPMALHUIO.
Brinensier Hanbosiee 3HauMMoe B iepeyHe HHPOPMALUH
U OLIEHUBAET NMPAKTUYECKYIO 3HAYUMOCTh PE3yJIbTaTOB
noucka; oopMIIsieT pe3yIbTaThl TOUCKA, TPUMEHSET
cpencTBa HHGOPMAILIMOHHBIX TEXHOJIOTHH JUIS pelIeH s
npo(heCcCHOHANBHBIX 33/1a4; HCIIOJIb3YeT COBPEMEHHOE
IporpaMMHOE 0OecTieueHre U pa3InIHbIe TH(PPOBBIC
CpelCTBa Il pelleHus Npo(ecCHOHAIBHBIX 3a1a4

OK 03. [TnaaupoBath u
peaNn30BBIBATH COOCTBEHHOE
npodeccnoHaLHOE U
JMYHOCTHOE Pa3BHUTHE,
HpeANPUHUMATENBCKYIO
JIeSTEeNIbHOCTh B
npodeccronanbHOI chepe,
UCIIOJIb30BaTh 3HAHUS 110
TIPaBOBOM M (PMHAHCOBOI
rPaMOTHOCTH B Pa3IMYHBIX
JKM3HEHHBIX CUTYalUsIX

[Tpu BBITTOJTHEHU W TIOCTABJICHHBIX 32184 00yYarOITHICs
JIEMOHCTPUPYET CIIOCOOHOCTD OMPEIENATh aKTYaIbHOCTh
HOPMAaTHBHO-IIPABOBOW JOKYMEHTAIINH B
poeCCHOHATBHOM e TebHOCTH; IPUMEHSITh
COBPEMCHHYIO HayYHYIO MPOPECCUOHATBHYIO
TEPMUHOJIOTHIO.

OO0Oy4arouiicss 0CO3HAHO ONPECISCT U BBICTPAUBACT
TPAeKTOPUU CBOETO MPO(ECCHOHATLHOTO PA3BUTHUS U
caM000Opa30BaHMs; CIIOCOOCH MCIIOIb30BATh 3HAHMUS 110
MPaBOBOW U (UHAHCOBOH IPAaMOTHOCTH B Pa3TMUHBIX
JKU3HEHHBIX CUTYAITUIX

OK 04. DddexTnBHO
B3aUMO/IeiiCTBOBaTh U paboTaTh
B KOJUICKTUBE U KOMaH[Ie

OO0yyarontuiics IeMOHCTPUPYET YMEHUE OPTaHN30BaTh
paboTy KOJUIEKTUBA U KOMaHAbI; 3G (HEKTUBHO
B3aUMO/ICHCTBYET C KOJUIEraMH, pyKOBOJCTBOM,
KJIMEHTaMH B X0Jle Y4eOHOro Iporecca U Ha MPaKkTHKe

OK 05. OcymecTBiIsITh YCTHYIO
U MUCbMCHHYIO
KOMMYHHKAIIHIO Ha
TOCYJTapCTBECHHOM SI3BIKE
Poccuiickoit ®denepanuu ¢
y4eToM 0coOeHHOCTEN
COIMAJILHOTO U KYJIbTYPHOTO
KOHTEKCTa

OOyuaronuiicst pa3oupaercs B 0COOSHHOCTIX
COLMANLHOTO U KYJIbTYPHOTO KOHTEKCTa, OCO3HAHO
MPUMEHSET paBuia 0QPOPMIICHHS JOKYMEHTOB U
MOCTPOCHHS YCTHBIX COOOIICHHIA.

I'pamMOTHO U3MMaraeT CBOM MBICIH ¥ OPOPMIISCT
JIOKYMEHTHI 10 MPO(HECCHOHATBHON TEMaTHKE Ha
TOCYJIapCTBCHHOM SI3BIKE, MPOSBISCT TOJICPAHTHOCTH B
pabodeM KOJUICKTHBE

OK 06. ITposiBnsATH
IPaXKIAHCKO-NIaTPUOTHIECKYIO
HO3ULHIO, IEMOHCTPUPOBATh
OCO3HAaHHOE IIOBEJCHHE HA
OCHOBE TPAIUIMOHHBIX
POCCHICKUX AYXOBHO-
HPABCTBEHHBIX IEHHOCTEH, B
TOM YHCIIE C YIETOM
rapMOHH3aINN
MEXKHALlMOHAJIbHBIX U
MEKPCIIUTUO3HBIX OTHOmeHHﬁ,
NPUMEHSATH CTaHIAPTHI
AQHTHKOPPYIIIMOHHOT'O
HOBECHUS

OO0yyaronuiicst IeMOHCTPUPYET 3HAHUE U TOHNMAHHE
CYITHOCTH TPakIaHCKO-TIATPHOTHYECKON TTO3UIUH 1
TPATUIIMOHHBIX POCCHACKUX TYXOBHO-HPAaBCTBEHHBIX
neHHocTtel. IIposBiseT yyBCcTBa NATPUOTU3MA,
IpaXIaHCTBEHHOCTH, YBAKCHHS K MAMSTH 3aIIUTHIKOB
OrteuectBa u noasuram [ 'epoeB OTeyecTBa, 3aKOHY U
MIPABOMOPSIIKY, YSIOBEKY TPY/Ia U CTAPIIEMY
MIOKOJICHHIO; B3aMMHOTO YBa)KEHHUsI, OEPEIKHOTO
OTHOIIICHUS K KYJIbTYPHOMY HACIICIHIO U TPAIUIHSIM
MHOT'OHallMOHaIbHOro Hapozaa Poccuiickoit denepanuu
[IpuMeHsieT cTaHIAPTHI AHTUKOPPYIIIHOHHOTO
MTOBEJICHUS, OCO3HAET BO3MOYKHBIE MTOCIEICTBHS €r0
HapYIICHHS.

OO0yyaronuiicss 0CO3HAHO OTMKMCHIBAET 3HAYMMOCTh CBOCH
Oynymieit mpodeccun

OK 07. CopeticTBOBaThH
COXPaHEHHIO OKPY>KaOIIeH
Cpensl, pecypcocOepeReHuto,
MPUMEHSTH 3HAHUS 00
W3MCHCHUU KJIMMAaTa,
TPUHITUIEI OSPEKITUBOTO

OOyuarontuiics crroco0eH coOII0aaTh HOPMBI
9KOJIOTHYECKOI1 6€3011aCHOCTH, ONPENeTIATh
HaIlpaBJICHUS PeCypcocOepexeHns B paMKax
npo(hecCHOHATBHON IESTEIbHOCTH MO CIIELAATHHOCTH.
OOyuaronuiicsi ocymecTBiIseT padboTy ¢ coOyIroaeHueM
OPUHIHIOB GEPEeRKIUBOrO MPOU3BOJICTBA, OPraHU3yeT

3aHATHSAX;
- B XOJI€ BBITIOJIHEHUS U
3aIINATHI KypPCOBOTO
MIPOEKTa,
WHIUBHIYaJIbHBIX U
KOJJICKTHBHBIX padoT
(pedepatos,
IIPE3eHTalMM, PACUETHO-
rpaduyeckux pador);

- B XO/1€ BBIIIOJIHCHUSA
paboT Ha y4eOHO u
MIPOU3BO/ICTBEHHOM
MPaKTHKaX;

- B X0JI€ 9K3aMEHa I10
podecCHOHANTEHOMY
MOJIYITIO
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NPOU3BOJICTBA, (P PEKTHBHO
JIECTBOBATh B YPE3BbIYANHBIX

poQeCCHOHANBHYIO IS TEIBHOCTD C YY€TOM 3HaHHH 00
N3MEHEHHNH KIMMATHYECKUX YCIOBHH PErHoHa

CUTYaIHsIX
OK 09. ITonp30BaThCS OO0yuaronuiicss TOHUMAeT OOIIUN CMBICIT YE€TKO
npodecCHoHaIbHON MTPOU3HECEHHBIX BHICKA3bIBAHNI HA N3BECTHBIC TEMBI

JIOKyMEHTaLuen Ha
TOCyTapCTBEHHOM H
WHOCTPAHHOM SI3BIKAaX

(mpodeccrnoHaIbHBIC U OBITOBBIE), 8 TAKXKE TEKCTHI HA
6a30BbIe IPOdecCHOHATBHBIC TEMBI; yIaCTBYET B
JMajorax Ha 3HaKOMbIe 001Ire 1 mpodeccrnoHalbHbIE
TEMBI; CTPOUT MPOCTHIC BHICKA3BIBAHHS O ceOe U 0 CBOCH
poheCCHOHATBHON NIEATSITLHOCTH; KPATKO
000CHOBBIBACT U OOBSICHSICT CBOU JICHCTBUSA (TEKYIUC U
IUTAHUPYEMEIC); TIHIIET MPOCTHIC CBSI3HBIC COOOIICHHS Ha
3HAKOMBbIC HJIH UHTEPECYIONIHNE MPOHECCHOHATBHBIC
TEMBI
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