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1. OBIIASI XAPAKTEPUCTHUKA PABOUYEHN ITPOT'PAMMBI
MPO®ECCHUOHAJIBHOT'O MOJY.JISI
IIM.01 HACTPOUKA CETEBOU HH®PACTPYKTYPBI

1.1. llesib ¥ IUIAHUPYEMbIe Pe3yJIbTATHI 0CBOEHUSA PO} eCcCHOHATBLHOT0 MOTYJIA

B pesynpraTte nzydenus npodeccnoHarIbHOTO MOAYISI 00y4aroImUics JOHKEH OCBOUThH BUJ
nestenbHocT BJ[ 1. Hacrtpolika ceTeBoii HH(PPACTPYKTYPBI COOTBETCTBYIONIHE €My OOIIHe
KOMIETEHIIMH U TPO(HeCCUOHATIbHBIE KOMIIETEHIIUHU

1.1.1. [TepeyeHnb 0OMUX KOMIIETEHITUN

Kon HaumMmeHoBaHue 00X KOMIIETEHIINHA

OK 01. | Bribupats criocoObl pemeHus 3a1a4 npo(ecCHOHAIBHON e TeTbHOCTH IPUMEHUTEIHEHO
K Pa3JINYHBIM KOHTEKCTaM

OK 02. | Ucnonb3oBaTh COBpEMEHHBIE CpEJICTBAa IOMCKA, AaHaIW3a M UHTEpPIpETaluu
uHpopManMu ¥ HMHGOPMAIMOHHBIE  TEXHOJOTMM  JJs  BBIIOJHEHHS 33734
podecCHOHALHOM IEATEIIBHOCTH

OK 03. | [InanupoBaTh M pealn30BbIBaTh COOCTBEHHOE NPOPECCHOHAIBHOE M JUYHOCTHOE
pa3BUTHE, MPEIIPUHUMATENBCKYIO JESITEeIbHOCTh B HpodeccHOHaIbHON  cdepe,
WCIOJB30BAaTh 3HAHUS MO TPABOBOH W (MHAHCOBOW T'PaMOTHOCTH B Pa3IMYHBIX
JKM3HCHHBIX CUTYyalluAX

OK 04. | DddexkTuBHO B3aNMOICHCTBOBATL M pa0OTaTh B KOJUICKTUBE U KOMaHJIC

OK 05. | OcymiecTBasaTh YyCTHYIO U NMHCBMEHHYK0 KOMMYHHMKAILMIO HAa TOCYAAPCTBEHHOM S3bIKE
Poccuiickoit ®enepanu ¢ y4eToM OCOOEHHOCTEH COLMAIBHOIO MU KYJIBTYpHOIO
KOHTEKCTa

OK 06. | IIposiBiATh TpakIaHCKO-MATPUOTUYECKYIO MO3ULHUIO, JIEMOHCTPUPOBATH OCO3HAHHOE
IIOBE/ICHUE HAa OCHOBE TPAaJULMOHHBIX POCCHUHCKHUX TyXOBHO-HPaBCTBEHHBIX LIEHHOCTEH,
B TOM 4YHUCII€ C YUYCTOM TapMOHH3alUH MCKHAIWOHAJIBHBIX W MECKPCIUTHO3HBIX
OTHOIIEHUH, IPUMEHSATh CTAHIAPThl AHTUKOPPYNIIMOHHOTO MIOBEEHUS

OK 07. | ConelicTBOBaTh COXPAaHEHHUIO OKPYKAIOLIEH Cpenbl, pecypcocOepeKeHHIo, TPUMEHSITh
3HaHUS 00 MU3MEHEHUM KJIMMaTa, MPUHIMIBI OepeXxIIMBOro MPOU3BOACTBA, 3()h(PEeKTUBHO
JICICTBOBATh B UPE3BBIYANHBIX CUTYAIUSAX

OK 09. | ITonb3oBaThCcst  NpOQeccHOHANbHOM  JOKyMEHTallMed Ha TOCyJapCTBEHHOM U
MHOCTPAHHOM $I3BIKAX

1.1.2. lepedyens npodeccroHaTbHBIX KOMITETCHITHI

Kon HaumeHnoBaHue BUJ1a 1€ATEIbHOCTH U NPOGECCHOHATbHBIX KOMIIETEHIIUI

B/ 1. Hactpolika ceteBoil HHQpacTpyKTyphl

MK 1.1. JIOKyMEHTUpPOBaTh  COCTOSIHMSI ~ MH(QOKOMMYHHKAIIMOHHBIX ~ CHUCTEM U  UX
COCTABJISIIOLIUX B IIPOLECCE HAIAJKHU U DKCILTyaTalluu

IIK 1.2. [TognepxuBath pabOTOCIOCOOHOCTh ammapaTHO-MIPOTPAMMHBIX CPEJICTB YCTPOMCTB
MH(POKOMMYHUKAITMOHHBIX CUCTEM

I1K 1.3. YCcTpaHATh HEUCIPABHOCTH B paboTe MHPOKOMMYHUKAIMOHHBIX CUCTEM

IIK 1.4. IIpoBOAUTHL IPUEMO-CHATOYHBIE HCIBITAHUS KOMIIBIOTEPHBIX CET€H U CETEBOIO

000pyI0BaHUS PA3IMYHOTO YPOBHS U OIEHKY KaueCTBa CETEBOM TOMOJIOTHH B paMKax
CBOEH OTBETCTBEHHOCTH

IIK 1.5. OcyiecTBIATh pe3epBHOE KOMUPOBAHUE M BOCCTAHOBJIEHHE KOH(PUTYPALIUU CETEBOTO
000py0BaHUsI HH()OPMAITMOHHO-KOMMYHHKAIIMOHHBIX CUCTEM

IIK 1.6. Ocy1iecTBIATh MHBEHTAPU3AIMIO TEXHUYECKHX CPEACTB CETeBOM MH(PacTPyKTYypHI,
KOHTPOJIb 000PYI0BaHMsI [TOCIIE IPOBEAECHHOIO PEMOHTA

IK 1.7. OcyIiecTBIATh periiaMeHTHOEe OOCITY)KMBaHHME M 3aMEHY PAacXOJHBIX MaTepHajoB

nepuepuitHOTO, CETEBOTO U CEPBEPHOr0 00OpYAOBaHHUS WH()OKOMMYHHUKAITMOHHBIX
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| cucrem

1.1.3. B pe3ynbprare ocBoeHHUs TPOPECCHOHATILHOTO MOYJISI OO YJIArOITUICS JOJIKEH:

Bnaners
HaBbIKAMU

COCTaBJICHHSI PETIIaMEHTHBIX OTYETOB O 3aMEYEHHBIX OTKJIOHEHHSX OT LITaTHOTO PEXUMa
(YHKIMOHUPOBaHUSI HHYOKOMMYHHUKAIIMOHHBIX CHCTEM;

JOKYMEHTHPOBaHUS 0a30BOM KOH(HUTypauuud U MpOrpaMMHOTO O0OecIieYeHHUs] YCTPOUCTB
nH(GOKOMMYHHKALIMOHHBIX CUCTEM;

YCTaHOBKH WH()POKOMMYHHUKAITMOHHBIX CHCTEM Ha pabOYMX MeCTaxX COTJIacHO TPYJIOBOMY
3a/1aHMIO;

BBIMTOJHCHUST JTUATHOCTUKH aIapaTHBIX OIMIMOOK YCTPOWCTB MH(PDOKOMMYHHKAIIMOHHBIX
CHUCTEM;

JEMOHTaXa M 3aMeHbl  y3JI0B M DJJIEMEHTOB  OTAEIbHBIX  YCTPOMCTB
WHPOKOMMYHHKAIIMOHHBIX CUCTEM, B TOM 4YHUCIIe TepuepuitHOro 000py10BaHuUS;

BBISABJICHUS COOEB M OTKA30B CETEBLIX YCTpOﬁCTB 1 ONICPAIIMOHHBIX CUCTEM;

omnpeJesieHNsI CO0EB U OTKA30B CETEBBIX YCTPOMCTB M ONEPALMOHHBIX CUCTEM;

YCTpaHEHHs TOCJIEACTBUI COOEB M OTKAa30B CETEBBIX YCTPOWCTB M OIEPALIMOHHBIX
CHUCTEM,;

OmpeJiesieHUsI TPUYMH BO3HUKHOBEHMSI KPUTHUYECKMX WHIMICHTOB Tpu padore
MPUKJIAHOTO IPOrPaMMHOr0 o0ecreyeHus;

TIOATOTOBKH K IMPOBECACHUIO IMPEABAPUTCIIBHBIX I/ICHBITaHI/II\/'I;

cocTaBlieHHs TpaduKa NpeABapUTENbHBIX HCIBITAHUI,

OITIOBCUICHU M0JIL30BaTEICH O BO3MOXKHBIX TNCPEPLIBAX B MPEAOCTABIICHUN CCPBUCOB,

BBITTOJIHCHUS MTPEABAPUTCIIBHBIX HCHBITaHHfI;

BOCCTaHOBJICHUS MapaMeTPOB MO YMOJYAHUIO COTIACHO TOKYMEHTAIIMH ONEpPAIllMOHHBIX
CHCTEM;

BOCCTAHOBJICHHA IapaMETPOB ITPpU IMMOMOIIU CEPBEPOB apXUBUPOBAHMA,;

BOCCTAHOBJICHHA MapaMCTPOB NPHU IMOMOIIXU CPEACTB YIPABICHUA CIICHUATIU3UPOBAHHBIX
OINCPAIIMOHHBIX CUCTEM CETCBOI'O O60py,Z[OBaHI/I$I;

IUIAaHUPOBAHUSI ~ PAaCHMCAaHUs  apXUBUPOBAHUS M apXMBUPOBaHHE  MapamMeTpoB
TI0JIb30BaTENbCKUX YCTPOMNCTB,

COTIPOBOXKICHUS CEPBEPOB aApXUBHUPOBAHUS MPOTPaMMHOTO obecrieueHus
WH(OPMAITMOHHO-KOMMYHUKAIIHOHHON CHCTEMBI;

MOHUTOPHUHI'A ITPOBCACHHOT'O INIAHOBOI'O apXUBUPOBAHMS ITOJB30BATCIILCKUX YCTpOﬁCTB;

IPOBCACHUSA NHBCHTAPU3AIINN,

IMPOBEPKU OTYETOB 11O PE3YJIbTaTaM HWHBCHTApHU3allUM W CIIMCAHHA alllapaTHBIX,
MIPOrpaMMHO-alIapaTHLIX U MPOTrPpaAMMHBIX CPEACTB;

(¢uKCUpoBaHUS B  JKypH&JIE HMHBEHTAPHBIX HOMEPOB  TEXHHUYECKHX  CPEICTB
aJIMUHUCTPUPYEMOH CETH;

(duKcUpoBaHUS B OJKypHalle  MECTOPACMOJOXKEHUS  TEXHHYECKUX  CPEJCTB
aMHMHHCTPHPYEMOH ceTH;

MapKHUPOBKHU TCXHUYCCKUX CPCACTB aI[MPIHHCTppreMOfI CCTH,

KOHTPOJISI OCTATKOB 3aIMlaCHBIX YacTe W 000py0BaHUS TI0]] 3aMCHY;

KOHTPOJIsI coOumoiernst Tpadrka npoduaakTuaeckoro 00CIyKuBaHus 000PYIOBaHHS;

BHECCHUS JaHHBIX O MPOBEJICHHBIX paboTax B MHOOPMAIIMOHHYIO CHCTEMY YIPaBIICHUS
3aracaMu U pEMOHTOM,;

BHECEHUS JTaHHBIX 00 MCIOJIb30BaHHBIX 3allaCHBIX YacTsIX B MHPOPMALMOHHYIO CHCTEMY
YIpaBJIeHHs 3amacaMy M1 PEMOHTOM;

YmMmern

I0JIL30BaTHCS HOPMAaTHBHO-TEXHUYECKOHN JIOKyMEHTaIuen B obiactu
MH()OKOMMYHHUKAITMOHHBIX TEXHOJIOTHII,

COHpOBO)K,I[aTL/ BCCTH TCXHUYCCKYTO AOKYMCHTAIUIO oo 00BEKTaM
I/IH(l)OKOMMyHI/IKaHI/IOHHBIX CHUCTEM

KOHTPOJIMPOBATh HAJIWYUC W IABWXXCHHUEC alllapaTHbIX, IIPOrpaMMHO-aIIapaTHbIX U
MMPpOrpaMMHBIX CPCACTB;

pa60TaTI> C HH(bOpMaHHOHHOﬁ CHCTEMOH I10 YIPABJICHUIO 3allaCaMi U pCMOHTOM;

0QOPMJISITH 3asBKH Ha MaTEPHAIBI U KOMIDIEKTYIOIUE HHPOKOMMYHHKAIIMOHHBIX
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CHCTEM,;

MPUMEHSITh MHCTPYKITMH 110 YCTAHOBKE M DKCIUTyaTaIy nepudepuitHOro 000py10BaHus;

BBIMIOJIHATh 3aMEHY pACXOIHBIX MATEPUATOB M KOMIUICKTYIOIIUX MepU(epUitHOro
000pyIOBaHMUS;

HCIIOJIb30BaTh KOHTPOJIbHO-U3MEPHUTEIBHOE obopytoBaHHe JUTST MIPOBEPKHU
ANEKTPUIECKUX COSAMHEHUH YCTPOICTB NH()OKOMMYHHUKAIIMOHHBIX CHCTEM;

BBIABJIATE U YCTPAHATb MCEXAHUYCECKUEC TOBPOKACHUSA U I[CCbCKTBI YCTpOﬁCTB
I/IH(bOKOMMyHI/IKaHI/IOHHI)IX CHUCTEM,

UICHTU(UIIMPOBATh WHIMCHTHI, BO3HUKAIONIUE TIPH YCTAHOBKE IPOTPAMMHOIO
obecrnedeHus], ¥ MPUHUMATh PElIeHre 00 M3MEHEHNH MPOIIEyPhl YCTaHOBKH;

OLIEHUBATD CTENEHh KPUTUIHOCTH HHIIMAEHTOB IIPH paboTe MPUKIAIHOTO IPOTPaMMHOTO
obecreueHus;

YCTPpAHATH BOSHUKAOIINEC MHIUACHTEI,

MIPOM3BOANTh MOHHUTOPHHT aIMUHHCTPUPYEMOH HH(GOPMAIMOHHO-KOMMYHHUKAIIMOHHON
CUCTEMHE,

JOKYMEHTHPOBATh YYETHYI0 HH(popManuio 00 HCIOIb30BaHUM CETEBBIX PECYPCOB
COTJIACHO YTBEP)KJICHHOMY I'paduKy;

UIeHTH(DUIMPOBATh, WHIMIEHTH, BO3HHUKAIOIINE IIPU IIPOBEICHUH TPEABAPUTEIHHBIX
HCITBITAaHUH;

HCIOJIB30BAaTh MPOUCAYPbI BOCCTAHOBJICHUS JAHHBIX,

OnpeaACIATL TOUKHW BOCCTAHOBJICHUSA JAHHBIX]

OLICHMBATh PUCKH NEPEPHIBOB B NPEAOCTABICHUH CEPBUCOB IPU NPOBEICHUHU HCIIBITAHUH;

pabotaTh C cepBepaMH apXUBHPOBAHMSI M CPEICTBAMH YIPABJICHUS OIEPALOHHBIX
CHUCTEM,;

BBIIIOJIHATE IJIAHOBOC apXUBUPOBAHUC IMPOrpaMMHOTO O6CCHC‘ICHI/I}I IIOJIB30BaTCIIbCKUX
YCTPOMCTB COTIACHO TpauKy

paboTaTh ¢ JOTOBODHOM W OTYETHOW JIOKyMEHTalMedl Ha 0O0CIyXHBaeMyIO
WH(POPMAITMOHHO-KOMMYHUKAIIOHHYIO CUCTEMY;;

3HaTh

IpaBuJia U MPpoOUCAypPhbl NPOBEACHW A NHBCHTAPHU3AINHU;

NpaBuiia MapKUPOBKU YCTPOWCTB M 3JIEMEHTOB HMH()OPMALMOHHO-KOMMYHHKALMOHHON
CHCTEMBI;

OCHOBBI JC€JIOITPON3BOACTBA,

mpoucayphl CIIMCaHUA TEXHUUCCKUX CPCJICTB,

IMPpOrpaMMHBIC CPEACTBA MHBCHTAPU3AIIHH

NPUHIMIIBL KJIaccH(UKAMY M KOAWPOBaHMS HHpOpMaIuu;

THUIIOBBIC BAPUAHTBI B3AUMO3aMCHIACMOCTH,

MPUHIMITEI OPTaHU3AIMH HH(POKOMMYHHUKAIIMOHHBIX CUCTEM IO YIIPABIEHHIO PEMOHTOM
1 00CITy)KHBaHHEM;

THUIIOBBIC CPOKHU IMPOBCACHUS HpO(l)I/IJ'IaKTH‘IeCKI/IX PEMOHTOB;

TCPMUHOJIOTHS U TpaBUJIa YTCHUA TECXHUYCCKOU JAOKYMCHTAIIH;

npaBmwia OQOPMIICHHS TEXHHYECKOW JIOKyMEHTAIlMM [0 pe3yiabTaTaM MpPOBEPKH
paboTOCIIOCOOHOCTH YCTPOHCTB HHPOKOMMYHHKAIIMOHHBIX CUCTEM;

OCHOBBI ApXHUTCKTYPbI alllIaPATHLIX CPCACTB,

MIPUHIHAIIBI (bYHKLII/IOHI/II)OBaHI/IH afrapaTHbIX CPECACTB BBIUKCIIUTCIIEHOMN TCXHHUKH,

THUIIOBBIC PCTIIAMCHTLL O6CJ'Iy>KI/IBaHI/IH armnapaTHbIX CPCACTB,

crocoObl  OOHApYKEHUS] ~ MEXaHWYeCKMX  HENoJNaJoK B paboTe  YCTPOWCTB
WH(POKOMMYHHKAIIMOHHBIX CUCTEM, TPUYHHBI UX BO3HUKHOBEHUS M IPUEMBI YCTPAHEHUSI,

TpeOOBaHUs OXpaHbl Tpyna IMpH paboTe ¢ anmapaTHBIMU, IPOTrPaMMHO-ANIAPATHBIMA H
MPOrPaMMHBIMHU CPEICTBAMU aJIMUHUCTPUPYEMON HH)OPMAIMOHHO-KOMMYHHUKALIMOHHON
CUCTEMBI

TpeOOBaHM OXpaHBl TPyJa MpH padoTe C CETeBOW ammapaTypodl agMHUHHCTPHPYEMOit
WHPOPMALMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;

JIUIICH3UOHHBIC TPEOOBaHUS 110 HACTPOMKE U OIKCIUTyaTallid yCTaHABIMBACMOTO
MIPOTPaAMMHOTO O0CCTICUCHHS,

OCHOBBI aPXUTEKTYPBI, YCTPOUCTBA U QYHKIIMOHHUPOBAHHSI BEIYUCIUTEIHHBIX CHCTEM;
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o0Imye MPUHOMIE (YHKIMOHUPOBAHUS amlMapaTHBIX, MPOrPaMMHBIX U MPOTrPaMMHO-
anmapaTtHbIX  CPEINCTB  aIMHHUCTPUPYEMOH  HMH(GOPMALMOHHO-KOMMYHUKAIIMOHHOMN
CHCTEMBI,

apXUTEKTypa almapaTHhIX, TMPOTPAMMHBIX M MPOTPAMMHO-ANIMAPATHBIX CPEACTB
aIMHHHACTPHUPYEMOH WH(OPMAITMOHHO-KOMMYHHUKAIIMOHHON CHCTEME,

TpeOOBaHMS K KOMITBIOTEPHBIM CETSIM;

ApXHUTEKTYpa MPOTOKOJIOB;

CTaHJlapTU3alusl CeTeH;

9TaIlbl IPOSKTUPOBAHHS CETEBOM HHPPACTPYKTYPBHI;

opranmzanys paboT Mo BBOAY B AKCILTyaTallHIO OOBEKTOB W CETMEHTOB KOMITBIOTEPHBIX
CeTeH;

CTaHIapThl Kalenei, OCHOBHBIC BHJIbI KOMMYHUKAIIMOHHBIX YCTPOWCTB, TEPMHUHBI,
MOHSITHSA, CTAHIAPTHI M TUIIOBBIC JIEMEHTBI CTPYKTYPHPOBAHHON KaOENbHOW CHUCTEMBI:
MOHTaX, TECTHPOBAHWC;

Cp€acTBa TCCTUPOBAHUA U aHAJIU34A,

MMpOrpaMMHO-aNImnapaTHbIC CPECACTBA TEXHUYCCKOI0O KOHTPOJIA,

WHCTPYKLIUH TIO YCTaHOBKE aJMUHHCTPHPYEMBIX CETEBBIX YCTPOWCTB MH(POPMALUOHHO-
KOMMYHHKAIIHOHHON CUCTEMBEI,

OTpPaCJIEBBIC HOPMATHUBHBIC ITPABOBLIC AKTHI,

TUTIOBBIE CPOKM  3aKJIOYEHUS W  JEHCTBHS  JIOTOBOPOB Ha  0OCIy>KMBaHHE
WHPOPMALTMOHHO-KOMMYHHUKAIIHOHHON CUCTEMBI;

JEeWCTBYIOLINE B OPraHNU3alMY JOKaIbHbIE aKThl Ha 0()OpMIICHHE 3asBOK Ha MaTepHalbl U
KOMILJICKTYIOIIKE.

1.2. KoanuecTBO 4yacoB, OTBOAMMOC HA 0CBOCHUC l'IpO(l)eCCI/IOHaJIBHOFO MOAyJIsd

Bcero gacos 722,
B TOM 4Hclie B (hopMe MPaKTUIECKON MOATOTOBKY 422 yaca.

N3 mux Ha ocBoernne MJIK 500 vacos,

B TOM YHCJIE CAMOCTOsITeNIbHAs paboTa 25 yacoB, mpoMeKyTouHas arrectanus 12 yacos;
npakTHKU 216 yacos,

B TOM umcie ydeOHas npaktika 108 gacos, nmpousBoacTBeHHas npaktuka 108 gacos.
[TpomesxyTouHas arTecTanus No NpoeccuoHaIbHOMY MOJYIIO B (popMe 3K3aMeHa — 6 4acos.




2. CTPYKTYPA U COAEP KAHUE ITIPO®ECCUOHAJIBHOTO MOAYJIA

2.1. CTpykTrypa npogeccHOHATBHOT0 MOIYJIs

BT.Y.B

O6beM npodeccHoHaTBHOTO MOIYJIA, aK. 9ac

bopm Ob6yuenne nmo MIK [IpakTuku
Konpt opme B TOM 4HCIIE
(1) HaumeHnoBauus pa3aeiion Bceero IpaKTH a6
TIPOQCCCHOHATLHAIX 1 PO EeCCHOHATBHOTO MOTYJI 4acoB | 4eckoi 40OpATOPHRIX KypcoBbix
00X KOMIIETEHINI Bcero u CamocrosgTeabpHas [IpomexyTouHast IIpousBoact
HOATOT pabot 6 Vyebnas
OBKH HpaKTI/I‘{eCUKI/IX (HpO@KTOB) paooTra aTTccTranus BCHHas
3aHATHU
1 2 3 4 5 6 7 8 9 10 11
K11 -1IK'1.7,, | Pa3nen 1. KomnboTepHbie 189 62 189 62 - 9 6 - -
OK 01. - OK 07., ceTH
OK 09.
HK 1.1. -TIK 1.7., | Pasnexa 2. Opranuzanus, 209 112 209 82 30 12 6 - -
OK 01.-OK07., NPUHIMIIBI TIOCTPOCHHS U
OK 09. (pyHKIMOHUPOBAHUS
KOMIBIOTEPHBIX ceTeil
IIK1.1. -TIK 1.7., | Pa3gen 3. be3omacHocTth 102 32 102 32 - 4 - - -
OK01.-OK07., | koMnbIOTepHBIX ceTeii
OK 09.
HK1.1.-TIK1.7., | Yye0OHnasi npakTHKA 108 108 - - - - - 108 -
OK 01.-0OK 07.,
OK 09.
HK1.1.-TIK 1.7., | TIpou3BoacTBeHHAast 108 108 - - - - - - 108
OK 01., OK 02., npaKTHKA
OK 05., OK 06.,
OK 07., OK 09.
IIpomMeskyTouHasi aTTecTalMsA 6 - - - - - 6 - -
Beero: | 722 422 500 176 30 25 18 108 108




2.2. TemaTH4eckuii IJIaH U cojiep:kaHue npogdeccuoHaibLHOro moay.as (IIM)

HaumeHnoBaHue pa3aeiioB H

Oo6bem, akaj.

TeM Npo(ecCHOHATLHOTO Conep:kaHue yueOHOro MaTepuaa, :;z;eor
mozy.a (IIM), JIa00paTOpHbIe M NPAKTHYECKHE 3aAHATHS, CAMOCTOSITeJIbHASA padoTa o0yyaommxcs, KypcoBasi padoTa dbopme Kon IIK, OK
MEKIUMCHUIIHHAPHBIX (mpoexT) NMPaKTHYECKOH
KprOB (MI[K) MOAr0TOBKH,
aKal. 4
1 2 3 4

Paznen IIM 1. KomnblOTEpHbIE CETH 189/ 62

MJK.01.01 KomnbloTepHbIE CETH 189 /62

Pa3nen 1. BBeneHue B ceTeBbIe TEXHOJIOTHH 96 /32

Tema 1.1. O6mas Conep:xaHue 4 K 1.1, K 1.2,

XapaKTEepPUCTHKA Buasl KOMIBIOTEPHBIX ceTeil. [NoGajibHble M JIOKAIbHbIE CETH. BHJbI CETEBBIX apXHTEKTYP. [IK 1.4, TIK'1.6.,

KOMIILIOTEPHBIX ceTeil OcHOBHBIE KOMIIOHEHTHI CETEH, CETeBasl Cpella U CETEeBhIE YCTPOMCTBA. TEXHOIOTUU TOAKITIOUCHHUS IK1.7.,
k HWareprer. KadectBo m HajexxHOCTh ceTeil. OCHOBHBIE TIOHSATHS CETE€BO 0€30MacHOCTH. 8§ (())i 8§ 8§
TenaeHUUU pa3BUTHUS CETE OK 07"’ OK 09.’

Tema 1.2. CereBble Conep:xanue 6 MK 1.1., 11K 1.2,,

NPOTOKOJbI U KonmupoBanne u mapamerpbl cooOmieHus. CeTeBble MPOTOKONBI. B3amMoneiicTBHE MPOTOKOIOB. IK 1.4, TIK L.5.,

KOMMYHHKAILUU Hab6op npotokomoB TCP/IP u mpomecc oomena nmanapiMH. OpraHu3anvy 1O CTaHAAPTH3AINN: IIK'1.6, [IK' 1.7,
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBHeBbie Moaenu OSI u TCP/IP. Unkancynsmus 1aHHBIX. 85 8}1 8112 8;
[MpotokonbHbie Onoku manHbix (PDU). Jloctynm k JokainbHbIM pecypcam. CereBas ajpecanus. OK 07" OK 09"
MAC- u IP- anpeca. loctyn x ynanéHasiM pecypcam. 1103 mo ymomrgaanto ’ '

Tema 1.3. Cerenoii noctyn | Coaep:kaHue 6 OK 1.1, K 1.2,
IIpoTokonsl u cranmaptel (usmdeckoro ypoBHs. CrocoObl moakmoueHuss kK ceTH. CeTeBbie IIK'1.3, [IK 1.4,
unrepdeiicapie miatel (NIC). Cpenpl mepeqaud JaHHBIX W HX XapaKTEPUCTUKHU: IMPOIYCKHAs IIK15, K16,
CIOCOOHOCTh, TTPOU3BOAUTENBHOCTD. Brsl MenHbIX ceteBbix kabenei: UTP, STP, koakcuanbHEIi. OK lglK 107K 02
Pa3HOBHIHOCTH, OCOOEHHOCTH TIPOKIAAKU W TECTHpoBaHUs Kadenel. CTpyKTypa ¥ OCOOCHHOCTH OK 0 4 OK 05"
MPOKJTaZIKK ONTOBOJIOKOHHBIX Kabesei. bectipoBoHblie cpeacTpa nepeaayun naHubix. Crangapt Wi- OK 07." OK 09'.’

Fi IEEE 802.11.

KananpHblil ypoBeHb W ero mogypoBHH: YnpasieHue jorndeckuM kaHaioMm (LLC) u Ympasnenue
JocTyrnoM K cpezne nepemaun ganHbIX MAC. CtpykTypa Kajpa KaHAIBHOTO YPOBHS M TPHUHITUIIBI
ero ¢popmupoBanus. CTaHAAPTH KaHATBHOTO ypoBH. PU3NYECKast U JIOTHYeCcKasi TOMOJIOTHS CETH.
Tomosnornun «Toyka-TOUKay», «3BE3[1a», «IIOJHOCBSI3aHHAs», «KoiblieBas». l[lodmyayruiekcHas u
MOJTHOTyTIIEKCHAs mepenaya qaHHbix. Ocodennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.
KoHconpHBIH JToCTyT, yaaneHHbld noctyn ¢ nomomsio Telnet u SSH, ncnons3opanue nopra AUX
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Tema 1.4. CeTeBble
TexHnoJoruu Ethernet

Conepxanue

CewmeiictBo cetebix TexHojoruid Ethernet. Ilpunmun paGoter Ethernet. BzammopelicTBue Ha
noxypoBHsx LLC u MAC. Ymopaenenue moctymom K cpene mnepemaun nanHeix (CSMA). MAC-
aapec: uaentuduranusi Ethernet. AtpuOyTtel kagpa Ethernet. IlpenctaBnenms MAC-agpecos.
OHO- U MHOT0IPECHOH, MIMPOKOBeImaTeIpHOM pacchiiok. CkBo3Hoe moakmouenue, MAC- u IP-
azapeca.

[Iporoxon pazpemenwust aapecoB (ARP): mpuHIMIBEI paboTHI, PO B MpOIlecce yAAICHHOTO 00MeHa
nanabiMi. Tabmunsl ARP Ha cereBbix yctpoiicTBax. OCHOBHBIE HemocTaTku mpoTokosna ARP -
Harpy3ska Ha cpeny nepenaun AaHHBIX U O€3011aCHOCTb.

OcHoBHas uHpopManms o moprax kommyTaropa. Tadmuia MAC-agpecoB koMmmyTaTtopa. OyHKIHS
Auto-MDIX. O®ukcupoBaHHass H MOAyJbHas KoH(pUTypaluu KommyTaropoB. CpaBHeHHE
KOMMYTalld ypoBHA 2 © ypoBHSA. BupryaneHblii wuHTepdeiic kommyrtatopa (SVI),
Mapmpytusupyemsiii nopt, EtherChannel yposns 3. Konduryparwst MapmpyTusupyemMoro mopra

MnK1.1., 11K 1.2,
MK 1.3, 11K 1.4,
K 1.5, IIK 1.6.,
K 1.7.,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.5. CeTeBoii
YPOBE€Hb

Conep:kanue

CereBoil ypoBeHb B Tpollecce mnepenaud JMaHHbIX. [IpoTokomnbl ceteBoro ypoBHS. OCHOBHBIE
xapaktepuctuku [P-mporokona. Ctpykrypa nakeros [IPv4 u [IPv6. OcoOEHHOCTH U MPEeUMyIIeCcTBa
mpotokoiga Pv6. Meronsl MapmpyTuzanmuu  y3moB. Tabmwiia MapmipyTH3alMd — y3JI0B U
MappyTuzaTopa s mporokonoB [Pv4 u IPv6. YcrporictBo MapmpyTtuzatopa — [Ipormeccop,
namsATh, ONepalMoHHas cucrteMa. llojkiroueHne K MapUIpyTH3aToOpy 4Yepe3 pas3indHble MOPTHI.
Hactpoiika WCXOMHBIX TMapaMeTpoB, WHTEP(PEHCOB, MUIO3a 10 YMOJIYAaHUIO M JPYTUX
XapaKTePUCTHK MapIIpyTU3aTopa

MK 1.1, IIK 1.2.,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
K 1.7.,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.6. TpancnopTHbIi
YPOBEHb

Conep:xanue

Haznauenwue u 3a1a4u TpaHCIIOPTHOTO YPOBHSI.

MynpTHUIUIEKCHPOBaHUE CeaHCOB CBA3M. Ommcanume u cpaBHeHue mnpotokonoB TCP n UDP —
Ha/Ie&KHOCTh M IPOU3BOAUTEIILHOCTh, 00JaCTh NPUMEHEHHs. Aapecalusi IOPTOB U CErMEHTaLUs
TCP u UDP. O6men nanusiMu o TCP. Iponecest TCP ceprepa. YcranoBnenue TCP-coenunenns
u ero 3asepuieHue. [IpuHnmne! «TpéxcroponHero pykonoxarus» TCP. HagéxHocTs 1 ynpasieHue
notokoM TCP - TloaTBep:kieHNE MOMy4YeHHsI CErMEHTOB, NOTEPS JaHHBIX W NOBTOpHAs Iepenadya,
yrpasieHne morokoM. OOMeH naHHbIMH c mcrnonb3oBanrneM UDP. [poneccer u 3anpocst UDP-
cepsepa, UDP-natarpammel, mporeccel UDP-kimmenta. [pmnoxenws, ucons3ytonme UDP u TCP

MnK1.1., 1K 1.2,
MK 1.3, 11K 1.4.,
K 1.5., IIK 1.6.,
K 1.7.,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.7. YpoBenn
NPHJI0KeHUH

Conep:xanue

YpoBeHb TPWIOKEHHWH, YpPOBEHb TMPEICTABICHUS W  CEAaHCOBBIH  ypoBeHb. llpumepsl
pacipocTpaHeHHbIX NpuiIokeHni. [IpoTokoms! ypoBHs npunnoxkenuit. Ogaopanroseie cetu (P2P).
Mogenb Trma «kiaueHT-cepeep». 0030p npotokonos HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a
noMeHHbIX UMEH (DNS). ®opmar coobmenunit u nepapxust DNS. Ytunura «nslookupy». Ciyx0a
DHCP. Ilporokon nepenauu ¢aiinos (FTP). [Iporokosn oOMeHa OI0KaMu CEPBEPHBIX COOOIICHHI

MnK1.1., 11K 1.2,,

MK 1.3, 11K 1.4.,

K 1.5, IIK 1.6.,
K 1.7,

OK 01., 0K 02,

OK 03., OK 04.,

OK 05., OK 06.,
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(SMB). Konnerniiuu «Bceoosemmromuii Uatepuer» BYOD. [loctaBka 1aHHBIX 10 KOHBEPTCHTHBIM OK 07., OK 09.
CeTSIM
Tema 1.8. IP-agpecanus Coaepxanne 6 IK 1.1, TIK 1.2,,
Crpyxkrypa IPv4-anpeco. Cereas u y3inosas uacTh IP-anpeca. IIpeo6pasoBanue agpecoB MEKIy IIK'1.3., 11K 1.4.,
JBOWYHBIM U JIeCITEpUYHBIM MpeacTaBienueM. Macka nmoncetu [Pv4. CereBoit aapec, aapec y3na u IIK 1.5, K16,
IMPOKOBeAaTeNsHBINA aipec cetu [Pv4. [lprucBoenne y3imy craTndeckoro u AuHammudeckoro [Pv4- OK 1(_)[1K 101 02
aapeca. MmuoroangpecHass mnepenada. Ilyommunsie wu dwactHeie [Pv4-agpeca. [Pv4-ampeca OK 03:’ OK 0 4
crieranbHOro Ha3HayeHus. [IpucBoenue IP-agpecos. OK 05_: OK 06.:
ICMP-cepBucel.  Otimumst  juis  npotokoioB  IPv4.  CoobOmenus ICMPv4 «Bampoc k OK 07., OK 09.
MapupyTuzaropy», «OObBsBIEHHE OT MapLIPyTH3aTOpa», «3ampoc COCEOHEro y3ia» H
«O0BbsBICHNE CcOceHEero y3nay. TecTHpoBaHUE CETH € TMOMOMIBI0 3X0-3ampocoB. TpaccupoBka
MapuipyTta. Bpems mpoxoxaeHus curHana B mpsiMoM W oOpaTHoMm HanpasieHusx (RTT). Bpewms
sxkuzau (TTL) IPv4 u penen nepexonos [Pv4
Tema 1.9. Paznenenne IP- Coaep:xanue 6 InK1.1., MK 1.2,
ceTeil HA MOJACeTH Cermenranus [P-cereit. OOMeH naHHBIMH MEXIy mojaceTsMu. [lnaHupoBaHue ajapecalvu B 1K 1.3, IIK 1.4,
nojcersix. PacueTHele (QOpMyNBl AN CErMEHTAalUMH ceTH. Pa3OueHne Ha TOACETH Ha OCHOBE IIK 1.5, IIK 1.6.,
TpeOOBaHUIA Y3JI0B U CETEH, B COOTBETCTBUU C TpeOoBaHUsIMU ceTeld. OmnpeeneHne Macku MOACETH. OK EIIK 1O7K 02
PazOuenune Ha TIOJICETH C WCIIOIb30BaHNEM MacKu nepeMenHon umHbl (VLSM). bazoBas Monenp u OK 03" OK 0 4"
HasHaueHne OmokoB ajpecoB VLSM. [IlmanupoBanue angpecarmu cetH. (OCOOCHHOCTH OK 05:: OK 06::
npoektupoBanus [Pv6-cetn. Pa3Omenne Ha TOACETHM C HCIIONB30BaHUEM HICHTU(HUKATOPA OK 07., OK 09.
uHTepdeiica
Tema 1.10. Co3nanue n Conep:xanue 8 MK 1.1., 11K 1.2,,
HacTpoiika He0OIb IO [InanupoBaHue U co3laHue HeGOJIBIION KOMITBIOTEPHOM CETH: ONpesieieHHe KIIIOUeBhIX (haKTOpOB, IIK'1.3., TIK 1.4,
KOMIIbIOTEPHOH ceTH BEIOODP TOTIOJIOTHH M CETEBBIX YCTPOWCTB, BEIOOP M HACTPOHKA IPOTOKOJIOB, CUCTEMBI aipecallyi. K 1.5, K 1.6.,
Mepsl 1o obecrieueHHI0 0€30IaCHOCTH CETH. YS3BHMOCTH U CETEeBbIE aTaku. Pa3BenbiBaTesbHbIC OK lglK 1071( 02
ataky, Ataku pgocrtyma, Otkaz B obOcmyxuBanuu (DoS-ataku). PesepBHoe KommpoBaHue, OK 03" OK 0 4"
OOHOBJICHHE U YCTaHOBKA MCIPABICHUI. MexceTeBble IKpaHbl. AyTeHTH(UKAINS, aBTOPU3ALUST U OK 05:: OK 06::
yuét. Bkmrouenne nportokosna SSH. OK 07., OK 09.
@ainoBble  CHUCTEMbl MapLIPYTU3aTOPOB W KOMMYTaTOpoB. Pe3epBHOE KONMpPOBaHHE W
BOCCTAHOBJICHHE C IIOMOIIbIO TEKCTOBbIX (haioB, mnporokosa TFTP, USB-nakomnurens.
Berpoennsie ciyx0b1 Mapmpytuzanun. [logmepskka OecnpoBoaHbsix mnoakimodeHuit. Hactpoiika
BCTPOCHHOI'0 MapIIpyTH3aTopa
B ToM yHciIe MpaKTHYeCKUX 3aHATHII 32/32
IIpakTuyeckoe 3ansitue 1. 2/2 MK 1.1, TIK 1.2,
CocraBienue KapThbl ceTd IHTepHET ¢ MOMOIIBIO YTHIIUT «ping» U «traceroute» MK 1.3, IIK 1.4,
IIpakTHyeckoe 3aHsTHE 2. 4/4 IIK15, 1K 16,
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Co3naHue mpocToi CeTH:

- yCTAaHOBKa CeaHca KOHCOJIM C CETEBBIM 000pY/I0BaHHEM TIPH MOMOIIH porpammel Tera Term;
- CO3JIaHMe CETH;

- HACTPOMKa OCHOBHBIX MTApPaMETPOB KOMMYTATOPa

IpakTnyeckoe 3ansiTue 3.
IIpocmoTp cereBoro Tpaduka ¢ momornbsto mporpammer Wireshark

2/2

IIpakTH4yeckoe 3ausiTue 4.

Uzyuenne Ethernet-texHonoruii:

- mpocMoTp MAC-afpecoB ceTeBbIX yCTPONCTB;

- n3yuenune kaapoB Ethernet ¢ momormpro mporpammer Wireshark;

- mpocMoTp ARP ¢ momompto nmporpammer Wireshark, uarepdeticoB komananoit ctpoku Windows;
- UCTIoJIb30BaHKe MHTepdeiica KoMaHaHOH cTpokH ¢ Tabnuiamu MAC-aapecoB KOMMyTaTopa

414

IIpakTHyeckoe 3ansTHe 5.

[MoaxiroueHre KOMITBIOTEPOB K CETH C IOMOIIBIO Kabeel 1 OeCIIPOBOIHBIX aalTepOB:
- OIIpeJIeNIEHNE CETEBBIX YCTPOUCTB U KAHAJIOB CBSI3H;

- 00’KHMIM CEeTeBOro Kabders;

- IPOCMOTP JTAHHBIX O OECTIPOBOAHBIX U MPOBOAHBIX CETEBBIX aJlaNTepax.

414

I[IpakTHyeckoe 3ansTHE 6.

Wzyuenne TpaHCIIOPTHOTO YPOBHSI:

- HaOJIIOIeHHE 3a TPOLIECCOM TPEXCTOpOHHEro «pykomnoxatus» TCP ¢ momorsio mporpaMmbl
Wireshark;

- u3yueHne 3axpadeHHbIX JaHHbiX DNS UDP ¢ momomikto nporpammsl Wireshark;

- u3yuenue 3axBaueHHbIX naketoB FTP u TFTP ¢ momomipio nporpammel Wireshark

414

I[IpakTHyeckoe 3aHsTHE 7.

Cermenranus IP-cereii:

- U3y4YeHUe KabKYJISTOPOB TOICETEH;

- pacuér noxacereit [Pv4;

- pa3zerneHue ceTeil ¢ pa3InYHBIMU TOTIOJIOTHSIMH Ha TIOJICETH;

- pa3paboTKa ¥ BHEJPEHUE CXEMBI aJIpecallui, pa3aeaéHHoi na nmojaceru [IPv4-ceru;
- pa3paboTKa 1 BHeApEHUE cXeMbl aapecanun VLSM

6/6

I[IpakTHyeckoe 3ansitue 8.

ITocTpoenue cetu:

- IPOCMOTP TAOJIMI MAPIIPYTHU3ALMH Y3JI0B;

- u3yueHne PU3NUECKUX XapaKTEPUCTHK MapLIPyTHU3aTOPa;

- CO3JIaHME CETH, COCTOSIIEH U3 KOMMYTaTOpa U MapIIpyTH3aTOPa;
- HACTPOHKA OCHOBHBIX MApaMETPOB KOMMYTATOPA;

6/6

K 1.7,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.
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| - HaCTpOﬁKa OCHOBHBIX MApaMCTPOB MapuipyTusaTopa

CamocTosiTesibHAs padoTa 00yuyalomuxcsi Npu u3yyeHuu pasaena 1 M 2

Cucremarnyeckast Ipopad0TKa KOHCIIEKTOB 3aHATHI, yUeOHOH M CIIEIUAIbHON TEXHUYECKOW JIUTEPaTyPHI.

KoncnextupoBanue TekcTa, paboTa co CIOBapsIMU U CIIPaBOYHMKAMH, O3HAKOMJICHHE ¢ HOPMAaTUBHBIMH JOKYMEHTAaMHU.

[ToaroToBka K MPaKTHYECKUM 3aHITHSAM C UCIIOJIB30BaHHEM METOJMUECKIX PEKOMEHAAUH mpenoaasartess, ohopMIIcHHE

IPAaKTUYECKUX PadOT, OTYETOB U IIOATOTOBKA K UX 3aIIUTE

KoHcynbTanuu 2

IIpomexxyTounas arrectanusi mo MJAK.01.01 B popme nudpdepeHMpoBaHHOrO 324eTa -

Paznen 2. [IpyHOMIBI MAPIIPYTH3AUMH H KOMMYTALHUH 93/30

Tema 2.1 BBenenue B Conep:xanue 2 MK 1.1, IIK 1.2,

KOMMYTHpYeMbIe CeTH O6benunénEble ceTH. Mepapxus B KOMMYTHPYeMOH ceTH. Polb KOMMYTHPYEMBIX —ceTeil. IK 1.4, TIK 1.5.,
Kommytupyemas cpena. Junamudeckoe 3amonnenue Tabmuiel MAC-agpecoB KoMMyTaropa. IIK 1.7,
MeTtoapl mepecbUIKM Ha KoMMyTtarope. KoMMmyTainus ¢ mpoMeXyTOdHbIM XpaHeHHeM. CKBO3Has (())If( %17 (())II<< (())29
KoMMmyTanusi. KommyTtannoHnHele 1oMeHbl. CHIDKEHHE MEPErPY30K CETH ’ '

Tema 2.2 OcHOBHBIE Copep:xaHue 4 MK 1.1, IIK 1.2.,

KOHIeNIHHN 1 HACTPOiiKka OcHOBHBIE KOHIIETIIMM W HacTpoiika kommyTanuu. [lepBoHavanpHas HacTpoiika KOMMyTaTtopa U IIK'1.3, [IK 1.4,

KOMMYTallUH BOCCTaHOBJIGHHE TIOClie CHcTeMHOro c6osi. Hacrpoiika poctyma s 0a30BOro  ympaBlieHHS IIK 15, K16,
kommyTtaTtopom ¢ [Pv4. JlymmekcHas cBsa3b. HacTpoiika mopToB KOMMyTaTropa Ha (H3WYECKOM OK EIIK 1O7K 02
ypoBHe. DyHKINSA aBTOMAaTHIECKOTO ornpenenenns tumna kademns (Auto-MDIX). [IpoBepka HacTpoek OK 0 4 OK 05:’
noprta koMmMmyTaropa. [louck u yctpaneHue rmpobyieM Ha ypoBHE JIOCTyTa K CETH. OK 07." OK 09.
besomacHocTe  koMMyTaTopa.  3alMIIEHHBIM  ynan€HHbIl  poctyn.  Hactpoiika  SSH.
Pacnpoctpanénnbsie yrpos3sl Oe3omacHocTH: nepenosiHenue Ttabmuuel MAC-agpecos, DHCP-
cnyuHr, HWCHonb30BaHue Yys3BuMocteidr mnporokona CDP, Arakm Telnet m ap. Ayaur wu
NpakTUYEeCKUEe peKOMEeHAaluu Mo obecrneyeHno Oe3omacHOCTH ceTd. be3omacHocTs mopra
kommyTtatopa. OrcnexxuBanne DHCP coobmenunii. @ynkius 6e30nacHOCTH nopTa. Buapl 3amiuTe
MAC-anpecoB. Pexumbl pearupoBaHusi Ha HapylieHue OesomacHocTu. [IpoBepka M HacTpoiika
noptoB. [IpoTokon cereBoro Bpemern (NTP)

Tema 2.3 BupTyaabHble Conepxanue 4 MK 1.1, IIK 1.2,

JoxkanbHbie ceTH (VLAN) | Bupryansasie nmokanbabie ceti (VLAN) — kiraccudukanis 1 OCHOBHBIE XapaKTEePUCTHKU. TpaHKH IIK 1.3, TIK 1.4.,
BUPTyasbHBIX ceTeil. KoHTponmp mmpoxoBemaTensHbix n1oMeHOB B ceTsix VLAN. Termposanue IK15, K16,
kajpoB Ethernet mius naenrudukanuu cetn VLAN. Cetu native VLAN u TerupoBaHue cTaHmapra OK 1(;[1K 10% 02
802.1Q. Teruposanue ronocosoii VLAN. Peanuszaunu BUpTyanbHOM JOKaabHOH ceTu. Hasnauenue OK 03:’ OK 0 4
noptoB ceTsiM VLAN. Hactpoiika TpaHKOBBIX KaHayoB. [IpoTOKON IWHAMHYECKOTO CO3[aHUS OK 05_: OK 06.:
TparkoBoro kaHama (DTP). [louck u ycTpaHeHHe HEMOJAJA0K B BUPTYANbHBIX JIOKAJIBHBIX CETAX H OK 07., OK 09.

TpaHKOBBIX KaHamax. lIpobnmemsr c [P-ampecammeir cetm VLAN. HecoBmageHns pexuMoB

TpaHkoBoH cBsi3u. IIpoexktupoBanne u obecneueHune OesomacHoctd VLAN: hopping, cny¢unr
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KOMMyTaTopa, araka ¢ JBoWHbIM TerupoBanueM, Cers PVLAN nepumerpa. Ilpaktuueckue
PEKOMEHJAIMHY [T0 MPOSKTHPOBAHUIO BUPTYAJIBHOM JIOKAJILHOU CETH

Tema 2.4 Konuenuus Coaepixanue IK 1.1, TIK 1.2,,
MapUIPYTH3aLUH Hactpoiika MapmpyTu3aTopa. MeXaHH3MBI TEPEeChUIKM TAKeToB. IIOJKIIOUEHHEe M HACTPOIKa IIK'1.3., 11K 1.4.,
ycTpoiicTB. CBETOAMOHBIE HMHIMKATOPHl HAa MapuipyTu3atope. AKTHBanMsg M HacTpoilka IP- IIK 1.5, K16,
anpecanuu. IIpoBepka CBSI3HOCTH ceTe ¢ TpsAMbIM ToAkiIoueHueM. IIpoBepka HacTpoek OK 1(_)[1K 101 02
uaTep(eiica. OunabTpanus BBIXOMHBIX JAaHHBIX KOoMaHI «show». Kommyrarus makeToB Mexmy OK 03:: OK 0 4
ceTsmu. OYHKIMA KOMMYTallUM Mapuipytusatopa. MapmpyTtusanus nakeroB. OnpeneneHne myTH. OK 05.. OK 06.,
[pornecc mpuHATHS pelIeHUs 0 IEPEChUIKE MakeToB. Brioop onrtumansaoro nytu. [Iporokoins RIP, OK 07., OK 09.
OSPF, EIGRP. Pacnipenenenne Harpy3ku. AAMHHACTpUpoBaHue paccrosiane (AD) u HageXHOCTD
MapuipyTta. AHaiu3 TaONHI MapUIpyTH3alUd — HWCTOYHUK JAaHHBIX, MPUHIUIBE (OpMUpPOBaHUE
BO3MOXHOCTH HACTPOMKH. 3aMTUCH TaOIHIBI MApIIPYTH3ALNHN ATl CETeH C MPSIMBIM MTOIKIFOUYESHHEM.
3ananue craTHdaecKux MapmpyToB. [IpoTokorsl auHaMuYeckor Mapiipyrusanuu cetei [Pv4 u IPv6
Tema 2.5 Conep:xanue InK1.1., MK 1.2,
Mapupyrusauust Mexkny | [Ipunnunsl paGotel MapmipyTtuzamuu Mexay VLAN. Hacrtpoiika MapmpyTusauuu Ha 0Oase IIK'1.3, [IK 1.4,
VLAN MapIIpyTH3aTOPOB C  HECKOJbKMMH  (pu3uueckuMu uHTepdelicaMu, C  HUCIHOJIb30BAaHHEM [IK1.5, K16,
KoHpuTypamu  router-on-a-stick, = depe3  MHOTOypoBHEBBIH  KOoMMyTaTop.  IIpoGmemsr OK EIIK 1O7K 02
mapmpyTtm3amun - Mexay VLAN. Ilpoepka koHpurypammm KOMMyTaTopa M HAcTpPOEK OK 03:’ OK 0 4
MapmpyrtuzaTopa. Henonanku B padote untepdetica. Ommbku B [P-agpecax u Mackax IMOJCETH. OK 05_: OK 06.:
Hactpoiika m pabora koMMyTanuu Ha 3-M ypoBHe. Mapmpyrusanus Mexay VLAN uepes OK 07., OK 09.
BUPTyaJbHbIE HHTEPQEHCh KOMMYyTaTopa, MapLUIpyTU3UpyeMble opThl. Henomaaku B HacTpokax
KOMMYTaTopa 3-T0 ypOBHSA
Tema 2.6 CtaTHueckast Conepxanue MK 1.1., 11K 1.2,,
MapIIPYTH3ANMSA [IpenmyimiecTBa W 3aadu  CTATHYECKOW MapIIPYTHU3allMU. THIBI CTaTUYECKUX MAapIIPYTOB: IK'1.3., TIK 1.4,
CTaHJApPTHBIM, 1O yMOJYaHUIO, CYMMapHbIH, IulaBatomiuii. HacTpoiika cTaTHUECKHMX MapLIpyTOB IIK15, K16,
IPv4 u IPv6. Komanna «ip route». Mapmpyt cieayromero nepexozaa. HampsiMyro moIkiIrou€HHbIH OK 1(')[1K 107K 02
cratudeckuid MapmpyT. I10JIHOCTBIO 3aaHHBIM cTaTMYecKuil MapiipyT. HacTpoiika cratmdeckoro OK 03:: OK 0 4
Mapuipyta no ymondanuto. KiaccoBas azmpecanus. Knaccosble macku moacetu. beckiaccoBast OK 05.. OK 06..
MexxgoMenHass mapupyrtuzanuss CIDR. OObenunenue mapmpytoB. OpraHuzanusi cynepceTen. OK 07., OK 09.
Ucnonp3oBanre Macok mojcetn ¢ukcupoanHod jmuHbl (FLSM). Macka mojcetn mepeMeHHON
mmHel (VLSM). Hacrtpoiika cyMMapHbIX W IUIABalOIIMX CTaTHYeCKUX MapmpyToB. Pacuér
cymmapHoro mapmpyra. O0beauHeHue ceteBbix aapecoB IPv4 u IPv6. [louck m ycrpaHeHwme
HENOJaI0K B HACTPOHKAX CTATHYECKOT0 MapHIpyTa ¥ MApIIPyTa MO YMOTIAHHUIO
Tema 2.7 JInunamMuyeckas Conepxanue MK 1.1, TIK 1.2,
MapIIPyTH3ANHSA [IpoToKoNIBI AMHAMHYECKOHW MapIIpPyTH3alUl — Ha3HAUYe€HHE, HPUHLIMIBI PabOTBl M HUCTOPUS EE }g EE }g

Pa3BUTHUS. CpaBHeHI/Ie Z[PIHaMH‘leCKOﬁ M CTaTUYECKOH MapHipyTHu3aluuu. HpI/IH]_II/IHBI pa6OTBI

14




MPOTOKOJIOB MapIPYTH3alWU: MycK IMocjie BKIoueHust nutanus, CereBoe oOHapykeHne, OOMeH
MaHHBIMK ~ MapmpyTtusanmuu, Obecriedenne  cxomumocTd.  Kimaccudukamwst — IpOTOKOJIOB
mapmpytu3anun. [Iporokonst IGP u EGP. [Iuctannnonno-sextopHbie mpoTokonsl RIP, IGRP.
[Tpotokonsl MapmpyTuzanuu 1o cocrostauio kanana OSPF u IS-IS. KmaccoBble u GeckiaccoBble
MPOTOKOJIBI MapIIPyTH3aLUU. XapaKTEPUCTUKU U METPUKH NMPOTOKOJIOB.

JuHamrdeckasi TUCTaHIIMOHHO-BEKTOPHAS MapIIpyTH3anus. /J[ucTaHINOHHO-BEKTOPHBIN aJTrOPUTM.
MexaHu3MBbl OTHPaBKU U TMOJNYYEHHs AAHHBIX MapIIpyTHU3allUH, pacdéTa ONTHMAalbHBIX MyTed W
Jo0aBlieHHs MapUIpyTOB B TaONWIy MaplIpyTH3alMd, OOHApYKEHWUS MW pearupoBaHHs Ha
n3MeHeHuss B Tomoyiormu. Hacrtpoiika mpotokonma RIP: Bxmrouenne RIPvV2, ortximodeHwme
aBTOMATHYECKOTO OOBEIWHEHMsI, HACTPOWKa IMMAacCHUBHBIX WHTep(delcoB, mepeqada Mapiipyra o
yMoin4aHuio no cetu. Hacrpoiika mporokona RIPng. I[Ipouecc MapuipyTuzanuu mo COCTOSHUIO
kanana. Hello mporokon. maket cocrosuus kanana (LSP). JlapuHHAas pacchlika MaKkeTOB COCTOSHUS
KaHana. JlaBuHHAs pacchbUIKa MAakKeTOB COCTOSIHMS KaHaia. Co3gaHue aepeBa KpaTdalllnmx myTen
SPF. [o6aBienue mapuipyroB OSPF B Tabmuiyy mapuipytusanuu. HemocTaTku NpOTOKOJIOB
MapUIpyTU3allMd TI0 COCTOSHHUIO KaHama. Ta0muma MapupyTH3alMyd. 3alucd C  MPSIMBIM
MONKITIOYCHHEM W YHaN€HHOW ceTu. JwHammdeckn momydaemble MapmpyTsl [Pv4/6. Ilpomecc
MOVMCKa MapIIpyTa

K 1.7,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.8 OSPF aas ogHoii
00J1acTH

Conepxanue

CewmetictBo mpotokonoB OSPF. Xapakrepuctuku, mpuHUMIB paboTsl W KommnoHeHTsl OSPF.
Ocobennoctu OSPF mis onHOM 1 HECKOIBKUX oOnacTeil. MaructpanbHas obnacts. MHKarcymsnus
coobmenuit OSPF. Tuner makeroB OSPF: maker mpuserctBusi (hello), maker ommcanus Oa3bl
nanaeix (DBD), maker 3ampoca cocrosiuus kanana (LSR), maker oOHOBIEHHsI COCTOSHHS KaHaa
(LSU). maker monrBepxpaeHus coctosHus kaHanma (LSAck). OOHOBIEHHsI COCTOSHHUS KaHaua.
Paboune coctossaust OSPF. Brinenennsii (DR) u pesepBHblii BbienenHb1i MapmpyTuzatop (BDR).
Cunxponmszanust 0a3 ganabix OSPF. Hactpoiika OSPFv2 nmns ogHod  oOnactu.  Pexum
KoHurypanun uaeHTHUKaTOpsl Mapuipytusatopa. Mcnomb3oBanme wuHTepdeiica loopback.
Bruitouenne OSPF na wuntepdeiicax. [llabnonnas macka. Komanma «network». Hacrpoiika
nacCUBHBIX uHTepdeiicoB. opmyna pacu€ra merpuku croumoctd OSPF. Hactpoiika 3naueHwmii
NPOIYCKHOH crocoOHocTH HHTepdeiica. [IpoBepka coceHUX YCTPOHCTB, HACTPOEK MPOTOKOJIA,
JaHHBIX Npouecca u apyrux xapakrepuctuk OSPF. Cpasaenne OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tonomnorus cetu OSPFv3. Hacrpoiika unentudukatopa mapmpyruzaropa OSPFv3.
Bxrouenne OSPFv3 na nntepdericax

MnK1.1., 1K 1.2.,
MK 1.3, 11K 1.4.,
K 1.5., IIK 1.6.,
K 1.7.,
OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.9 Cniuckn
KOHTpoJs nocryna (ACL)

Conepxanue

Criucku koHTpodsi goctyna (ACL). Ilpunnun paborer ACLcenuckoB. Tumbsl ACL-cnmckoB Cisco
i 1Pv4. TlpucBamBanue HomepoB U UMEH ACL-cnmckam. Pacuér mabnonnoit macku B ACL-
criickax. PekoMeHmaruu 1o cosznanuto u pazmenieHno ACL-criuckoB. Pa3mernienne craHIapTHBIX |

MnK 1.1, 1K 1.2.,

K 1.3, IIK 1.4.,

K 1.5, 11K 1.6.,
K 1.7,

OK 01., 0K 02,
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pacmmpenabix ACL-criuckoB. Hacrtpoiika crannaptHoro ACL-cnincka. [IpriMeHeHue cTangapTHBIX OK 03., OK 04.,
ACL-crinckos Ha unTepdeiicax. Kommenrapun k ACL-cnmckam. IIpoBepka M pelaKTUPOBAHHE OK 05., OK 06.,
crannapTtHbix HymMepoBaHHBIX ACLcmrckoB. ACL-cratuctrka. 3ammra moproB VIY ¢ momMomisio OK 07., OK 09.
crannaptHoro ACL-ciiucka IPv4. CtpykTypa u HacTpoiika pacmupeHHbix ACL-cnuckoB ans [Pv4.
OunbTpanus Tpapuka ¢ UCMoIb30BaHUEM paciupeHHbIX ACL-crnuckoB.
Ilonck m ycrpanenne Hemnonanok ACL-crmckoB. Pacmpoctpanénnpie ommokum ACL-CIUCKOB.
CpaBuenne ACL-cniuckoB i [IPv4 u [IPv6. Hactpoiika u nposepka ACL-criuckoB ans IPv6
Tema 2.10 IIpoToxo Coaepxanue 4 K 1.1., IIK 1.2,,
DHCP [Iporoxon DHCP. DHCPv4: 6a3oBas onepanus, GopMaT cOOOIIEHHUH, COOOLIEHHs OOHAPYKEHUs U IIK'1.3, [IK 1.4,
npeanoxxenusi. Hactpoiika, npoBepka u perpancisiius npoctoro DHCPv4-cepsepa. Hactpoiika [IK15, K16,
MapmipyTtuzaTtopa B kauectBe DHCPv4-knmuenta. Hactpoiika mapmpytuzatopa kimacca SOHO. OK 1(_)[1K 1071( 02
Ilouck u ycTpaHeHHMe HeEMOJamoK B pabore Mapmpyruzaropa DHCPv4. ITlporokon DHCPve6. OK 03:’ OK 0 4
ABToMarnyeckasi HacTpoilika aapeca 0e3 orciexkuBanHus coctosHus (SLAAC). Ilpuamun paboTs OK 05_: OK 06.:
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnexuanus coctosaus. [Iponeccer DHCPv6. Hacrpoiika OK 07.. OK 09.
MapupyTtuzatopa B kadectBe DHCPv6-cepsepa u DHCPv6-knuenta. Ilouck u ycrpaHeHue ’
Henonanok B pabore DHCPv6
Tema 2.11 Copep:xaHue 4 MK 1.1, IIK 1.2.,
IpeoGpasoBanue cereBbIX | [IpeobpasoBanne ceTeBhIX aapecoB IPv4. KoumenTyambHoe HpeoOpasoOBaHHE CETEBHIX aIpPECcOB IIK 1.3, TIK 1.4.,
agpecos IPv4 (NAT). Tepmunonorus u mnpuHuunbsl pabotei NAT. IIpoctpanctBo wactHbIX [Pv4-ampecos. IIK 15, K16,
Cratnyeckoe M AuHamMHuyeckoe mnpeoOpasoBaHue ceteBbix azapecoB (NAT). IIpeoOpasoBanue MK 1.7,
OK 01., 0K 02,
aapecoB noptoB (PAT). CpaBuenue NAT u PAT. IlpeumymectBa u nenoctatku NAT. Ananus OK 03, OK 04.
crarudeckoro mpeobpazoBanuss NAT. [lpuwHmmn paGotsl aumHammueckoro NAT Hacrpoiika u OK 05., OK 06.,
nposepka NAT, PAT. Ilepeanpecanus nopros. Hactpoiika NAT u nmporokona IPv6. OK 07., OK 09.
Ilonck u yctpanenne Henonaaok B pabore NAT
B ToM uncie mnpakTHYeCKUX 3aHATHI 30/30
IIpakTuyeckoe 3anstue 1. 212 MK 1.1, IIK 1.2,
Hacrpoiika KoMMyTaTOpa: IK'1.3., 11K 1.4,
- 6a30Bas HACTPOMKA KOMMYTATOPa; [K1.5, IIK 1.6.,
- HACTpOHKa MmapaMeTpoB 0€30MaCHOCTH KOMMYTaTopa IK1.7,
IpakTnyeckoe 3ansiTHe 2. 2/2 85 8; 8§ gi
Hactpoiika 6e30macHOCTH KOMMYTaTOpa: OK 05_: OK 06.:
- HacTpoiika nporokona SSH; OK 07., OK 09.
- Hactpoika pyrkmu Switch Port Security;
- TIOWCK ¥ YCTPaHEHHE HEToJIQI0K B CHUCTeMe 0€30TIaCHOCTH OPTOB KOMMYTATOPA;
- 0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB
IIpakTHyeckoe 3ansTHE 3. 212 K 1.1,IK 1.2,
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Kondurypanus cereit VLAN:

- koH(urypanus cereir VLAN 1 TpaHKOBBIX KaHAJIOB;

- IOWCK M yCTpaHEeHHe HemoaIo0K B KoHpuryparmm VLAN;

- peanu3zanus cucTeMbl Oe3omacHocTr ceTi VLAN;

- peanmmzanus ceteit VLAN 11715t cerMeHTaluy ceTeld npeanpusTHi MaJIoro ¥ cpeJHero OusHeca

IIpakTu4yeckoe 3ansitue 4.

Hacrpoiika mapuipytusaropa:

- UCTIOJIb30BaHUE KOMaH/IbI traceroute AJisi OOHAPY>KEHUSI CETH;
- TOKYMEHTHPOBAHHE CETH;

- HacTpoiika naTepdeiicoB [Pv4 u IPvo6;

- HACTpOHKa W MPOBEPKa HEOOIBIION CeTH;

- UCCIIEIOBAHNE MapIIPYTOB C MPSMBIM MOAKIIOYSHUEM

2/2

IIpakTuyeckoe 3ansiTue S.

Hacrpoiika Mapuipytuzanuu:

- COCTaBJIEHUE cXeMbI ceTu MIHTepHeT;

- HaCTpoiika 0a30BEIX TApaMETPOB MAPIIPYTHU3ATOPA C IIOMOIIBHI0 HHTEpdeiica KOMaHIHOW CTPOKH
(CLI) cucrems! Cisco 10S;

- HaCTpoiika 0a30BbIX MapaMEeTPOB MapIipyTusaTopa ¢ nmomoriipio CCP

2/2

IIpakTH4eckoe 3ansiTHE 6.

Mapupyruzanusa mexay VLAN:

- HacTpo#Ka Mapupytuzanuu Mexay VLAN s kaxnoro unrepdetica;

- HacTpoiika MapmpyTu3annu Mexxay VLAN Ha ocHoBe ctanaapta 802.1Q ¥ TpaHKOBOTO KaHaa;
- IOMCK U YCTPAaHEHHE HEMOJIaJOK B MapIIPyTHU3aMu MexXy ceTsimu VLAN

2/2

IIpakTu4yeckoe 3ansiTue 7.

Hacrpoiika cTaTHuecKkoi MapIIpyTU3aLyu:

- HAacTpo#Ka craTHyeckux MapmpytoB IPv4/IPv6 o ymonuanuio;

- pa3paboTka u peanuzanus cxemsl anpecanuu IPv4 ¢ ncnons3oBannem VLSM;
- pacuét cymmapHbIxX MapupytoB [Pv4 u IPv6;

- IOMCK U YCTPaHEHHE HEMOJIA0K CTaTHIecKuX MapmpyToB IPv4 u IPv6

2/2

IIpakTHyeckoe 3ansTHE 8.

Hacrpoiika nnHaMu4eckoi MapIIpyTH3aLnu:

- UCCJIEI0BAaHNE CXOUMOCTY;

- CpaBHEHHE METOIOB BbIOOpa myTH B mpoTokonax RIP

2/2

MK 1.3, 11K 1.4,
K 1.5, IIK 1.6.,
MK 1.7,

OK 01., 0K 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTHyeckoe 3ansTHE 9.
Hactpoiika npotokosnoB OSPF:
- HacTpoiika 6a3oBoro npotokosa OSPFv2 mns onHoit obmactw;

2/2

MK 1.1, 11K 1.2.,
K 1.3, 11K 1.4.,
K 1.5., IIK 1.6.,
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- ba3oBas HacTpoiika npotokona OSPFv3 s onHolt o6nacty.
Hactpoiika npotokomnoB RIPv2 u RIPng

IIpakTuyeckoe 3anstue 10.

H3yyenne MexaHn3MOB pabOThI CO CIMCKAMU KOHTPOJIS JOCTYMA!

- HarJsIIHOE TpencTasienue padbotel ACL-cnucka;

- HacTpoika ctaHmapTHEIX ACL-criucKoB;

- HaCTpOMKa CTaHAAPTHHIX UMeHOBaHHBIX ACL-CITHCKOB;

- HacTpoiika ACL-criucka anst yimauiit VTY

- HacTpoiika pacmmpeHHbIX ACL-CICKOB /T pa3nuyHbIX CIIEHAPHEB;
- IOVCK W yCTpaHeHHe HemodanoK B pabore ACL-cruckoB;

- HacTpoiika ACL-criuckoB IPv6;

- OTpa6OTKa KOMIUJICKCHBIX MMPAKTUYCCKNX HABBIKOB

2/2

IIpakTuyeckoe 3ansTue 11.

Hacrpoiika ACL-criuckoB:

- HacTpoiiKa u mpoBepKa cTaHaapTHBIX ACL-CITUCKOB;

- HacTpoiika u npoBepka orpanuueHuii VIY;

- HacTpoiika u npoBepka pacmiupeHHbIX ACL-CucKoB;

- [IOMCK U yCTpaHEeHHEe HEeMNoal0K B HacTpolike U pasMenieHnn ACL-criickos;
- HacTpotika u mpoBepka ACL-crinckoB s [Pv6

2/2

IIpakTuyeckoe 3ansTue 12.

N3zydenune nporokonos DHCP:

- 6azoBas Hactpoitka DHCPv4 Ha mapuipytusarope;

- 6a3oBas Hactpoiika DHCPv4 Ha kommyTartope;

- IOUCK M yCTpaHeHHe Hernosagok B pabore DHCPv4;

- HacTpoiika cepsepa DHCPv6 6e3 oTciekuBaHUsI COCTOSIHUAS U C OTCIICKUBAHUEM COCTOSHUS,
- TIOWCK ¥ ycTpaHeHne Hernosaaok B pabore DHCPv6

2/2

IIpakTu4yeckoe 3ansTue 13.

N3zydenne nporokona DHCP:

- Hactpoiika npotokosna DHCP ¢ momomkio komana Cisco 10S;
- 0TpabOTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB

2/2

K 1.7,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTu4yeckoe 3anaTHe 14.

IIpeoOpazoBaHue CETEBbIX aJPECOB:

- m3ydeHue npuHIumna padorsl NAT;

- HacTpoiika ctaTuueckoro u guHamuiyeckoro NAT;

- peanuszanus CTaTU4eCKoro u fuHamudeckoro NAT;

- HACTPOIiKa repeaapecanyy IOPToB Ha MapipyTusatope Linksys;

212

MnK1.1., 11K 1.2,,

MK 1.3, 11K 1.4.,

K 1.5, IIK 1.6.,
K 1.7,

OK 01., 0K 02.,

OK 03., OK 04.,
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- IPOBEpKa, MOKUCK U YCTpaHeHue Henonagok kKondurypanuii NAT; OK 05., OK 06.,
- 0TpabOTKa KOMIUIEKCHBIX ITPAKTUYECKMX HABBLIKOB OK 07., OK 09.
IMpakTnyeckoe 3ansiTue 15. 2/2
Nzyuenue padotel ¢ NAT u PAT:
- HaCTpoIiKa IMHAMUYECKOro U craTuueckoro NAT;
- HacTpoiika NAT-nyna ¢ neperpyskoii u PAT;
- IOWCK W yCTpaHeHne Henoianok KoHduryparmii NAT

CamocTosiTesibHAsA padoTa 00yuyaromuxcsi Npu u3ydeHuu pasaena 1 IIM 7

CuctemaTnyeckas npopaboTKa KOHCIIEKTOB 3aHSATHH, YI€OHOH U CrIeUaIbHON TEXHUUECKON INTepaTypHl.

KoncnextupoBanue TekcTa, paboTa co CIIOBApsIMH U CIIPABOYHUKAMHM, O3HAKOMJICHHUE C HOPMATUBHBIMH JOKYMEHTaMH, y4eOHO-

ucclieIoBaTeNnbcKas paboTa Ipu caMoM IIMPOKOM UcTionb3oBanu uTepHera u Apyrux [T-rexHomoruid.

[IpoekTHbIe hOpMBI pabOTHI, MOATOTOBKA COOOIIECHUH K BRICTYIUICHHIO HA CEMUHApax M KOH(QEPEHIIUAXK; MOATOTOBKa pedeparTos,

JOKJIa/l0B.

[loaroroBka K MPakTUYECKUM 3aHITUSAM C UCIIOJIb30BAHUEM METOAMYECKUX PEKOMEHIAMNA Ipenoaasates, ohopMiIeHne

NPaKTUIECKUX PadoT, OTYETOB M MOATOTOBKA K UX 3aIlUTE.

KoncyabTanuu 2

IIpomexxyTounas arrectanus no MJIK.01.01 B ¢opme 3k3amena 6

Paznen IIM 2. Oprann3anusi, (pPUHIUIBI MOCTPOEHUSI M (PYHKIMOHUPOBAHNS KOMIIbIOTEPHBIX ceTeil 209/ 112

MJK.01.02 Opranuzanys, NpUHUMIBI NOCTPOEeHNS M (PYHKIMOHUPOBAHNS KOMIIBIOTEPHBIX ceTel 209/112

Paznen 1. MapumpyTusamus u koMmmyTtanus. MacimrabupoBaHue cereii 99/50

Tema 1.1. BBenenue B Conep:xanue 4 OK 1.1, K 1.2,

MacmTa0upoBaHme cerei Peanmzamus npoexta cetu. IIpoekt mepapxmueckoit cetu. Pacmmpenue cetn. Beibop ceTeBbIx IIK 1.3, TIK 1.4.,
ycrpoiicts. KommyTarpionHoe 00opynoBanue. MapiipyTuzaropbl. Y paBIIsioNUe YCTPOMCTBA [IK1.5, K 1.6.,

Tema 1.2. U30bITOYHOCTH Coaepxanue 6 OK 1(')[1K 107K 02

LAN Ionstus mpoTtokona spanning-tree. [Ipennaznadenne mpoTtokoia spanning-tree. [Tpuniun pa60T.1)1 OK 05_: OK 07.:
STP. Tumnsr npotokonoB STP. Hactpoiika nporokona STP. Hactpoiika PVST+. Hacrpoiika Rapid OK 09.
PVST+. IIpo6nemsl HacTpoliku STP

Tema 1.3. ArperupoBanue | Cogep:kanue 6 MK 1.1., 11K 1.2,,

KaHAaJIOB OcCHOBHbBIE TOHSTHS arperupoBaHUs KaHaoB. ArperupoBaHue KanajoB. IlpuHiun paGoTsl IIK'1.3., TIK 1.4,
EtherChannel. Hactpoiika arperupoBanus kaHano. Hactpoiika EtherChannel. IIpoBepka, mouck u K 1.5, 1K 1.6.,
ycTpaHeHue HernoJjiagok B pabore EtherChannel OK 1(;[1K 10% 02

Tema 1.4. BecnipoBoaHbIe Conep:xanue 8 OK 03:: 0K 0 4

JOKaJbHbIE CETH Konnernmuu 6ecipoBoHOM cBs3U. BBenenune B 6ecnipoBoanyto cBs3b. KommonenTsr ceteit WLAN. OK 05., OK 06.,
Tononorun cereit WLAN 802.11. IIpunuuns! paboTsl GecripoBoJHOH ToKaibHOU ceTH. CTpyKTypa OK 07., OK 09.

kaapa 802.11. dyHKIIMOHMpOBaHUE OECIIPOBOMHON CBSI3U. YTpaBlieHWE KaHajgaMu. be3omacHOCTH
OeCITPOBOIHBIX JIOKABHBIX ceTel. Yrpossl it cereit WLAN. Obecnieuenue 6e3omacaoctd WLAN.
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Hactpoiika OecrnpoBOAHBIX JOKaIbHBIX ceTeld. Hactpoiika OecnpoBOIHOTO MapIIpyTHU3aTOpa.
Hacrpoiika 6ecripoBoaHbIx KireHTOB. [lowck u ycTpaneHne Henoiaaok B padbote cereit WLAN

Tema 1.5. Hacrpoiika n Coaepixanue 10 K 1.1, K 1.2,
yCTpPAaHEHHE HeNoJIa0K B | Pacmmpennble mapameTpsl mpotokona OSPF s oxmoii o6mactu. MapmpyTusamust Ha ypOBHSAX IIK'1.3., 11K 1.4.,
pa6ore OSPF s onHoi pacnpenenenus u sapa. OSPF B ceTax ¢ MHOKECTBEHHBIM JAOCTYIOM. PacnipocTpanenue mapuipyra IIK 1.5, K16,
o0JsacTu mo ymonm4anuto. Tounast Hactpoiika mHTepdeiicoB OSPF. 3amurta OSPF. Ycrpanenne Hemomamok OK 1(_)[1K 101 02
peammzanuu npotokonma OSPF mms omuoit obmactu. CocTaBisioniue TMPOLEAYPHl TIOWCKAa U OK 03:’ OK 0 4
ycTpaneHus Heronanok B pabore OSPF mns omHo#t obmactu. [lonck m ycTpaneHne HEMoJaaoK B OK 05_: OK 06.:
mapmpytuzaiuun OSPFv2 mis onuoit obnactu. Ilouck u ycrpanenue Hemonanok B OSPFv3 ans OK 07., OK 09.
0JIHOH obsacTu
Tema 1.6. OSPF nas Conep:xaHue 7
HeCKOJbKHX o0J1acTeit [Mpuanun padotsr OSPF mi1st Heckonmbkux obmacteii. Haznauenne OSPF s HeckonbKuX o0nacTei.
[Mpuanun padotsl naketoB LSA B OSPF s Heckonbpkux obnacteid. Tabmuma MapmipyTH3amuy |
tunel MappyToB OSPF. Hactpoiika OSPF mist Heckonmpkux obmnacteir. Hacrtpoitka OSPF nmns
HeckoJIbkux obmacteil. OO0benuuenue wmapuipytoB OSPFE. Ilposepka OSPF nmns Heckonbkux
oOmacrei
B ToM uncie npakKTHYeCKUX 3aHATHI 50/50
IpakTuyeckoe 3ansiTue 1. 2/2 IIK 1.1, 1IK 1.2,,
Pa3BepThIBaHNEe KOMMYTHPYEMOU CETH C PE3ePBHBIMHU KaHAJIAMHU. K 1.3, 1K 1.4,
IMpakTnyeckoe 3ansiTue 2. 4/4 IIK15, K16,
Hactpoiixa PVST, PortFast u BPDU Guard K 1.7.,
OK 01., 0K 02,
HpaKTplqeclcoe 3ausTHe 3. 2/2 OK 03. OK 04.
HacTtpoiika nporokosa GLBP OK 05., OK 06.,
IIpakTHyeckoe 3anaTHE 4. 4/4 OK 07., OK 09.
OmnpeneseHue THIOBBIX OmMO0K KoHpurypauuu STP
IIpakTnyeckoe 3ansiTue 5. 414
Hactpoiika EtherChannel
IIpakTH4eckoe 3aHsTHE 6. 2/2
ITouck n ycrpanenue Henonaaok B padore EtherChannel
IIpakTHyeckoe 3ansiTue 7. 4/4
ArpermupoBaHye KaHaJIOB
IIpakTHyeckoe 3aHsTHE 8. 4/4
HacTtpolika 6ecipoBOIHOTO MapLIpyTH3aTOpa U KIMEHTA
IpakTnyeckoe 3ansiTue 9. 4/4
Hactpotiika 6a3oBoro nporokona OSPFv2 niist ogHO# o0nacTu
IpakTnyeckoe 3anstue 10. 4/4
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Hactpoiika OSPFv2 B ceT MHOXECTBEHHOT'O IOCTYTa

IpakTnyeckoe 3ansiTue 11. 2/2
Hacrpoiika pactmpennsix Gyakiumit OSPFv2
IMpakTnyeckoe 3ansiTue 12. 2/2
[Touck n ycrpanenue Henonaaok B padbore OSPF
IpakTnyeckoe 3ansiTue 13. 2/2
[Touck u ycTpaHeHHe HENOIaI0K B padoTe ocHOBHBIX TPoTOK0I0B OSPFV2 u OSPFV3 mis ogHOM
obnactu
IpakTnyeckoe 3ansiTue 14. 2/2
[lowck u ycTpaHeHHe HETONAI0K B pab0oTe YCOBEPIICHCTBOBAHHOTO poTokona OSPFv2 mns ogHON
o0nactu
IpakTuyeckoe 3anaTHe 15. 2/2
Hactpotika OSPFv2 ni1st Heckonbkux obaacteit
IMpakTuyeckoe 3ausitue 16. 2/2
Hactpoiika OSPFv3 nns Heckonbkux obmacten
MpakTnyeckoe 3ansiTue 17. 4/4
[Touck u ycrpanenne Henonaaok B pabore OSPFv2 u OSPFv3 st HeckonbKHX obnacTei
CamocTrosTeqbHasi padoTa ody4yaromuxcs npu u3ydeHun pasaena 2 [IM 6
Cucremarnueckasi Ipopad0OTKa KOHCIIEKTOB 3aHATHI, ydeOHOH! U CIIEIUAbHOW TEXHUIECKON JIUTEPATyPHI.
KoncnexktupoBaHue TekcTa, paboTa o CIIOBAPSIMH U CITPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMH JJOKYMEHTaMHU, Y4eOHO-
uccIieIoBaTeNbeKas paboTa Ipu caMoM IIUPOKOM HcIonb3oBanun UHTepHeTa u apyrux IT-texHomorui.
[IpoexTHbIe OopMBI paOOTHI, HOATOTOBKA COOOIIEHNH K BBICTYIICHHIO HA CEMHHApPaX U KOH(QEPEHIMAX; TOr0TOBKa pedepaTos,
JIOKJIafIOB.
[MonroToBka K MPaKTHYECKUM 3aHITHSM C UCTIOJIb30BAaHHEM METOJMUECKIX PEKOMEH/IAIUH MpernoaBartels, ohopMIIcHHE
NPAaKTUYECKUX PadOT, OTYETOB U MOATOTOBKA K UX 3aIlIUTE.
KoncyasTanuu 2
Pa3nen 2. CoenuHeHue ceTei 110/62
Tema 2.1. loakaouenue k | Coaep:kaHue 4 MK 1.1, K 1.2,
rJ100aJbHO ceTH O0630p TexHojormii TiHoOanbHON cetu. llems coszmanmst rmobanpHBIX cereld. [IpuHIMIT paOOTHI IK 1.3, TIK 1.4,
robanbHO  cetd. BpiOop TexHonmormum rnodanbHOW cetw. CepBHCH TI00aJbHOH  CETH. IIK 15, K16,
WudpacTpykrypsl 4acTHBIX TH00anbHBIX cereidl. MHQpacTpykTypa 00mienocTynHoi riiobanbHoN OK 1(;[1K 10% 02
cetu. BEIOOp cepBHCOB TII00ABHON CETH OK 03_: OK 0 4
Tema 2.2. CoennHenne Coaepxanue 6 OK 05., OK 06.,
«TOYKA-TOUYKA» O030p mocnenoBaTeNbHOTO COCOUHEHUSI «TOYKa-TouKay. CBs3b MO IOCIEA0BATEIbHOMY KaHaly. OK 07., OK 09.

Wnkancynsimust HDLC. TTpuanun pa6otst nporokoia PPP. IIpenmymiectsa nporokona PPP. LCP u
NCP. Ceancel PPP. Hactpoiika nporokona PPP. Hacrpoiika mpotokosna PPP. Ayrentudukarus
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.2

PPP. Otnanxa coenunenniit WAN. Otinanka PPP

Tema 2.3. Pemnenus Coaepxanue 6 K 1.1., IIK 1.2,,
HIMPOKOIIOJI0CHOTO Vnanénnas pabota. IlpemmymiecTa ymanéHHoii paGoTel. busHec-TpeGoOBaHMS sl yHAIEHHBIX IIK'1.3., 11K 1.4.,
J0CTYna pabotHukoB. CpaBHEHHE pEIICHHH NIMPOKOTNONOcHOro nocrtymna. Kabems. DSL. becrnpoBojHbie IIK1.5, IIK 1.6.,
HIMPOKOTIOJIOCHBIE CeTH. BBHIOOp penieHnii mupoKonoIocHoro noctymna. Hactpolika moaxmoueHni OK 1(')[1K 107K 02
XDSL. O630p PPPoE. Hactpoiika PPPoE OK 03" OK 0 4"
Tema 2.4. 3amura Conep:kanue 6 OK 05:: OK 06:;
Me:KPUINATBHOM CBA3H Ceru VPN. Ocnossl cereit VPN. Tumsr ceteit VPN. Tynnenu GRE mexmy o0bextamu. OCHOBBI OK 07., OK 09.
GRE. Hacrpoiika tynneneit GRE. O6mue cBenenust 06 [Psec. 3ammra nporokona IP. Ctpykrypa
npotokona IPsec. Ymanénuwni moctyn. Pemenuss VPN s yganéanoro mocryma. Cetm VPN
yAAJIEHHOTO JOCTyNa C ucnonb3oBaHueM [Psec
Tema 2.5. MOHUTOPUHT Conepxanue 6 MK 1.1, IIK 1.2,
Cetn Syslog. Tlpunmmn paboter Syslog. Hacrpoiika Syslog. SNMP. Ilpuniun pabotsr SNMP. IIK 1.3, TIK 1.4,
Hacrpoiika SNMP. NetFlow. TTpusniun pa6otsr NetFlow. Hactpoiika NetFlow. ITpoBepka mozesei IIK1.5, K16,
Tpaguia OK 1., OK 02
Tema 2.6. OTnagka ceTu Conepxanue 6 OK 03:: OK 0 4
[Touck u ycTpaHeHHE HENONAJOK C HWCIIOJIB30BaHMEM CHUCTEMHOro monaxoza. JlokymeHTaums 1o OK 05., OK 06.,
ceru. [lpomemypa momcka W yCTpaHEHHs HENONAOK. M3omsamms NpPOOIEMBI C  ITOMOIIBIO OK 07., OK 09.
MHOTOYypOBHEBBIX Mozeneil. Otnagka cern. CpencrBa TOMCKa W YCTPAaHEHHUS HETOJIAJIOK.
CHMITOMBI M IPUYHHBI OTIIAJKHU ceTH. [IOMCK M ycTpaHeHHe HeloJaJIOK CBs3H B ceTsix IP
B ToM ymcie npakTHYeCKNX 3aHATHIH 32/32
IpaxkTuyeckoe 3ansiTue 1. 2/2 IK 1.1, 1IK 1.2.,
Hacrpoiika 6azoBoro PPP ¢ ayrentudukarmeit K 1.3, 1IK 1.4,
IMpakTnyeckoe 3ansiTue 2. 2/2 IIK15, K16,
Otnanka 6a3oBoro PPP ¢ ayrenTudukanuei OK IJIK 1010 5
IIpakTnyeckoe 3ansiTue 3. 2/2 OK 03:: OK 0 4
IIpoBepka 6azoBoro PPP ¢ ayrenTudukanmeit OK 05., OK 06.,
IMpakTnyeckoe 3ansTue 4. 4/4 OK 07., OK 09.
Hacrpoiika mapmipytusaropa B kadecte kiaueHTa PPPoE mis monkmouenus DSL
IIpakTHyeckoe 3ansiTHe 5. 4/4
Hactpoiika Tynnens VPN GRE no cxeme «To4ka-To4kay
IIpakTHYeckoe 3aHsITHE 6. 2/2
Pa3paboTka TeXHHUECKOTO 00CITY)KUBAHHS CETH
IIpakTnyeckoe 3ansiTue 7. 4/4
Hactpoiika Syslog u NTP
IIpakTuyeckoe 3ansaTHE 8. 2/2
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HpI/IMeHeHI/IC IMporpaMMHOro obecrneueHus A1 MOHUTOPUHI'A CCTU

IpakTnyeckoe 3ansiTue 9. 2/2

Hactpoiika SNMP

IMpakTnyeckoe 3ansitue 10. 2/2

COop u ananu3 nanubix NetFlow

IpakTnyeckoe 3ansiTue 11. 2/2

[TpumeHeHne HHCTPYMEHTApHsI CETEBOTO aIMUHHICTPATOpa sl HAOMIOAeHUS

IMpakTnyeckoe 3ansitue 12. 2/2

BrisiBnenue c6os B pabote cetn

IpakTUyeckoe 3ansiTue 13. 2/2

Pa3paboTka qokymMeHTanun
KypcoBoii npoekT 30/30 IK 1.1, TIK 1.2,,
TemaTHKa KypCOBBIX IIPOEKTOB K 1.3, IIK 1.4,
Mapuipyruzanus 1 KOMMYTalKs B KOPIIOPATUBHBIX CETSX. IIK 111?( 1H7K L6.,
Hactpoiika u ycrpanenue Henonaaok B pabore OSPF ans onnoit obnactu. 0K 01., OK02
HccnenoBanue v aHanu3 0€CIIPOBOJAHBIX JTOKAIBHBIX CETEH. OK 03., OK 04.,
Hacrpolika arperupoBanus KanaaoB. HacTpoiika, mpoBepka, IIOUCK M yCTpaHeHue Henonanok B padore EtherChannel. OK 05., OK 06.,
3amuTa MeK(OUITHATBHON CBSI3H. OK 07., OK 09.
CamocTrosiTeIbHAsI padoTa od0ydyarommxcs Mpu u3ydeHun pasaesa 2 [IM 6
Cucrematnyeckas mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOW M CHIEHUaIbHON TEXHUYECKOH JINTEPaTypBhI.
KoHcnektupoBaHue TekcTa, paboTa co CIOBapsIMU M CIIPABOYHHKAMH, O3HAKOMIICHHE ¢ HOPMAaTUBHBIMU JOKyMEHTaMH, Y4eOHO-
ucclieIoBaTenbckas paboTa Mpu caMoOM IIMPOKOM HCToiIp30BaHnK HTepHeTa u Apyrux [T-TexHomnorui.
[IpoexTHBIE (hOpMBI paOOTHI, TOJTOTOBKA COOOIIEHHH K BHICTYIUICHHIO HA CEMUHAPaX U KOH(EPEHIHAX; MOJIrOTOBKa pedepaTos,
JIOKJIafI0B.
[ToAroToBKa K MpaKTHYECKUM 3aHSITHSIM C UCIIOJIb30BAaHHEM METOIUYECKUX PEKOMEH AN IpernoaaBares, opopMiieHuEe
MPaKTUYECKUX paboT, OTYETOB M MOJATOTOBKA K MX 3aITUTE.
KoncyasTanuu 2
IIpomexyTounas arrectamus no MJIK.01.02 B ¢opme 3k3amena 6
Paznen IIM 3. Be3onacHOCTh KOMIIBIOTEPHBIX ceTel 102 /32
MJIK.01.03 Be3onacHoCTh KOMIIBIOTEPHBIX CeTel 102 /32
Pasnen 1. be3onacHoCTh KOMIILIOTEPHBIX ceTeil 102/ 32
Tema 1.1. Coaepxanue 4 IK 1.1, TIK 1.2,,
dDyngaMeHTAIBHbIE CoBpeMeHHBIE YTPO3bl CETEBOM 0€30MaCHOCTH. BUPYCHI, YepBH 1 TPOSTHCKHE KOHH. MeTO bl aTak IIK 1.3, TIK 1.4.,
NMPUHIUNLI 6e30NMacHOi IIK 1.5, TIK 1.7,
ceTH OK 01., OK 02.,
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Tema 1.2. Be3onacHocThb Conep:xanune OK 04., OK 05,,
CeTteBbIX yCTpONCTB besonacHelii noctyn k ycrpoiictBaM. Ha3HaueHMe aJIMHUHUCTPaTUBHBIX poJiell. MOHUTOPUHI U OK 06., OK 07,
yOpaBieHne ycTpoWcTBamu. lcmomb3oBaHWe (YHKIHS aBTOMAaTH3WPOBAHHOW  HACTPONKH OK 09.
Oe3omacHoCTH
Tema 1.3. ABTOpH3anus, Coaepxanue K 1.1., IIK 1.2,,
ayTeHTHGHKALUA H YUYeT CpoiictBa AAA. JlokanbHas AAA ayrenTudukanus. Server-based AAA IIK'1.3., TIK 1.4,
mocryna (AAA) IIK 1.5, IIK 1.6.,
Tema 1.4. Peanmmzanus Coaepxanue OK 1(')[11( 1O7K 02
TexHoJioruii Opanamayspa | ACL. Texnomoruss Opanamayspa. KonrexkctHeiii konTpons poctyma (CBAC). [lomutuku OK 03:: OK 0 4
OpaHzMayspa OCHOBAaHHbIE Ha 30HaX OK 05., OK 06.,
OK 07., OK 09.
Tema 1.5. Peanu3zanus Copep:xaHue MK 1.1, IIK 1.2.,
TEXHOJIOT i IPS texnonorum. IPS curnatypsl. Peanuzanus IPS. IIpoBepka u monuropunr IPS IIK'1.3, [IK 1.4,
O — IIK 1.5., TIK 1.6.,
BTopaenuy OK glK 1(')Zé’oz
Tema 1.6. be3onacHocTb Conep:xanue OK 03:’ OK 0 4
JIOKAJILHOM ceTH ObecnieueHre 0E30MACHOCTH IMOJB30BATEILCKUX KOMIBIOTEPOB. CooOpakeHHs 1Mo 0e30MacHOCTH OK 05_: OK 06.:
Broporo ypoBHs (Layer-2). Kondurypauuss Oe3zomacHOCTH BTOpOro YpoBHs. bezomacHOCTb OK 07., OK 09.
OecrpoBoHBIX ceTeil, VoIP
Tema 1.7. Conepxanue K 1.1, K 1.2,
Kpunrtorpaguyeckue Kpunrorpaduueckue cepBuchl. bazoBas IETOCTHOCTh M ayTEHTHYHOCTh. KOH(WAEHIIMATBHOCTS. IIK'1.3., TIK 1.4,
CUCTEMBI Kpunrorpagusi OTKpHITHIX KIIOYeH K 1.5, K 1.6.,
Tema 1.8. Peanmzanus Coaepxanue OK lglK 107K 02
Texnosoruii VPN VPN. GRE VPN. Komnonents! u ¢pynkiponuposanue IPSec VPN. Peanuzanms Site-to-site 1PSec OK 03:: OK 0 4
VPN c¢ ucnons3oBanuem CLI. Peamusaumsa Site-to-site IPSec VPN c¢ ucnons3oBanuem CCP. OK 05., OK 06.,
Peanmzarus Remote-access VPN OK 07., OK 09.
Tema 1.9. Ynpasiaenune Copep:xanue IK 1.1, IIK 1.2,,
0e30nacHoOi ceThbI0 [TpuHnuIel 6€30MaCHOCTH CETEBOro Au3aiiHa. bezomacHast apxurekTypa. YpaBieHUE MPoLeccaMu IIK 1.3, TIK 1.4.,
u Oe3onacHocTh. TecTHpOBaHHWE CETH Ha YSI3BHMOCTH. HempepblBHOCTh OW3HEca, TUIaHUPOBAaHUE IIK15, K16,
BOCCTAHOBIJICHUSI aBapUWHBIX CHUTyarui. JKW3HEHHBIH IHMKJI CeTH W IUIaHHpoBaHWe. Pa3paborka OK 1(;[1K 10% 02
' periIaMeHTOB KOMIIAHWHU M TIOJIUTHK 0€30MacHOCTH OK 03_: OK 0 4
Tema 1.10. Cisco ASA Coaepxanune OK 05., OK 06.,
Beenenue B AnantuBHOe ycTpoicTBO Oe3onmacHocTH ASA. Konpurypamus daupsoia Ha 6aze ASA OK 07., OK 09.

¢ ucnoisp3oBanueM rpadudeckoro marepdeiica ASDM. Koudurypammss VPN Ha 06aze ASA ¢
MCIIOJIb30BaHKueM rpapudeckoro unrepderica ASDM
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B ToM ymcie IpakTHYeCKUX 3aHATHH

32/32

IpaxTnyeckoe 3ansiTue 1. 2/2 MK 1.1, 1IK 1.2,,
HccretoBaHne CETEBBIX aTak M MHCTPYMEHTOB IIPOBEPKH 3aLIUTHI CETH 1K 1.3., 1IK 1.4.,
IpakTuyeckoe 3ansiTue 2. 2/2 IIK1.5, IIK 1.6.,
Hacrpoiika 0€3011acHOTO TOCTYIa K MapUIPYTH3aTOPy OK 1(')[1K 107K0 5
IpakTnyeckoe 3ansTue 3. 2/2 OK 03:: OK 0 4
Ob6ecnieuenne agMuHACTpaTUBHOTO Moctyma AAA u cepepa Radius OK 05., OK 06.,
IpakTnyeckoe 3ansiTue 4. 2/2 OK 07., OK 09.
Hactpoiika noiautruku 6e30macHOCTH OpaHIMay3poB
IIpakTHyeckoe 3aHsITHE 5. 2/2
Hacrpoiika cuctembl npeaoTBpaiieHus Bropxenuii (IPS)
IIpakTUyeckoe 3aHsTHE 6. 2/2
HacTtpoiika 6€30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTAaTOPax
IIpakTnyeckoe 3ansiTue 7. 414
HccnenoBanue MeTOJI0B MG POBAHHUS
IIpakTUyeckoe 3ansiTHE 8. 2/2
Hacrpoiika Site-t0-SiteVPN ncnons3ys nHTepderic KOMaHIHON CTPOKH
IIpakTnyeckoe 3ansiTue 9. 2/2
bazoBast HacTpoiika nutro3a 6e3omacHocTH ASA 1 HacTpolika OpaHIMay’pOB HCIIONB3Ys HHTEPQETC
KOMAaHJIHOM CTPOKH
IpakTuueckoe 3auaTue 10. 2/2
bazoBast HacTpoiika nutro3a 6e3omacHoctd ASA 1 HacTpoiika OpaHaIMay’poB ucronb3yss ASDM
IIpakTnyeckoe 3ansiTue 11. 2/2
Hacrpoiika Site-to-SiteVPN ¢ oaHo# CTOPOHBI Ha MapUIPyTH3aTOPE UCIIONB3YS HHTEphEiic
KOMaH/THO¥ CTPOKH M C JIPYTrOil CTOPOHBI HCHONB3YS LT3 Oe30macHocTH ASA mocpecTBOM
ASDM
IIpakTnyeckoe 3ansiTue 12. 2/2
Hacrpoiika Clientless Remote Access SSL VPNSs ucnionszyst ASDM
IpakTuueckoe 3anaTue 13. 2/2
Hactpoiika AnyConnect Remote Access SSL VPN ucnonszyst ASDM
IIpakTnyeckoe 3ansiTue 14. 4/4
DuHaTHHAS KOMIUIEKCHAS JJa00paTOPHO-TIPAaKTHIECKast padoTa 1mo 6e301macHOCTH
CamocTrosiTe/IbHAsI padoTa ody4yarommxcs npu u3ydeHun pasaeia 3 [IM 4

CucremaTnyeckas npopaboTKa KOHCIIEKTOB 3aHATHH, Y4eOHOH U CrieNUaIbHON TEXHUUECKON JINTepaTypHl.
KOHCHCKTHpOBaHHC TCKCTA, pa60Ta CO CJIOBApsAMU U CIIpaBOYHHUKaMM, O3HAKOMJICHUE C HOpPMAaTUBHBIMU JOKYMECHTAMHU, yT-IGGHO-
MCCIIeIOBAaTENbCKas paboTa IMpH caMOM IIMPOKOM Hcnoip3oBannu MaTepHeTa n Apyrux IT-TexHomorui.
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[IpoekTHBIE hOpMEI pabOTHI, MOATOTOBKA COOOIIEHUH K BRICTYIUICHHIO HA CEMHUHAPaX ¥ KOH(EPECHIUAX; MOATOTOBKA pedepaTos,
JIOKJIaJ0B.

IToaroroBka K MPakKTHYECKUM 3aHATHSAM C HCIIOIB30BAaHIEM METOAMYCCKIX PEKOMEHIAIMNA TIPEeno1aBaTess, opopmiieHme
MPAKTHYECKUX paboT, OTUETOB U MOATOTOBKA K UX 3aIlUTE.

KoncyabTanun 2
MpomexkyTounas arrectanus no MJIK.01.03 B ¢popme nuddepennmpoBanHoro 3auera -
VI1.01.01 Yuyeonan npaktuka «IIpoekTupoBaHue, MOHTAXK M HAJIaJKAa KOMIbIOTEPHBIX ceTei» 108 /108 MK 1.1, IK 1.2.,
BI/II[I)I paﬁOT IIK 1.3.,IIK 1.4.,
- yyacTue B IPOEKTHUPOBAHUH CETEBON HHPPACTPYKTYPHI; IIK 1.5, [IK' 1.6,
© YHacTHe B OPraHM3ALMH CETEBOTO AIMHHACTPUPOBAHNS, OK IJIK 107KO 2
- AKCILTyaTalust 0OObEKTOB CeTEeBO HHMPACTPYKTYPHI; OK 03., OK 04..
- Y4aCTHE B YIIPABJIICHUU CETEBBIMU CEPBUCAMY; OK 05., OK 06.,
- y4acTHe B MOJICPHU3AIMH CETEBOW HHPPACTPYKTYPHI; OK 07., OK 09.
- BEIOOp JTAaHHBIX JIJISl aHAITM3a HCTIOJIh30BaHUS U (YHKITHOHHPOBAHUS MPOTPAMMHO-TEXHUUECKUX CPEICTB KOMIIBIOTEPHBIX CETEH;
- obecrnieyeHne ceTeBoi 6€30MacHOCTH
Ipomexyrounas arrectamus no YI1.01.01 B popme nuddepeHnpoBaHHOrO0 324€Ta -
I11.01.01 TIpou3BoaACTBEHHASI MPAKTHKA 108/ 108 K 1.1, K 1.2,
Bitbi pador: IK 1.3., TIK 1.4.,
- yyacTue B pa3paboTKe METOAOB, CPEJICTB U TEXHOJIOTHI MPUMEHEHHUS 00BEKTOB PO(ecCHOHATBHON e TeIbHOCTH; [IK 1.5, [IK 1.6,
- IpoBeIeHNEe MPOPHUIAKTHIECKHX paboT Ha 00BEKTaX CETEBOI MHPPACTPYKTYPHI M pabOUNX CTAHIIHSAX; K17,
- y4acTHE B MHBEHTAPU3AIUH TEXHUUECKUX CPEJICTB CETEBON MHMPACTPYKTYPBI, OCYIIECTBICHUE KOHTPOJIS, MOCTYMHUBILETO K3 8§ 8; 8E gg
peMOHTa 000PY/I0BAHUS; OK 07'.’ OK 09'.’
- obecrieyeHre ceTeBoi 0€30MacHOCTH (3aIUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYMA K MHPOPMALIUH, IPOCMOTP WIIM U3MEHEHHUE ’
CUCTEMHBIX (aiisIOB U TAaHHKIX ), 0€30MACHOCTH MEXKCETEBOTO B3aMMOICHCTBUS;
- OCYIIIECTBIICHUE AHTUBUPYCHOM 3aIUThI JIOKAJILHOMN CETH, CEPBEPOB U pabOUNX CTAHIIHIA;
- IOKyMEHTUPOBAHUE BCEX NPOU3BEJICHHBIX JEHCTBUI
Ipomexyrounas arrecranus no I111.01.01 B popme auddepeHmpoBaHHOrO 3a4eTa -
IK3aMeH [0 MOIYJII0 6

Bceero | 722 /422
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3. YCJIOBUA PEAJIMBALIUU TIPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. MaTepuaabHO-TEXHUYECKOE ofecreyeHue

Jlia peanuzanyy mporpamMmbl MPOoPEecCUOHANIBHOIO MOAYISI IPEIyCMOTPEHBI CIEIYyIOIINe
CHelHaIbHbIC TOMEIICHUS:

- KaOMHET METPOJIOTMM U CTaHJApTHU3AlMM, OCHAIICHHBIH B COOTBETCTBUH ¢ m. 6.1.2.1
oOpasoBarenbHOlM  mporpamMmbl o cnenuaibHOocTH  09.02.06 CereBoe U CHUCTEMHOE
aJIMUHHCTPUPOBAHUE;

- naboparopun WHGOPMAIMOHHBIX TEXHOJIOTHA, OPTaHU3AIMHA U TPUHIUIIOB MOCTPOCHUS
KOMIIBIOTEPHBIX CUCTEM, MPOrpaMMHO-aINapaTHON 3alIUThl 0OBEKTOB CeTeBOI MH(MPACTPYKTYPHI,
OCHAIIIEHHBIE B COOTBETCTBUU C 1. 6.1.2.3 oOpa3zoBaTenbHONH MNpPOTpaMMbl IO CHEHHUATBHOCTH
09.02.06 CereBoe ¥ CUCTEMHOE aIMUHUCTPHUPOBAHMUE;

- MacTepCKasi MOHTa)Xa W HACTPOWKH OOBEKTOB CETEBOW HHMPACTPYKTYpHI, IOJIUTOH
TEXHUUYECKOTO KOHTPOJISl U AUATHOCTUKH CETeBOU MHPPACTPYKTYPHI, OCHAIICHHBIE B COOTBETCTBHUHU
¢ m. 6.1.2.4 oGpazoBarensHOi mporpammsl 1o cnenuanbHocTH 09.02.06 CereBoe M CHUCTEMHOE
aIMHUHHCTPUPOBAHUE;

- IOMEIICHUE I CAMOCTOSATEIHHON PabOThl — YMTATBHBIN 3371 OMOIMOTEKH, OCHAIICHHBIN B
COOTBETCTBUH C II. 6.1.2.2 oOpaszoBarenpHOi nporpammsl 1o crenuanbHocTi 09.02.06 CereBoe u
CHCTEMHOE aIMUHICTPHPOBAHUE,;

- 0a3bl MPAKTUKH, OCHAIICHHbIE B COOTBETCTBUM € 11 6.1.2.5 oOpa3oBaTenbHOI MporpamMmbl
no crienuanbHocTy 09.02.06 CeteBoe U CUCTEMHOE aIMUHUCTPUPOBAHHUE.

3.2. UudopmanuoHHoe odecriedeHHe peaTu3aiui NPporpaMmmsl

Jlns  peanu3anuy TporpaMMbl  OMOMMOTEYHBIH (OHA 00pa3oBaTENbHOW OpraHU3aIuu
YKOMIUICKTOBAH MEYaTHBIMU W (WJIM) 3JCKTPOHHBIMU 00pa30BaTENIbHBIMH U WH()OPMAIMOHHBIMH
pecypcamu, peKOMEHI0BAaHHBIMHU TSI HCIIOJIb30BaHUS B 00pa30BaTEIbHOM MpoIiecce

3.2.1. OcHoBHbIE MeYATHLIE U3AAHUS

1. Omupep B. TI.,Omudep H. A. Kommnbrorepubie ceru. IIpuHIMNBI, TEXHOJIOTHH,
MPOTOKOIBI: Y4eOHUK it BY30B. —5-¢ m3n. — CII6. Tlurep, 2019, 2020, 2021. — 992 ¢. —
Tekcr : HenmocpeACTBEHHBIM.

2. [lubpos, Makcum Bnanumuposud. Cetu u TenekoMMyHHKanuu. Mapmpyrtuzanus B IP-
cetsix [Tekcer] : yaeOHUK U TipakTUKyM st crio / M. B. JIuOpos. - 2-e u3., mepepad. u joir. - M. :
FOpaiir, 2023. - 423 c. - (IlpodeccuonansHoe odpazoBanue). - ISBN 978-5-534-16551-7 . - Tekcr:
HEIOCPEICTBEHHBIMN.

3.2.2. OcHOBHBIE YJIeKTPOHHBbIE U3IaAHUSA

1. Tu6pos, M. B. Ceru u tenekommyHukauuu. Mapupyruzanus B IP-cetsax : yueOHUK u
NPaKTUKYM Ul CpeHero nmpodeccuoHanbHoro oopazosanus / M. B. [lubpos. — 2-e u3z., nepepad.
u non. — Mocksa : U3garensctBo FOpaiit, 2024. — 423 ¢. — (IIpodeccnonanpHoe 00pa3oBaHue).
— ISBN 978-5-534-16551-7. — TekcT : snexTpoHHbIi // OOGpa3oBatensHas iargopma HOpaiit
[caitr]. — URL.: https://urait.ru/bcode/544930 (nara obpamenus: 21.02.2024). — Pexwum gocryma:
JUIsS aBTOPH3. MOJIb30BATEICH.

2. Paxutnn, P. 0. Kommbroreprsie cetn : ydeOHoe mocobue / P. }O. Pakutun, E. B.
Mockanenko. — bapnayn : Antl'TIY, 2019. — 340 c. — ISBN 978-5-.88210-942-3. — TexkcrT :
AJIEKTPOHHBIH // Jlann : AJIEKTPOHHO-OMOINOTEUHAS cucTeMa. — URL:
https://e.lanbook.com/book/139182 (mata oOpamienus: 09.02.2023). — Pexum qocrtyma: ist
aBTOPH3. NIOJIb30BATEIICH.

3.2.3. lonoJHUTEIbHbIE HCTOYHUKH

1. IlpoextupoBanre MHOOPMALMOHHBIX CUCTEM : YYEOHMK W TPAKTUKYM JiS CPEIHEro
npodeccuonansHoro obpaszosanus / J[. B. Yucros, I1. I1. MensaukoB, A. B. 3omorapiok, H. b.
Huuenopyk. — 2-e usn., mepepad. u gon. — Mocksa : UznarenscTBo IOpaiit, 2024. — 293 ¢. —
(ITpoeccuonansunoe ob6pazoBanue). — ISBN 978-5-534-16217-2. — Tekcr : 3MeKTPOHHBINA //



https://urait.ru/bcode/544930
https://e.lanbook.com/book/139182

OOpazoBarenpHast mnatgopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/538370 (nara
obpamenus: 21.02.2024). — Pexum goctyna: AJiss aBTOPHU3. MOJIH30BaTEICH.
2. [lleBenes, 1O. I1. luckpernas maremaTtuka : yueoHoe mocooue st cro / FO. 1. IlleBenes.

— Cankr-Ilerepoypr : Jlawp, 2021. — 592 c. — ISBN 978-5-8114-7504-9. — Tekcr :
AJIEKTPOHHBIN // Jlanb : AJIEKTPOHHO-OUOTHOTEUHAS cUcTeMa. — URL:
https://e.lanbook.com/book/161638 (mara oOpamenus: 16.02.2023). — Pexum nmoctymna: s

aBTOPU3. II0JI30BATEIICH.
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUSA

IMPOPECCHUOHAJIBHOI'O MOAYJIA

Koa u HauMeHoBaHune
npogeccHOHANbHBIX U 00IUX
KOMIIeTeHIHIA,
¢opmupyemMbIX B pamMKax
MOIYJIst

Kpurepuu ouenku

MeTtoabl OlIEHKH

IIK 1.1. lokyMeHTHUpOBaTh
COCTOSTHHSA
MH()OKOMMYHHKAITHOHHBIX
CHCTEM U UX COCTaBJISAIOLINX B
npoliecce HaJda Ku U
SKCIUTyaTalul

OObyuarommiicsi 000CHOBaHO UCIOJIB3YeT HOPMaTHBHO-
TEXHUYECKYIO JOKYMEHTAIHIO B 00JIaCTH
MH()OKOMMYHHKAIMOHHBIX TEXHOJIOT U, TPaMOTHO BEJIET
TEXHHYECKYIO JOKYMEHTAIHMIO 110 00BEKTaM
MH()OKOMMYHHKAIMOHHBIX CHCTEM B MPOLIECCE HATAIKH
1 9KCIUTyaTalUH.

JleMOHCTpHUpYeT yMEHHE KOHTPOJINPOBAThH HAJIMUUE U
JIBIDKCHUE aNNapaTHbIX, IPOrpaMMHO-aNapaTHBIX 1
MPOrPaMMHBIX CPEICTB; paboTaeT ¢ HHPOPMAIIMOHHOH
CHCTEMOI 110 YIIPaBIICHUIO 3aI1aCaMi U PEMOHTOM;
o(hopMIIseT 3asIBKU Ha MaTepHabl U KOMIICKTYIOLIHE
UH()OKOMMYHHKALIMOHHBIX CHCTEM.

JleMOHCTpHUPYET HaBbIKH COCTABJICHHS PETJIAMEHTHBIX
OTYCTOB O 3aMCUYCHHBIX OTKJIOHCHHAX OT IITATHOT'O
pexuMa GpyHKIMOHUPOBAaHHS HHOOKOMMYHHKAIIHOHHBIX
CHUCTEM; BBITNIOJHACT JOKYMCHTUPOBAHUC 6330B0ﬁ
KOH(UTypanuy 1 NporpaMMHOT0 o0ecreueH s
YCTPOHCTB HH)OKOMMYHHUKAITUOHHBIX CUCTEM

[IK 1.2. TlonaepxuBaTh
paboTOCIOCOOHOCTH
annapaTHO-MPOrPaMMHBIX
CPE/ICTB YCTPOUCTB
MH()OKOMMYHHKAITUOHHBIX
CHCTEM

[Ipu ycraHOBKE M 3KCIUTyaTaluy nepudepritHoro
000py10BaHMs 00YYAIOIINICS TPAMOTHO TIPUMEHSIET
COOTBETCTBYIOIINE HHCTPYKIINH; BHINOIHSICT 3aMEHY
PacXoAHBIX MaTEpHaIOB ¥ KOMIUIEKTYIOIINX
nepruepuiHOTO 000PYAOBAHUS, 000OCHOBAHO
UCTIONB3YEeT KOHTPOJILHO-U3MEPUTEIbHOE 000py 10BaHHE
JUISL TIPOBEPKH IEKTPUYECKUX COCMHEHNH YCTPOMCTB
MH()OKOMMYHHUKAIMOHHBIX CHCTEM.

JleMOHCTpHUPYET YMEHHE BBISIBIISIT U YCTPAHSTh
MEXaHUYECKHE TIOBPEX/ICHUS U Ie)eKThl YyCTPOUCTB
UH(OOKOMMYHHKAI[HOHHBIX CUCTEM.

JIeMOHCTpHUPYET HaBBIKH YCTAHOBKH
UH()OKOMMYHHKAI[HOHHBIX CUCTEM Ha pabo4MX MecTax
COIJIACHO TPYAOBOMY 3a[JaHUIO; BBIIOIHACT
JMarHOCTHKY aIlllapaTHBIX OIIMOOK YCTPOHCTB
NH()OKOMMYHHKAIMOHHBIX CHCTEM; OCYIIECTBIISET
JIEMOHTaX M 3aMEHY Y3JIOB M DJIEMEHTOB OT/IEIIbHBIX
YCTPOWCTB HHPOKOMMYHHKAIIMOHHBIX CHCTEM

IIK 1.3. YcTpansars
HEHCIPaBHOCTH B padoTe
MH(POKOMMYHHUKAIIHOHHBIX
CHUCTEM

OOyuaronmiicss HICHTHOUIUPYET UHIAICHTBL,
BO3HUKAIOIIKE TIPH YCTAHOBKE MPOTPAMMHOTO
obecrnieueHns 1 000CHOBAHO MPUHUMAET peIIeHue 00
U3MCHCHHHU NTPOUEAYPHI YCTAHOBKU, TPaMOTHO
OIICHUBACT CTCIICHb KPUTHUYHOCTH HHINUJACHTOB IIPpU
paboTe IpUKIAIHOTO MPOrPaMMHOTO O0eCTIeUueHUSI.
JleMoHCTpUpyeT yMeHUE YCTPAHITH BOZHUKAIOIIIHUE
WHIMACHTBI, IPOU3BOJAUTH MOHUTOPUHT
aJIMAHUCTPUPYEMOI HHPOPMALTMOHHO-
KOMMYHUKAIIHOHHO!N CHCTEMBI H CBOCBPEMEHHO
JIOKYMECHTHUPOBATh YYCTHYIO HH)OPMAIHIO 00
HCTIOJIb30BaHUH CETEBBIX PECYPCOB.

OOyuaronuiicsi IEMOHCTPUPYET HABBIKH BBISIBIICHUS,
OTIPEICIICHUS] M YCTPAHEHHUS MTOCICICTBHI COOCB U
OTKAa30B CETEBBIX YCTPOUCTB U ONEPALUOHHBIX CUCTEM;
OIIPEACIISAET IPUYUHBI BOSHUKHOBEHHUS] KPUTHUECKUX
MHIUACHTOB ITpK paboTe MPUKIATHOTO MPOrPAMMHOTO
obecriedeHus

- BKCHEPTHOE
HaOJIONEHHUE 3a
JeSTeIIbHOCTHIO
oOyyJaroImuxcs Ha
NPaKTHYECKUX 3aHATHUIX,
B X0/ KypCOBOTO
NPOEKTUPOBAHHUS,
BBITIOJTHEHHS paboT Ha
yaeOHOlt 1
MPOU3BOACTBEHHON
MIPaKTHKE;

- TECTHPOBaHHE;

- OLICHKA Pe3yJIbTaToB
BBITIOJTHEHHS
NpaKTHYECKUX padoT;
- 3aIIuTa
WH/IMBHYaJIbHBIX U
KOJUICKTHBHBIX paboT
(pedeparos,
Npe3eHTALHH, PacyeTHO-
rpadudeckux pador);

- 3aIUTa KypcoOBOrO
MPOEKTA;

- muddepeHm-Heie
3a4eThl 10
MEKINCIUTUTTHAPHBIM
Kypcam, yueOHOH 1
MIPOU3BOJICTBEHHOU
NpaKTHKaM;

- 9K3aMEHBI 110
MEKINCIUTUTTHAPHBIM
Kypcawm;

- 9K3aMEH 110
npohecCHOHATBHOMY
MOJIYJIIO
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IIK 1.4. IIpoBoauTh mpuemo-
CIaTOYHBIC UCTIBITAHHS
KOMIIBIOTEPHBIX CETEU U
CETEBOTO 000PYAOBaHHSA
Pa3IMIHOTO YPOBHS U OLIEHKY
Ka4ecTBa CETEBOI TOIIOJIOTHH B
paMKax cBoei
OTBETCTBEHHOCTHU

OOyyaromuiicst ciocoO0eH HASHTH(HULMPOBATh
HHLUJICHTHI, BO3HUKAIOLINE IIPU [IPOBEACHUH
NpeIBaPUTEIBHBIX HCIBITAaHUIT; TPAMOTHO HCIOJIB3YeT
HpOLENYPHl BOCCTAHOBJICHHUS JAHHBIX, OIPECIIIeT
TOYKH BOCCTAaHOBJICHUS JaHHBIX, OLICHUBAET PHCKH
NIEPEPHIBOB B IIPEAOCTABICHHN CEPBHUCOB IIPH
NPOBEICHUH UCIIBITAaHUI.

OOy4aromuiicst OCyIIECTBIISIET NOATOTOBKY K
MIPOBEJCHUIO MTPEABAPUTENBHBIX HCIIBITAHUH; COCTABIISIET
rpaduk npenBapUTEIbHBIX UCTIBITAHUHN; BBITIOJIHSIET
OIIOBEIICHHUS TI0JIb30BATEINICH O BO3MOXKHBIX IIEPEPHIBaxX B
MIPEAOCTABICHUN CEPBUCOB; BHIIOJIHSET
NIpeABapUTEIIbHBIE UCIIBITAHUS

IIK 1.5. OcymecTBasTh
pe3epBHOE KOITMPOBAHUE U
BOCCTaHOBJICHHE
KOH(HTYpaLuH CETEBOTO
00opynoBaHuUs
HHPOPMAMOHHO-
KOMMYHHKAIMOHHBIX CHCTEM

OOyyarouuiicst JEeMOHCTPUPYET YMEHHE HCIIOIb30BaTh
MIPOLETYyPBI U ONPEAETIATh TOYKU BOCCTAHOBJICHUS
JAHHBIX; pab0TaeT C cepBepaMy apXUBUPOBAHUS U
CpeICTBaMU YIPABJICHUS ONEPAUOHHBIMU CUCTEMAaMU;
TPaMOTHO UCIIOJIB3YET HOPMATUBHO-TEXHUYECKYIO
JOKYMEHTALHIO.

OOy4aronuiicst BBIITOTHSET BOCCTAHOBIICHUE
NapaMeTPOB 10 YMOIYaHHIO COTJIACHO TOKYMEHTALUU
OINCpafMOHHBIX CUCTEM, ITPU IMOMOIIU CEPBECPOB
ApXUBUPOBAHUA, a TAKKC IIPHU IOMOIIHN CPEACTB
YIpaBJICHUs CIEIHATU3UPOBAHHBIX ONICPALIMOHHBIX
CHCTEM CETeBOr0 000PYAOBaHHU.

OOy4aromuiicst JEMOHCTPHPYET HaBBIKH IUIAHUPOBAHMS
pacnucaHys apXUBUPOBAHUSA U apXUBUPOBAHHE
MapaMeTPOB MOJIb30BATENBCKUX YCTPOUCTB; BHIIOIHSET
COIIPOBOKACHUE CEPBEPOB aPXUBUPOBAHUS
MIPOTPaMMHOTO 00ECIIEYCHUSI I MOHUTOPUHT
MIPOBEAECHHOIO MIAHOBOTO apXUBUPOBAHHUS
10JIb30BaTENbCKUX YCTPOUCTB

[IK 1.6. OcymmecTBiaTh
MHBEHTAPH3AIHIO0 TEXHUYECKUX
CpE/ICTB CETEBOM
HHPPACTPYKTYPHI, KOHTPOJIb
obopymoBaHus mocie
MIPOBEIEHHOT'O PEMOHTA

OO0yyJaromuiics TpaMOTHO BEJET TEXHHUUECKYIO
JOKYMEHTAIHIO 110 00beKTaM HH(POPMAIIMOHHO-
KOMMYHHKAIIMOHHOW CUCTEMBI; OCYIIECTBIIIECT KOHTPOJIb
HAJIMYUS ¥ JBUKCHUSI allllapaTHBIX, IPOrPaMMHO-
ammapaTHbIX U IPOTPAMMHBIX CPEJICTB.

BBITOIHSAET MPOBEPKY OTYECTORB MO PE3yIbTaTaM
WHBEHTAPHU3ALUH U CIIHCAHHS alapaTHbIX,
MPOTrPaMMHO-AIMIAPATHBIX U MPOrPAMMHBIX CPEJICTB;
(bUKCcHpYyeT B XKYpHaJle HHBEHTapHbIE HOMepa U
MECTOPACIIOI0KEHH S TEXHUUECKHX CPEICTB
AJIMUHUCTPUPYEMOM CETH, OCYIIECTBIISET UX
MapKHUPOBKY

TIK 1.7. OcymecTBasTh
periaMeHTHOe 00CITy)KHUBaHHUE
Y 3aMeHY PacXO/IHbIX
MaTepHajoB MepUPEpUItHOTO,
CETEBOI0 M CEPBEPHOTO
obopymoBaHus
UH(POKOMMYHHUKAIIHOHHBIX
cucTeM

OO0yyarommiics TpaMOTHO PaboTaeT ¢ JOTOBOPHOH H
OTYETHOW JOKyMEHTAIMe Ha 00CITy)KUBAaeMYIO
HHPOPMAMOHHO-KOMMYHHUKAIIIOHHYIO CHCTEMY, C
WHGOPMAMOHHON CUCTEMON yIIpaBIICHHS 3a11acaMy U
peMoHTOM, 0hopMIISET 3asBKH HA MaTepUalbl U
KOMITIEKTYIOIIHE HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHOM
CUCTEMBIL.

OOy4aronmiicss OCyIIeCTBISIET KOHTPOJIb OCTaTKOB
3aIacHBIX YacTed U 000py/I0BaHUS IO/ 3aMEHY;
KOHTPOJIb coOMoeH s rpadrKa IMPOPHIaKTHIECKOTO
00cIy>XKMBaHMsI 000PY/I0BAaHHST; BHIIIOJIHSIET BHECECHHS
JIAHHBIX O TIPOBE/ICHHBIX paboTax, 00 NCIOIBE30BaHHBIX
3aMacHbBIX YacTsIX B MH()OPMAIIOHHYIO CHCTEMY
yIpaBJIeHUsI 3a11acaMi U PEMOHTOM

OK 01. Beibupats crioco6st
peuieHust 3a1a4
npodeccnoHaTLHOM
JIeSTeIbHOCTH MPUMEHUTEIHHO

OObyuarommiicsi IeMOHCTPUPYET HATNYHE YMEHHUH
pacmno3HaBath 3anady (mpodiemy) B mpoheCCHOHATTEHOM
WM COLIMAILHOM KOHTEKCTE; aHAIIM3UPOBATH U
BBIJICIISITh €€ COCTABHBIE YaCTH; ONPEIEIISITh ITAIbI

JKCIIePTHOE HAOII0IeHHE
3a IeSTEeIbHOCTHIO
o0yJaromuxcs:

- Ha [IPAKTHYECKUX
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K pas3/In4YHbIMU KOHTCKCTaM

peLIeHus 3a1a4K; BBISBIATH U 2P (QEKTHBHO UCKATH
nH(OPMAIHIO, HEOOXOTUMYIO JIJIS pEIICHUS 3a1a9u
(mpo6Gmemsr). CocTaBiseT IUIaH ACHCTBHIA; OTIpeeNsIeT
HEOOXOANMBIE PECYPCHI; BIAJCET aKTyaIbHBIMH
MeTOJaMH pabOTHI B IPO(ecCHOHANBHON M CMEKHBIX
cdepax; peann3yeT COCTaBICHHBIN IIJIaH; OLICHUBACT
pe3ynbTatT U NOCIEACTBUS CBOUX ACHCTBUIL

OK 02. Ucnonbs30BaTh
COBPEMEHHBIE CPEJICTRA
MOWCKa, aHAJIN3a U
HHTEpIpETAIH HHOOPMAITHH U
HH()OPMALUOHHBIE TEXHOIOTHH
JUTSL BBITIOJTHEHUS 337124
npoQeCCUOHATBHOM
JIeSATEIbHOCTH

OObyuarommiicst 00J1aTaeT CIIOCOOHOCTEIO OTIPEIENATh
3aa4d 1 HEOOXOAUMBIE HCTOUYHUKH JIJI IIOMCKA
UH(POPMAIIUY; TIAHUPOBATH MPOLIECC MOUCKA U
CTPYKTYPHUPOBATh MOJTyYaeMyto HH(OPMAIIHIO.
Brigensier Hanbosee 3HaYMMOE B TiepevHe HHDopMaIu
Y OLICHUBAET MPAKTHUCCKYIO 3HAYMMOCTb PE3YJIbTaTOB
MOMCKa; 0hOPMIISIET pe3yNIbTaThl IIOUCKA, IPUMCHSICT
cpencTBa HHOOPMALMOHHBIX TEXHOJIOTHI ISl peLICHUs
podeCCHOHANBHBIX 33/1a4; UCIIOIb3YET COBPEMEHHOE
MPOrpaMMHOE 00ECIICYCHUE U pa3InyHbIC IU(PPOBbIC
CpeJ/ICTBA ISl pelieH s NPo(ecCHOHANBHBIX 3a/1a4

OK 03. [1TnanupoBats u
peann3oBBIBaTE COOCTBEHHOE
npodeccronansHOe U
JIMYHOCTHOE pa3BUTHE,
NpeANPUHUMATENBCKYIO
JIeSITeIHOCTD B
npodeccronansHo# chepe,
HCIIOJIB30BaTh 3HAHUS 110
MPaBOBOU M (PHHAHCOBOU
TPaMOTHOCTH B Pa3IMYHBIX
JKM3HEHHBIX CUTYalusxX

[Tpu BBIMOTHEHNH OCTABIICHHBIX 3a/1a9 00y4JaroImuiics
JEMOHCTPHPYET CIIOCOOHOCTh OTIPEIENATh aKTYalIbHOCTh
HOPMAaTHBHO-TIPaBOBOH JIOKYMEHTALINH B
poQeCCHOHANBHOMN NESTENbHOCTH; IPUMEHSTh
COBPEMEHHYIO HayYHYIO MPO(pEeCCHOHATIBHYIO
TEPMUHOJIOTHIO.

OOyyarouuiicst 0CO3HaHO ONPEAENSET U BHICTPauBaET
TPaeKTOPUH CBOETO MPOPECCHOHAIBHOTO Pa3BUTHUS U
caM000pa30BaHus; CIOCOOEH HCIONIb30BaTh 3HAHUS 110
MIPaBOBOH M (PMHAHCOBOW TPaMOTHOCTH B PA3IMYHBIX
KHU3HCHHBIX CUTyalUsIX

OK 04. D¢ddexTuBHO
B3aMMOJEHCTBOBATh U pabOTATh
B KOJUICKTHBE U KOMaHJIe

OGy4aronuiicss IeMOHCTPUPYET YMEHUE OPraHH30BAaTh
paboTy KOJUIEKTUBA W KOMaHIBL; 3PPEKTHBHO
B3aMMO/ICHCTBYET C KOJUIETaMH, PYKOBOJCTBOM,
KJIMEHTaMH B X0J¢ y4eOHOro Ipolecca M Ha MPaKTHKe

OK 05. OcyecTBisiTh YCTHYIO
1 MACbMEHHYIO
KOMMYHUKAIIAIO HA
TOCYJapCTBEHHOM SI3bIKE
Poccuiickoit denepanuu ¢
y4eToM ocoOeHHOCTeH
COLIMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTa

OObyuarommiicst pa3oupaeTcs B 0COOEHHOCTAX
COLIMATIBHOTO U KyJIbTYPHOI'O KOHTEKCTA, OCO3HAHO
HpUMEHSIET npaBuia 0ohOPMIICHUS JJOKYMEHTOB 1
HOCTPOEHHUS YCTHBIX COOOIIECHHH.

I'pamMOTHO M3Maraet CBOM MBICIIU U 0(OPMIISIET
JIOKYMEHTBI 10 TPO(eCCHOHATILHON TeMaTHKe Ha
rOCY/apCTBEHHOM SI3bIKE, POSIBIISIET TOJEPAHTHOCTD B
paboueM KOJICKTHBE

OK 06. ITposiBnsTh
TPaKAaHCKO-TIATPHOTHIECKYTO
TIO3UIIHIO, IEMOHCTPUPOBATH
OCO3HAHHOE MIOBEJICHHE Ha
OCHOBE TPaJULIMOHHBIX
POCCUHMCKHMX AYXOBHO-
HpPaBCTBEHHBIX HeHHOCTeﬁ, B
TOM YHCIIE C YUETOM
TapMOHHM3aIun
MCXHAIIUMOHAJIbHBIX U
MEXPEIIUTUO3HBIX OTHOH_IeHI/II\/’I,
HMPUMEHSTH CTAaHJAPTHI
AHTUKOPPYHIHOHHOTO
MOBEJCHUS

OOyuarommiicsi IEMOHCTPUPYET 3HAHUE U TOHUMaHUE
CYIIIHOCTH TPaKIAHCKO-TIATPUOTHICCKOH IMO3UIHH U
TPaTUIIMOHHBIX POCCUHCKUX JYXOBHO-HPABCTBEHHBIX
neHHocTel. [IposBiseT 4yBCTBa MATPUOTH3MA,
IpaXXIaHCTBEHHOCTH, YBAXXCHHS K TAMSITH 3aIIUTHUKOB
OrteuectBa u nmoxBuram I'epoeB OteuecTBa, 3aKOHY U
MPaBOIOPAAKY, YETOBEKY TPy1a U CTapIIeMy
TIOKOJICHHUIO, B3AMMHOI'O YBaXKCHUA, 6epe>KHoro
OTHOIICHUS K KYJIbTYPHOMY HACJICINUIO U TPAUIIUAM
MHOTOHAIIMOHAJIBHOTO Hapoaa Poccuiickoit @eaepanu
IIpumenseT craHgapThl aHTUKOPPYILIMOHHOTO
TIOBEICHHSI, OCO3HAET BO3MOYKHBIE TIOCIIE/ICTBUS €TI0
HApPYIICHHUS.

OOyy4aromuiicst 0CO3HaHO OIUCHIBAET 3HAUNMOCTH CBOCH
Oynyueit npodeccun

OK 07. CogelicTBOBaTh
COXPaHCHHIO OKPYKaIOIIeH
Cpelibl, pecypcocOepeKeHUIO,
MIPUMEHSTh 3HAHUA 00
M3MEHEHNHN KINMaTa,
TIPHUHITAITEI OCPEKITUBOTO

OOyyaromuiicst cioco0eH coOIII0AaTh HOPMEI
9KOJIOTHYECKOH 0€30MacHOCTH, ONPEAEIISTh
HAIPABIICHUS PECYPCOCOCPEIKEHHS B PaMKaX
podeCcCHOHANBHON NESITENbHOCTH 110 CHIEIUATBHOCTH.
OO6yyJarommiics OCyIIecTBIIET paboTy ¢ COONI0IeHHEM
MIPUHIUTIOB OEPEXIIMBOTO MPOU3BOJICTBA, OPraHU3YeT

3aHATHSAX;
- B XOJI¢ BBIIIOJHEHUS U
3aIIUTHl KypPCOBOTO
MPOEKTA,
HWHIUBUIYAIBHBIX U
KOJUICKTHBHBIX padoOT
(pedeparos,
Npe3eHTalNH, pacueTHO-
rpaduyeckux pador);

- B XO/JI€ BBIITOJIHEHUS
pabor Ha y4eOHO 1
NPOU3BOJICTBEHHOM
NPaKTHKaX;

- B X0JI¢ 9K3aMeHa I10
po¢eCCHOHATHFHOMY
MOJIYJIIO
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MPOU3BOJICTBA, (P (HEKTUBHO
JIeCTBOBATh B UPE3BbIYAITHBIX

PO eCCHOHANBHYIO IESTENBHOCTD C YIETOM 3HAaHUH 00
N3MECHEHHNH KIMMAaTHYECKHUX YCIOBHH PErHoHa

CHUTYaIUSIX
OK 09. ITonp30BaThCs OO0yuarommuiicsi TOHIMAaeT OOIINIA CMBICIT YETKO
npodeccroHanbHO#M MIPOU3HECEHHBIX BHICKA3bIBAHUI HA M3BECTHBIC TEMbI

JIOKyMEHTaluen Ha
TOCYTapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX

(mpodeccronansHBIE U OBITOBEIC), a TAK)KE TEKCTHI HA
6a30BbIe IPOQeCcCHOHATBHBIE TEMBI; YIaCTBYET B
JMaJiorax Ha 3HaKOMEIe 00mIre U MpohecCHoHaIbHBIE
TEMBI; CTPOUT NPOCTHIE BBICKa3bIBaHUsI 0 ce0e U 0 cBoer
poQeCCHOHANBHOM eI TeIbHOCTH; KPAaTKO
000CHOBBIBAET M OOBSCHSET CBOU JIHCTBUS (TEKYyLIHE U
IUIAHUPYEMBbIE); MUILET IPOCTHIE CBA3HBIE COOOIIEHHS Ha
3HAKOMBIE WJIM HHTEpeCYole NpodeccnoHalbHbIe
TEMBI
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