[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

PHO: Cyigy gle% OE ATEHTCTBO KEJE3HOJIOPOKHOI'O TPAHCIIOPTA
[lomkHoctb: aupektop Opnosckoro Gynuana

[ata nognucanus: 11.01.2022 16:18:16

Yinkanssiii npodemepariBHOE rocyJapCTBEHHOE OI0/IKETHOE 00pa30BaTEIbHOE YUpEkKICHUE
ddc0916aec670c33d7830366{604fdb43827d2a BBICIIICTO 06PA30BAHMS!

«IleTepOyprckuii rocy1apcTBeHHbII YHUBEPCUTET IyTel CO00IEeHMSI
Nmneparopa Asiekcanapa I»
(PI'bOY BO IIT'YIIC)
OpJaoscknii punuan INI'VIIC

YTBEPXJIAO
Jupektop dunuana

E.E.CyukoBa
« 02 » HIOJIA 2021r.

PABOYAS ITPOTPAMMA ITPOPECCHUOHAJIBHOI'O MOYJIA
IIM.02 OPTAHU3ALUA CETEBOI'O AAMUHHUCTPUPOBAHUA

0715 CneUUaIbHOCMmU
09.02.06 CeTeBoe U cHCTEMHOE AIMUHUCTPUPOBAHHE

Ksamudukanms — CeTeBoii 1 CHCTEMHBII aIMUHUCTPATOP
BH/I ITOJITOTOBKH - 0a30Bas

®opma o0ydeHus - OUHast

Cpoxk o0yuenusi: 3 roga 10 mecsiien

I'opon — Open
2021 ron



Paccmotpeno Ha 3acenanuu LIK

npodeccHoHATEHOTO Y4eOHOTO IHKIa
ceranbHocTer: 09.02.02 KomnbroTepHble ceT,
09.02.06 CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE
npoTokoa Ne 11 oT « 24 » uronsa 2021r.

[Ipencenarens / ®areesa H.U. /

PabGouast mporpamma mpodeccuonanmbHoro wmoxayns I[IM.02 Opraamsarus
CEeTEeBOr0  aJMHUHHUCTpUpPOBaHUs  pa3paborana Ha  ocHoBe  DenepanbHOro
rocyapCcTBEHHOro  oOpazoBaTenbHOro cranpapra (mamee @DI'OC) cpemnero
npodeccuonanbHoro obpaszopanus (mamee CIIO) mo cnenuansHoctu  09.02.06
Cemesoe u cucmemnoe aomurnucmpuposanus (6a3oBas MOJArOTOBKA), YTBEPKIEHHOTO
npukazoM MunHucTepcTBa oOpa3zoBanus u Hayku PD Nel1548 ot 9 nexabps 2016r. u Ha
ocHoBaHuM [IpuMepHOl OCHOBHOWM 00pa3oBaTENbHONW NPOrPaMMbl pa3zpabOTaHHOM
®denepanabHbIM  y4€OHO-METOJUYECKUM OOBEIUHEHUEM B CHUCTEME CPEIIHEro
npoecCHOHaNBbHOTO  00pa3oBaHUsA 1O  YKPYNHEHHbIM TIpynnaM  mnpodeccuid,
crienunanbHOCTe 09.00.00 MudopmaTuka u BeIUuCIUTEIbHAS TeXHUKA, 2017 o/,

Pa3padoTuuk nmporpamMmbI:

Brnosun O.H. , npenogaBarens Opnosckoro ¢pumuana TITYIIC

Peuenzenmor:
baxtues FO0.9, npenoxaarens Opiosckoro ¢unuana [I'VIIC
Suynuk B.E., HauanbHUK TEppUTOPHATIBHOTO YIPABICHUS TEXHUUYECKON MOAACPKKU

«OpnoBcko Kypckuit» PermonanbHoro ueHtpainbHoro cepsuca «LleHTpanbHOTO
anmapata 1 MockoBckoro peruonay OO0 «OCK UndoTpancy



COJIEPKAHUE

1. MACIIOPT PABOUE# ITPOT'PAMMBbI TIPO®ECCUOHAJIBHOTO
1Y (01 0401 PSS 4

2. PE3YJIBTATBI OCBOEHHUSA NTPO®PECCUOHAJBHOI'O MOAVYJIA ...... 6
3. CTPYKTYPA U COAEP KAHUE NPOPECCUOHAJIBHOI'O MOAYJIA 7

4. YCJIOBUS PEAJTU3ALIUU TIPOTPAMMBI TIPO®ECCUOHAJILHOIO
1Y (01 0401 ST 21

5. KOHTPOJIb U OLIEHKA PE3YJIbTATOB OCBOEHMSI
MPO®ECCUOHAJIBHOTO MOAYJISI (BUJIA AESTEJABHOCT)............ 24



1. MACIIOPT PABOUE# MTPOrPAMMBI MTPO®ECCUOHAJIBLHOTO
MOJYJIS

1.1. O6s1acTh npuMeHeHus1 padoveil MPOrpaMmbl

PaGouas nporpamma nOpodecCHOHATBLHOIO  MOAYJSL  SIBISETCS  YacThIO
POrpaMMbl TTOATOTOBKU CITEIIUATUCTOB CpeaHero 3BeHa B cooTBeTcTBUU ¢ DPI'OC
CIIO mo cmenuansHocTH 09.02.06 Cemesoe u cucmemnoe admuHucmpuposamue
(Oa3oBasi MOATOTOBKA) B YacCTH OCBOEHHUS OCHOBHOTO Buaa nesrenbHocTH (OBJI):
Opeanusayus cemegozco AOMUHUCMPUPOBAHUAN (DOPMUPOBAHUS CIEAYIOMMUX OOIIMX
komrierenuuii (OK) u nmpodeccuonanbubix komnetrenuit (11K):

1.1.1. [Tepeuenp OOUTUX KOMITETCHITUM

Koo Haumenosanue oouux komnemenuuil

OK 1. Buioupams cnocobwl peuwtenus 3a0au npogheccuoHaibHol 0esimerbHOCmU,
NPUMEHUMENLHO K PA3IUYHBIM KOHMEKCMam

OK 2. Ocywecmansims NOUCK, AHAIU3 U UHMEPRpemayuio uHgopmayuu, HeobXoouUMotl
0151 BLINOJIHEHUSL 3A0a4 NPOGDHeCcCUOHAILHOU QesTMeNIbHOCU

OK 3. ITnanuposamu u peanuzo8vieams codOCmeeHHoe NPOPeCcCUOHATIbHOE U
JIUYHOCMHOE Pa3eumue.

OK 4. Pabomampw 6 konnexmuse u komanoe, ¢hghekmuHo 83aumo0elicmeo8ams ¢
KOJLIe2amu, PyKOBOOCMBOM, KIUCHMAMU.

OK 5. Ocywjecmensamos YCMHYIO U NUCbMEHHYI0 KOMMYHUKAYUIO HA 20CYOaApPCMEEHHOM
SAZbIKE C YUEmOM 0COOEHHOCMEN COYUATbHO20 U KYJIbIMYPHO20 KOHMEKCMA.

OK 6. IIpossnams epaxcoancko-nampuomuyecKyio NO3UYUIo, OeMOHCMpPUPOB8AMy
OCO3HAHHOE N0GeOeHUe HA OCHOBe 00UeUel08eUeCKUX YeHHOCMEll.

OK 7. Cooeticmeosamsb coXpaHeHuro OKpyicalowell cpeobl, pecypcocbepedcenuio,
ahpexmusno 0eticmeosams 8 Upe38bIUAUHBIX CUMYAYUSIX.

OK 8. Hcnonvzoeams cpedcmea gusuueckoi Kyaibmypbl 0Jis COXPAHEHUsL U YKPenieHusl
300p08bsi 8 npoyecce NPoPecCUOHANbHOU 0esIMENTbHOCIU U NOOOEPHCAHUE
HeobX00UMO020 YPOBHs (DUu3UUEeCKOl N0OO20MOBIeHHOCMU.

OK 9. Hcnonvzosame ungopmayuonnsvie mexuonocuu 8 npogheccuoHarbHou
oesimenbHoCmu

OK 10. Tonvzosamuvcs npogeccuonanvhol 0oKymenmayueu Ha 20Cy0apCmeeHHoOM U
UHOCMPAHHOM S3bIKE.

OK 11. Inanuposams npeOnpuHUMamenbCKyo 0esmeibHOCMb 8 NPOPecCUOHATbHOU
cghepe

1.1.2. Ilepedyens mpodeccuoHaATbHBIX KOMITETEHITUN



Kon HaumeHoBaHNe BHI0B AeATEJHLHOCTH M MPO¢eCcCHOHAJBHBIX KOMIIETCHIUH

B/I 2. Opeanuzayus cemegoeo AOMUHUCMPUPOBAHUSL

MK 2.1 \AIMUHHCTPUPOBATh JIOKAJbHBIE BBIYUCIHUTENIBHBIE CETH W NPUHUMAaThb MEphI 110
[YCTpPAaHEHHUIO BO3MOKHBIX COOEB.

11K 2.2 A IMUHHCTPUPOBATH CETEBBIE peCYPChl B MHPOPMAIIMOHHBIX CUCTEMAX.

11K 2.3 ObecneunBaTh COOp MAHHBIX JJISI aHAJIM3a HCIOJIB30BAaHUS U (DYHKIIMOHHUPOBAHUS
MPOrPaMMHO-TEXHHUUECKHUX CPEJCTB KOMITbIOTEPHBIX CETeH

K 2.4 B3aumoielicTBOBaTh CO CIENHUATUCTAMH CMEXKHOTO Tpoduis mpu pa3padoTKe
METOJIOB, CPEACTB W TEXHOJOIMH MPUMEHEHHS OOBEKTOB NPOheCcCHOHATHLHON
e TeTbHOCTH.

1.2. lean u 3aga4u npopecCHOHAIBLHOI0 MOAY ISl — TPeOOBaHUS K
pe3yJbTaTaM 0CBOCHHUs NPOGeCcCHOHATBHOI0 MOLYJIA

C uenpio OBIaJEHUS YKa3aHHBIM OCHOBHBIM BHJIOM JE€STEIBHOCTU U
OTBETCTBYIOLUIMMH OOIIUMHU U IPOPECCUOHATBHBIMUA KOMIIETEHIIMSIMU 00yYaroIIuiics B
XOJI€ OCBOEHHMSI MPOPECCUOHATBHOIO MOJTYJISL JOJIKEH:

VIMeTh MpakTUYECKUH OIBIT B YCTaHOBKE, HACTPOMKE U CONPOBOXKICHUU,
KOHTPOJIE UCIIOJIb30BaHMSA CEpBEPa U PabOUNX
CTaHIMU JJ1s1 O€30MacHON Nepeaadn
nHpOpPMALINH.

yMeTh aJIMUHUCTPUPOBATh JIOKATEHBIC
BBIYHCIUTEIbHBIC CETH;

MIPUHUMATh MEPHI 110 YCTPAHSHUIO BO3MOXKHBIX
cOoeB;

obecrevynBaTh 3aUTy MPH TOKITFOUCHUN K
“H(OPMAITMOHHO-TEIICKOMMYHUKAIIMOHHON CETH
"NuTepuer”.

3HATh OCHOBHBIC HAINPAaBJICHHS aIMHHUCTPUPOBAHUSI
KOMITBIOTEPHBIX CETEif;

YTUINATHL, QYHKIMH, YAAJICHHOE YIIPaBJIeHNE
CepBepoM;

TEXHOJIOTHIO O€30MaCHOCTH, IIPOTOKOJIOB
aBTOpHU3aIUH, KOH(UICHIIUATBHOCTH U
0€30MacHOCTH IPU PAdOTE C CETEBBIMU
pecypcam.

1.3. KosinyecTBO 4acoB Ha OCBOeHHeE padoyeil MporpaMmbl
npodeccuoHaTBLHOTO MOAYJIA:

O6beM 00pa3oBaTEIBLHON MPOTrpaMMBI O0yUarotierocs: 726 4acos, B TOM YHCIIE:
oos3amenvHas wacmo - 594 4daca,
sapuamusHas yacmo - 132 yaca.

VYBenuueHne KoJIMuYecTBa 4YacoB paboueld mporpaMMbl 3a CUET 4YacoB
BapUATHBHON YaCTH HAIMPABJICHO HA pacuiupeHue u (uiu) yenyonenue oobema 3HAHUN
0 pa3ienaM MpOrpaMMBbl, HoJyYeHue OONOJHUMENbHLIX KOMHemeHyul (npu
Heobxoo0uMocmiu).



O06Bem 00pa3oBaTEIHLHON MPOTPAMMBI O0YJArOIIETOCsT 7269acoB.

N3 Hux:

Ha ocBoeHrne MJIK.02.01 — 214 gacoB, BKJIto4asi MPOMEXKYTOUHYIO aTTECTAllUIO —
@ opma npomedxxcymouHol ammecmayuu 8§ 4acos;

Ha ocBoeHrne MJIK.02.02 — 94 yaca, BKJto4asi MPOMEXKYTOUHYIO aTTECTAllAIO —
@ opma npomedxxcymouHou ammecmayuu 8§ 4acos;

Ha ocBoeHrne MJIK.02.03 — 160 yacoB, BKJIto4asi MPOMEKYTOUHYIO aTTECTAllUIO —
Gopma npomexncymounot ammecmayuu 8 4acos,

Ha y4eOHyI0 pakTHKy — 108 yacos;

Ha IIPOU3BOICTBEHHYIO PAKTUKY — 144 yacos;

3K3AMEH KBAJIM®GUKAIIMOHHBIN — 6 YACOB.



2. PE3YJIBTATBI OCBOEHHUSA NTPO®ECCUOHAJBHOI'O MOAYJIA

Pesynbpratom ocBoeHus paboueii mporpaMmbl Ipo(heCCHOHATEHOTO MOTYJIS
SIBJISIETCSI OBJIaJIEHUE O0YYAIOIIMMUCS OCHOBHBIM BUJIOM jesiTesnibHocTu (OB/):
HAUMEHOBAHUWE BUJIA, B ToM yucie npodeccuonanbubiMu (I1K) u o6mumu
(OK) xoMIeTeHIUsIMHU:

Kon HauMeHoBaHue pe3yJbTaTa 00y4eHUst

I[IK 2.1 | ATMMHUCTPUPOBATH JIOKAIbHBIE BEIYMCIUTEIBHBIE CETH U IPUHUMATD
MepbI IO YCTPAHEHUIO BO3MOKHBIX COOEB.

[IK 2.2 | AIMUHHUCTPUPOBATH CETEBBIE PECYPCHI B MHPOPMALIMOHHBIX CUCTEMAX.

[IK 2.3 OOGecrieunBaTh CcOOp JaHHBIX IS aHajlW3a MCIOJB30BaHUS U
(YHKITMOHUPOBAHUS MPOTPAMMHO-TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX
ceTen

[IK2.4 | B3auMoneiicTBOBaTh CO CHEUHUATUCTAMU CMEXKHOTO Mpopuis Mpu
pa3pabOTKe METO/OB, CPEACTB M TEXHOJOIMM NPUMEHEHHS OOBEKTOB
PO ECCUOHAIBHOM IESITEIbHOCTH.

OK 1. Bri6upath ciocoObl penieHus 3a1a4 NpoPpecCuoOHAIbHON JeSTENbHOCTH,
MIPUMEHUTENBHO K Pa3JINYHbIM KOHTEKCTaM

OK 2. OcCyuiecTBIATh MOUCK, AHATIU3 U UHTEPIPETALUIO HH(OpMALIUHY,
HEOOXOAMMOM JJIs1 BBIIOJTHEHHMs 33124 NP0 eCCUOHATIbHON AESITEIbHOCTU

OK 3. [1nanupoBaTh U peain30BbIBaTh COOCTBEHHOE MPOPECCHOHATIBHOE U
JMYHOCTHOE PA3BUTHE.

OK 4. PaboTaTh B KOJIEKTUBE U KOMaHAE, 3(PPEKTUBHO B3aUMOECHCTBOBATH C
KOJUIETaMHU, PYKOBOJICTBOM, KJIMEHTaMHU.

OK'S. OcCymIeCTBIIATh YCTHYIO M TMCBMEHHYI0 KOMMYHHUKAIUIO HA

rocyapCTBEHHOM S3bIKE C YYETOM OCOOEHHOCTEW COLMAIBHOTO U
KYJIbTYPHOTO KOHTEKCTA.

OK 6. [TposIBAATE TpaXAAHCKO-IATPUOTUYECKYIO TO3ULINIO, TEMOHCTPUPOBATH
OCO3HaHHOE MOBEJCHHE HA OCHOBE O0IIEUEI0BEYECKUX IEHHOCTEH.

OK 7. ConeiicTBOBaTh COXPAaHEHUIO OKPYKAIOIICH CPEIIbl, PECYpCOCOEPEKEHUTO,
7 (EeKTUBHO AEWCTBOBAThH B UPE3BBIYAMHBIX CUTYAILIHSX.

OK 8. Hcnonb3oBathk cpecTBa GU3HMUECKON KYJIBTYPHI J1JI1 COXPAHEHUS U

YKpEIJICHUsI 3/I0pPOBbs B Ipoliecce MpohecCHOHAIBHOM JIeITeIbHOCTH U
noJiep>KaHre HEOOXOAMMOTO YPOBHS (DU3UYECKON MOJATOTOBJICHHOCTH.

OK 9. Hcnonb3oBath MHOOpPMAIIMOHHBIE TEXHOJIOTUH B MPOGECCUOHATBHON
NS TENbHOCTH

OK 10. | [Tonb3oBatbes npodeccrnoHalbHOM TOKyMEHTalel Ha rocyAapCTBEHHOM
Y UHOCTPAHHOM SI3bIKE.

OK 11. |IInanupoBath NpeaNPUHUMATENBCKYIO IESITEILHOCTD B
npodeccuoHanbHOU chepe




3. CTPYKTYPA U COAEP KAHUE TPO®ECCUOHAJIBHOI'O MOAYJIA
3.1. Crpykrypa npodeccuonHanbHoro monyast «IIM.02 OPTAHU3SAIIUA CETEBOI' O AJIMUHUCTPUPOBAHU)

Konapr

npoeccuoHab

HBIX

KOMIIETEHITUI

HaumenoBanust
paszenoB
npogecCuoHaNbHO
T'O MOJYJIS

CymmapH

BIii 00BEM

Harpy3KH,
qac.

O6beM podecCHOHATEHOTO MOYIIA, Jac.

Pabota o0yuaromnuxcsi BO B3aUMOJICHCTBUU C

IIPEnoJaBaTcjIcM

O6yuenne o MJIK

Bcer

B ToMm yucie

IIpakTuku

Jla6oparopH | Kypcossl

BIX H X pabot
MpaKTHIecK | (TMPOEKTO
HX 3aHATUH B)

VYyebHn
as

IIpousBoacTBeH
Hasi

CaMocCTOsITENb

Has pabora

Koncynpran
uu

IIpomexyTou
Hast
aTTecTanus

1

2

5 6 7

10

11

K 2.1 - 2.4,
OK 01 - 11,

MJK 02.01
AJIMUHUCTPUPOBA
HHUE CEeTEBBIX
OTIEPaLMOHHBIX
CHCTEM

214

200

92

Pazpgen 1.
AMMHHUCTPHPOBA
HHeE ceTeBbIX
onepauuoOHHbIX
cHucTeM

K 2.1 - 2.4,
OK 01 - 11,

MJIK 02.02
[Iporpammuoe
obecrieueHue
KOMITBIOTEPHBIX
ceTel

94

84

38

Paznen 2.
IIporpammHuoe
odecneuyenue
KOMIIBIOTEPHBIX
ceTeil

K 2.1 - 2.4,
OK 01 - 11,

MJIK 02.03
Opranuzanus
aIMUHUCTPUPOBAH
1S KOMITBIOTEPHBIX

160

150

70 30




CUCTEM

Paznen 3.
Opranuszanus
aJMHHHUCTPHUPOBA
HUA
KOMIbLIOTEPHBIX
CHCTEM

K 2.1 -2.4;
OK 01 - 11,

YueOHast
MPaKTHKA, U
MIPOM3BOCTBCHHAS
MIpaKTHKa (110
npoduiro
CIIEIUATBHOCTH),
4acoB

252

108

144

K 2.1 - 2.4;
OK 01 - 11,

OK3aMeH
KBATN()UKAIINOHH
BIN

Bcero:

726

434 | 200 | 30 | 108

144

24




2.2. TemaTu4eckuii Ii1aH u coaep:kanue npogeccuoHaabHoro moayias «JIM.02 OPUAHU3AIIUA CETEBOI'O A/IMUHUCTPUPOBAHUA)

HaumenoBanue pa3aesioB u
TeM NPodhecCHOHAIBHOTO
moayas (IIM),
MEKINCUMILTUHAPHBIX
kypcoB (MIAK)

Copep:xanue yueOHOTo MaTepHaJa,

JadopaTopHble padoThHl M MPAKTHYECKHE 3aHATHS, CAMOCTONITeIbHAN YueOHasi paboTa 00y4arolmuxcs,

KypcoBasi padoTa (IIpoeKT)

O0LéM B
yacax

1

2

Paspeua 1.
AIMHMHHCTPHpPOBaHHE
ceTeBbIX ONepanoOHHbIX
cucTeM

MJK.02.01.
AJIMUHHCTPHUPOBaHME
ceTeBbIX ONEePalMOHHbIX
cucTeM

214

Tema 1.1 YcranoBka u
HacTpoiika Windows Server
2012 R2

Cooeprcanue

1

PasBeptoiBanue u ynpaniaenue Windows Server 2012 R2

O630p Windows Server 2012R2. VcranoBka Windows Server 2012R2. Hactpoiika Windows Server
2012R2 mocne ycranoBku. O630p 3amau mo ymnpasienuto Windows Server 2012R2. Beegerne 8 Windows
PowerShell

2 BBenenue B nomennbie cepBuchbl Cay:x0b1 KaTanora
Beenenne 8 AD DS. O630p ¢yHKIHMIT KOHTpOJIEpa JoMeHa. Y CTaHOBKa KOHTpOJUIepa JOMEHa

3 Ynpagsiienne o0bexkTamMu J0MeHHBIX ciry:k0 Ciryx0b1 KaTasora
VYhpasneHue YYETHBIMH 3alMCSIMH I10Jb30BaTelI€il. YIpaBiI€HUE TpPYINIaMH. YIIPaBICHUE YYETHBIMU
3aMUCIMU KOMIBIOTEPOB. JleernpoBanye aIMAHUCTPATUBHBIX 3a/1a4

4 ABTOMaTH3a1Ms AIMUHHCTPUPOBAHUS JOMeHHBIX c1y:k0 Ciy:xk0b1 KaTanora
Hcnonb3oBanue cpecTB KOMaHIHOW CTpoku uis anmuauctprpoBanust AD DS. HcnonszoBanne Windows
PowerShell mns agmunuctpupoBanuss AD DS. TlpousBeneHne MHOKECTBEHHBIX —OINEpanuii ¢
ucnonbzoBanrem Windows PowerShell.

5 IIpumenenue nporoxona DHCP
Ycranoska poian DHCP cepsep. Hactpotika DHCP obnacteit. Yopasnenue 6a3oi manasix DHCP. 3amura
u Mmouutopuar DHCP

6 IIpumenenue DNS
[Iponecc pazpemenus: umeH B Windows. YcraHoBka cepBepa DNS. Ynpasnenue 3onamu DNS

7 IIpuMeHeHuUe JTOKATHLHOI0 XPAHWINIIA JAHHBIX

O0630p METOJOB XpaHEHHWS JAHHBIX. YTpaBICHHE IUCKAMU M TOMaMH. VICIONIb30BaHWE MPOCTPAHCTB

46

10




XpaHeHHUsI
8 IIpumenenue ¢aiisioBoii cayk0bI U CJIYKObI HeYATH
3ammra ¢aitioB u mamnok. 3anmTa ManoK CpeJacTBaMu TEHEBOTO KonnpoBaHusa. HacTpoiika Pabounx marmok.
HacTtpoiika cereBoii neuaru
9 IIpumeHeHHe rPyNIOBOi MOJIUTHKH
O630p rpymmoBoit momutuku. OOpaboTKa TpyNMNOBBIX NOJMUTHK. [IprMeHeHWe NEeHTPaTU30BaHHOTO
XpaHWINIA ATMUHUCTPATUBHBIX NIa0JIOHOB
10 |3ammura cepBepoB Windows npuMeHeHHeM 00beKTOB IPYNIOBOii MOJIUTHKH
O030p Oe3omacHoCcTH omepauuMoHHBIX cucteM Windows. Hacrpoiika mnapameTpoB 0e30MacHOCTH.
Orpannuenne npukianaoro [10. Hactpoiika 6panamayspa Windows ¢ pacmimpeHHOH 6e301MacHOCTHIO
11 |IlpumeHeHue cepBepHoii BUpTyasmu3amuu ¢ Hyper-V
O0630p TexHomoruii Bupryanuzauuu. lIpumenenweHyper-V. VYmpapneHue XpaHHIHMINEM BHUPTYIbHBIX
MallluH. YTpaBlieHHE BUPTYAIbHBIMHU CETSIMU
Tema Cooepocanue 144
1.2AaMuUHUCTPpUPOBaHUeE 1 Hacrtpoiika u ycTpaHeHHne HenmoJaaok ciay:x0b1 DNS
Windows Server 2012 R2 Hacrpoiika cepseproit porm DNS. Hactpoiika 305 DNS. Hacrtpoiika nepegaun 3ou61 DNS. Ynpasnernue
ciyx00it DNS u ycTpaHeHue Heroiagok
2 IHoanep:kka goMeHHBbIX cayx0 Ciay:x0b1 KaTanora
O630p AD DS. Ucrnonb3oBaHue BHPTYaJIM3UPOBAHHBIX KOHTPOJUIEPOB JoMeHa. [Ipumenenue
KOHTPOJIJIEPOB JOMEHa ¢ jgocTynoMm Toinbko Ha urteHne (RODC). AammaunctpupoBanme AD DS.
VYmpasnenue 0a3oit nanusix AD DS
3 YrnpasieHune nojab30BaTeTbCKMMHU U CTY:KeOHBIMH Y4eTHBIMH 3aNMCSIMU
Hactpotika Ionmutuku naponeit u Ilonntiku 6;10KMpoBKH yueTHOM 3anucu. HacTtpoiika Ynpasnsemoi
CITykeOHOM yJeTHO! 3aIucu
4 Bueapenune nngpactpykrypbl [ pynnoBbix moJuTuK
O030p [pymmoBoii monuTuku. BHenpenue u agMUHUCTpHpOBaHUE [pynmoBbIX NONMUTHK. OOmacTh
JeHCTBUS U MOPSIIOK 00paboTkK I'pyNIoOBBIX MOJUTHK. YCTpaHEHHE HETOJIAJ0K NMPUMEHEHHs | pynmoBbIx
MOJIUTUK
5 YnpasJieHne n0Jb30BaTEJbCKMM Pad0o4uM CT0JI0M Yepe3 ['pynnoByio noanTuky
[lpumenenne AJIMHMHUCTPATUBHBIX MIa0NIOHOB. HacTpoiika NpUMEHEHHMsS CKPHIITOB W II€PEHAIPaBICHUS
nanok. Hacrpoiika npennourenuii B ['pynnoBoil monmTHke. YHpaBieHHE MPOrpaMMHBIM OOecTieYeHHEM
yepe3 I'pynnoByro NOJIUTHKY
6 YcraHoBka, HACTPOIiKa U ycTpaHeHHe HenoJiaaok poau Cepsep CeTeBoii MOJUTHKH.
VYcranoBka u Hactpoiika ponu Cepep CereBoil momuthku. Hactpoiika kinentoB u cepsepo RADIUS.
MeTtoapl mpoOBEpKH MOAIMHHOCTH cepBepa CeTeBOi MOMUTHKA. MOHHTOPHUHI M YCTPaHEHHE HEIMOJal0K
posu CepBep CeTeBOU MOJIUTHKH
7 IIpuMeHeHHe 3aIMTHI JOCTYNA K CETH
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00630p 3amuth goctyna k cetd (NAP). O630p nporiecca npuMeHeHHS 3alIUThI ocTyna Kk cetu. HacTpoiika
NAP. Hactpoiika npumeneans NAP dyepes mpunyautenbHble [PSec B3anmmoneidcTBus. MOHUTOpDHHT H
ycTpaHeHue Henonagaok NAP

8 Hcnoab3oBaHue yiaaeHHOTO 10CTYIIA
O030p TEXHOJOTWH YAAJIEHHOTO JIocTyna. BHeapenue texnomorumu DirectAccess ¢ MOMOIIBIO MacTepa
HavYaJTbHOW HAcTpoWkHW. BHenpernwme u ympaBieHme pacmmpeHHON wnHbpacTpykTypoil DirectAccess.
Brenpenne VPN. Baenpeane Web Application Proxy

9 OnTuvMusanus (GpaioBBIX CEpPBHCOB
00630p aucrerdyepa pecypcoB daitmoBoro cepBepa — FSRM. Hcnonb3oBanne FSRM s ympasneHus
KBOTaMH, (aiIOBBIM SKpaHMPOBAaHHMEM M OTYETAMHM IO HCIIOJIB30BaHMIO XpaHwimiia. Ilpumenenue
kiaccudukaiu (HaiaoB U 3aaad 1o ynparieHuto parnamu. O030p pacnpesesieHHON (aiioBoi CUCTEMBI
DFS. Hacrpoiika umenoBannoro npoctpanctBa DFS. Hactpoiika n ycTpaHeHHe HENONaJ0K peruiuKaluu
DFS

10 |Hacrpoiika mm@poBaHusi 1 pacCIIUPEHHOT0 AyUTA
Iudpopanue mucko ¢ ucnoib3zoBanueM BitLocker. IllugpoBanue (aiinos ¢ ucrnonb3oBanueM EFS.
Hactpoiika pacuimpeHHOro ayamra.

11 | Pa3BepThiBaHUeE U MOJIEPKKA CEPBEPHBIX 00pa3oB
O030p ciyx0b1 pa3BepTbiBanumst Windows. Ympaenenwe oOpaszamu. I[IpuMmeHeHne pa3BepTHIBaHUSA C
HOMOIIIBIO CITY)KOBI pa3BepThiBanuss Windows. A IMUHUCTPHPOBAHKE CITy>KObI pa3BepThiBanust Windows.

12 | Bueapenue ynpaBieHHusi 00HOBJIEHHSIMH
0630p WSUS. PassepteiBanue o0HoBieHHH nocpeactsom WSUS

13 | MonuTopunr Windows Server 2012
Cpenctea MonuTopuHra. HMcmosnp3zoBanne MoHHTOpa NPOU3BOAWUTENHHOCTH. MOHUTOPHHT KYpHAJIOB
COOBITHI.

B mom uucne npakmuyueckux 3anamuii u 1a60pamopHbIxX pabom 92

1 Hacrpoiika u yctpaHeHre Henosaok ciy:x0os1 DNS

2 [Momgnepxxa ADDS

3 YnpasieHue 1ojb30BaTeIbCKUMH U CITYyKEOHBIMH YUETHBIMU 3aITHCIMHU

4 Bueapenne nuadpactpykTypsl I pynoBbIX HOIHTHK

5 YnpasieHue 1mojb30BaTeIbcKUM pabouuM CTOJIOM depe3 [ pynmoByIo MOJTUTHKY

6 YcranoBka u HacTpoiika ponu Cepep CeTeBON NOIUTHKH

7 [IpuMeHeHne 3auThl JOCTyNa K CeTH

8 Bueapenue Texnonoruu DirectAccess ¢ TOMOIIbIO MacTepa HauJIbHOW HACTPOMKH

9 PaspepThIBaHne pacmimpeHHOl nHppacTpykTyphl DirectAccess

10 |Buenpenue VPN

11  |Buenpenne Web Application Proxy
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12 | Hacrpoiika KBoT 1 daiinoBoro sxpanuposanusi B FSRM
13  |IIpumenenne DFS
14 | Hacrpoiika mmdpoBaHns U paCIIMPEHHOTO ayANTa
15 |Hcnonw3oBaHue ciayxO0bl pazBepThiBanust Windows i passepteiBanns WindowsServer 2012
16 |Buenpenue ynpasiieHHst 0OHOBICHUSMH
17 | Monwutopunr WindowsServer 2012
Tema 1.3. Ocnossl Linux. Cooeprcanue 24
1 |BBenenue
Beezenne B quciuminHy. 3uakoMctBo ¢ VM Ware vSphere.,
2 | ®@aiisnioBble cucrembl OC Linux
®daitnorsie cuctembl OC Linux. Co3naHue U pa3MeTKa )eCTKOTO JINCKa
3 |IoaroroBka cepsepa OC Linux
Bapuantsl ycraHoBkU. Pe3zepBHoe konnpoBanue. Co3gaHue CHUMKOB. Pa3zMeTKa KeCTKOro Jucka.
4 | Hacrtpoiika web-cepsepos B OC Linux
ITpotokon HTTP. Beb-ceprep Nginx. O6paTHoe nmpokcupoBanue B Nginx.
5 |Hacrpoiika cepBepa DNS B OC Linux
IIporokona DNS
6 |Hacrpoiika cepsepa DHCP B OC Linux
ITpotokon DHCP
7 | Hacrpoiika daiisoBbix cepsepoB B OC Linux
ITporokon FTP. ®aiinosas cucrema NFS. Paiinosslii cepsep Samba.
8 |Hacrpoiika cepepoB B/I B OC Linux
CYBJ MySQL. CYBJI MongoDB
9 | Kownreiinepnt Docker
Konreitneps! Docker.CriocoOrl cBsizu koHTeliHepoB Docker.
10 |MpoexTnpoBanue
ITpoextupoBanue. Beenenue. Ananu3 TpedboBanuii. Peanuzanms cuctembl. CocTaBleHHE JTOKYMEHTAIIUU
Pazpen 2.I1porpammHoe
olecreuenmne
KOMIIbIOTEPHBIX ceTeil
MJIK.02.02. IIporpammuoe 94
o0ecnedeHue
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. Peanm3anus Conep:kanue 66
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KJIMEHTCKOH
HH(pacTPpyKTYypbI

Ouenka u onpeejieHre NapaMeTPOB pa3BepThIBaHus KJaueHTCKknX OC

00630p >XKMU3HEHHOTO MHKJIA KIIMEHTCKAX KOMITHIOTEPOB npeanpusaTus. OneHka 000py/I0BaHHS U TOTOBHOCTH
nH(PPACTPYKTYPHI K pazBepThiBaHuio KireHTckux OC. O630p MeTon0B pa3BepThiBanus kimeHTCKkuX OC B
cpezie opraHu3anuu. TeXHOJIOTHU JIMIEH3MOHHON aKTUBALINY [T KJIMEHTCKHX KOMIIBIOTEPOB B
opranuzanmu. [InanupoBanue crpateruu pazseproiBanus kiarneHTckux OC. COop qJaHHBIX 00
nHpacTpyKkType. Peanmzamus penienns TUIIeH3NOHHON aKTHBAIIHN

IianMpoBaHue cCTPATeruu ynpasJieHus oopazamMu
00630p hopmaTos oOpaza Windows. O630p cpeacT ynpasienus oOpasamu (Image Management). OnieHka
Ou3Hec-TpeOOBaAHUI TS TIOAACPKKH CTPATETHH YIIPABICHHS 00pa3aMHu.

Peanu3anust 6e30MaCHOCTH KJIMEHTCKUX CHCTEM

Peanuzanust neHTpann3oBaHHOTO pemieHus no 6e3onacHoct knueHtckux OC. [Inanuposanue u
peanmuzanus BitLocker. [lnanupoBanue u peanuzanus mmdpoanus ¢ nomoinsio EFS. Hactpoiika
oe3omacHocty kKiaueHTckux OC ¢ MOMOIIBIO rpynnoBoi monmutuku. Hactpoiika mmdpoBanus qucka ¢
nomortipio BitLocker. Peamuzamus pemenns nenTpanmmzoBanHoro ynpasienus EFS. Peanuzamus pemenuns
JUTsl BOCCTaHOBJICHHUS (haiiioB, 3aiuiieHHbIX EFS.

3axBat u ynpasJieHre oopazamu KiauenTckunx OC

00630p Windows ADK. Ynpasnenwne cpenoii mpexycranoBku Windows (Windows PE). Coznanue
ucxoaHoro obpasa ¢ momomnsio Windows SIM u Sysprep. 3axBat 1 00CITy>KHBaHHIO ATAIOHHOTO 00pa3a.
Hacrpoiika u ynpaenenue ciayx0o0ii pasBeptoiBanus Windows (Windows Deployment Services).
Hacrpoiika Windows PE. YcTaHoBKa 3TalIOHHOTO KOMITEIOTEpa ¢ IOMOIIEIO (haiina oTBeToB. OOpaboTKa
3TaJOHHOI'0 KOMIIbIOTEpa ¢ moMoIbko Sysprep. Co3nanue ¢aitia orBeToB ¢ nomouipio Windows SIM.
VYcTaHOBKa 3TAJOHHOT'O KOMIIBIOTEpaA C MOMOIIBIO (haiina oTBeToB. OOpaboTKa ITAOHHOTO KOMIIBIOTEPA C
nomoiieio Sysprep. Services [Tnanuposanue cpeast WindowsDeploymentServices. YcranoBka u
HacTpoiika cepsepHoil poian WDS. 3axBaT sTanonHoro oopasa ¢ nomoupio WDS. PassepToiBanne obpasa ¢
nomoiso WDS

IInannpoBanue U peaau3anus MUTPAllMU MOJIb30BATEIbCKOH CPeabI

00630p cr1oco60B MUTpaLIUH MOJIB30BATENLCKON cpeabl. [lmaHnpoBaHe MUTPaLUH [TOJIB30BATEIBCKOM
cpenbl ¢ noMoiibio USMT. Murpanus coctosinus nosib3osareiis ¢ nomouisio USMT. [TnanupoBanue
MUTPALUY MOJTb30BaTENbCKOM cpeabl. Co3nanue u HacTpoiika XML-daiinos USMT. Coop naHHBIX 1
BOCCTaHOBJICHUS MTPOGUIIs moib3oBares ¢ momoribio USMT. BeimonHeHe MUTpauu ¢ Co3JjaHueM
JKECTKUX CCBUIOK

INnannpoBanue u pa3BepThiBanne kianenTcknx OC ¢ momomsio Microsoft Deployment Toolkit
ITnanuposannecpenst Lite Touch Installation. Peammuzarus MDT 2012 ms Lite Touch Installation.
Wnterpanus cinyx6 pa3sepreiBanust Windows ¢ MDT. ITnanuposanue cpenst Lite Touch Installation.
VYcranoska MDT 2012 u neo6xonumbix komnonenToB. Cozganue u Hactpoiika MDT 2012 Deployment
Share. Pa3septhiBanue u 3axpat o0pasa stanonHoit OC. Uurerparus WDS ¢ MDT 2012 mist obecrieuenust
BO3MOJKHOCTEH 3arpy3ku PXE.
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IMnannpoBanue u pa3BeprbiBanne kianenTcknx OC ¢ momomsio System Center Configuration
Manager 2012

ITnanuposannecpensiZeroTouchinstallation. IToaroroska caiita ms passeproiBanus OC. ITocTpoenue
ITAIIOHHOTO 0Opa3a Ha OCHOBE mocenoBarensHocTH 3a1a4 Configuration Manager. Mcnons3oBanue
Hocie0BaTeIbHOCTH 3a1a4 MDT 1uist pa3BepThIBaHUS KIMEHTCKUX 00pa3oB. [InanupoBanue
WH(PPACTPYKTYPHI pa3BepThHIBAaHUS onepannoHHoi cuctemsl. [logroroska cpemsr Zero Touch Installation.
Hactpotiika akeToB pa3BepThIBaHMs H 00pa30B crcteMbl. [Toaroroska cpemsr ZeroTouchlnstallation

IInanmpoBanme u peanusanus cay:k0 ynajgenHoro focryna (Remote Desktop Services)

00630p cyx0bI yaagenHoro padouero crona. [Imanuposanue cpenst Remote Desktop Services. Hactpoiika
pa3BepTHIBaHUS HHPPACTPYKTYPBl BUPTYAIbHBIX pabounx crosoB. HacTpoiika jocTyna K KIMeHTaMm Ha
ocHoBe ceaHcoB (Session-Based Desktop). Pacimpenue cpeast Remote Desktop Services B nTepHeT.
[Tnanmposanue cpeasl Remote Desktop Services. Hactpolika cuenapust ntHGpacTpyKTypbl BUPTYaIbHBIX
pabouux cronos. Hactpoiika cueHapus 40CTyna Ha OCHOBe ceaHcoB. [IpoekTupoBaHHe MOMUTHUK LUTIO30B
RDS. Hactpoiika nuro3oB RDS

YnpasJ/ienue BUPTyaIu3anueil nojib30BaTeJbLCKOro cOCTOSTHUSA 1151 KaueHTcKuX OC opranuzanuu
00630p BupTyanu3auuu npoduis nonp3osatens. [InanupoBanue BUpTyanu3anuy Npo@uiist MoJb30BaTeNsl.
Hacrpoiika nepememmaeMbIx mpoduiiel, mepeHanpaBieHus marnok 1 aBToHoMHBIX (offline) daiinos.
Peanuzanust BupTyanuzanuu pabotsl nonbs3osarens ot Microsoft (Microsoft User Experience
Virtualization). [InanupoBanue BupTyanu3anuy npoduis noiabp3oBaTens. Peannzaius BUpTyanu3anuu
pOohUIIS TTOTb30BATEISL.
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IInannpoBanue u peanusanus HHPPACTPYKTYPHI 00HOBJICHHH ISl OAAEPKKH KiaueHTckux OC
OpraHu3anuu

[TnanupoBanue HHPPACTPYKTYPhl OOHOBJICHUH JIJIs1 OpraHu3aiuy. Peannzamnus noaaepxku 0OHOBICHHI
nporpaMMHoro obecneuenus ¢ nomoiupsto Configuration Manager 2012. YnpasieHre 0OHOBICHUSIMH IJ15
BUPTYaJbHBIX MalllMH U 00pa3oB. Mcnonbs3zoBanue Windows Intune juis ynpapnenust 0OHOBIEHUE
nporpaMMHoro obecrnieuenus. [lnanupoBanre HHPpacTpyKTypbl 0OHOBIIEHHS. Peanu3anus 0OHOBIEHU
nporpaMMHoro obecnieueHus ¢ nomoiupto Configuration Manager 2012. Peanuzanus oGHOBIeHUI
IpOrpaMMHOro obecneueHus Assi OubIMOTEeK BUPTYaJIbHbBIX MAIIHH.

11

3amuTa KOMIBIOTEPOB NMPEANPHUSATHS OT BPEIOHOCHBIX MPOrPaMM H NMOTEPDb JAHHBIX

0630p System Center 2012 Endpoint Protection. Hactpoiika Endpoint Protection Client Settings
uMoHuTOpuHracocrosiHus. McenonszoBanne Windows Intune Endpoint Protection.
BamurakauearckuxOCcrnomonipto System Center 2012 Data Protection Manager. Hactpoiika u
passepteiBanue noautuk EndpointProtection. Hactpoiika mapametpoB kineHTa 1ist moaepxku Endpoint
Protection. MOHMTOPHHT 3alIMTHl KOHEYHBIX ToYeK. HacTpoiika u npoBepka 3alinThl JaHHBIX KIMCHTA
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12 | MoHMTOPHHT NPOU3BOANTEIHLHOCTH H PA60OTOCIIOCOOHOCTH MHPPACTPYKTYPHI KianenTckux OC
[IponsBoauTensHOCTH U paboToCocOOHOCTh HHMpAcTPYKTYphI KineHTCKuX OC. MOHUTOpUHT
WH(PACTPYKTYPhI BUPTYAIbHBIX KIMeHTOB. HacTpoiika Operations Manager i1t MOHUTOPHHTA
BUPTYaJbHBIX CpEJ.

B mom uucne npakmuueckux 3anamuil u 1a00pamopHuix padom

1 OreHKa 1 oTpeie]ICHUE TTapaMeTPOB Pa3BEPTHIBAHUS

2 [InanmpoBaHme CTpaTerny yIpaBJIeHUs! 00pa3aMu

3 Hactpoiika 6€30macHOCTH KITUEHTCKUX CHCTEM

4 Hacrpotika mmdposanus ¢aitios ¢ momonipio EFS

5 IMonroroBka o06pasa u cpezpl npeaycraHoBku YcranoBka Windows ADK

6 Coznanne sTanoHHOro 00pasa ¢ nomomsio Windows SIM u Sysprep Coznanue haiina OTBETOB C IIOMOIIBIO
Windows SIM

7 Cosznanue 1 00CITy)KMBaHUE 3TaJJOHHOTO 00pa3a

8 Hacrpoiikanynpasinenne Windows Deployment Services TTnanuposanuecpeast Windows Deployment
Services

9 [lmarnpoBaHue U pearn3alus MUTPAIHY TTOIB30BATEILCKON CpeIb 38

10 Murpaiusi COCTOSIHHS TIOJB30BATENS C CO3JaHUEM KECTKUX CCHIIIOK

11  |IInanmpoBanue u pa3septhiBanue KiareHTckux OC ¢ nomornipio MDT

12 |TloaroroBka cpefpl JUIsl pa3BepTHIBAHHS ONIEPAIMOHHON CHCTEMBI

13  |Ucnomssosanne MDT u Configuration Manager musmoarorosku Zero-Touch Installation

14 |IlnanupoBanue u peanuzanys nHGpacTpykTypsl Remote Desktop Services

15 | Pacmmpenne nocryna k MaTepHeT 115 mHGpacTpykTypsl RDS

16 | Pa3BepThIBaHME U MOAJCPKKA BUPTYaIH3alUHU MPOGUIIS TIOIB30BaTEIs

17 | IlpoextupoBanue u peannzanus (HaiIoOBbIX CIIyKO

18 | Peammsanus Client Endpoint Protection Hacrpoiikatouku Endpoint Protection

19 Hactpoiika Data Protection juis JaHHBIX KIMEHTCKOTO KOMIIbIOTEpa

20 | MOHUTOPHHT MPOM3BOJUTEIBLHOCTH M paboTOCIIOCOOHOCTH NHBpacTPyKTyph! KimeHTckux OC HacTpoiika

Tema 2.2. Peanuzanus cpeant | Codeporcanue 28
HACTOJbHBIX MPHUI0KEHH . 1 Pa3padoTka cTpaTernu pa3BepThbIBaHUs MPUIOKEHMIT
Onpenenenue Ou3Hec-TpeOOBaHUH 1 pa3BepThIBaHMS NpHIIokeHUH. O030p cTpaTernu pa3BepTHIBAHUS
npuokeHuil. Beibop moaxozsimeii cTpaTerny pa3BepThIBaHUS MPUIIOKEHUN 1uis ouca.
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JlnarHoctuka u odecreyeHne COBMEeCTUMOCTH NPUJIOKeHU I

Jnarsoctrka mpooieM COBMECTUMOCTH TIPIIIOKeHUH. OIeHKa M peaTu3allys peieHui mo
BOCCTaHOBJICHUIO. Pemenue nmpoOieMbl coBMecTIMOCTH ¢ ToMotnbio Application Compatibility Toolkit.
YcranoBka u HacTpoiika ACT. AHanu3 moTeHIMaIbHBIX MPOOJIeM COBMECTUMOCTHU. Pemenune npobiem
COBMECTHMOCTH MPHJIOKECHUH. ABTOMAaTH3alUsl pa3BEepTHIBAHUS IPOrPAMMHBIX CPEJCTB 00eCTIeYeHNUS
COBMeCTUMOCTH (shims)

Pa3BepThiBaHHEe NPUWIOKEHUH ¢ MOMOIIBIO IPYNNOBBIX MOJUTHK H Windows Intune

PazBepThiBaHNE NPUIOKEHUN C TTOMOIIBIO TPYIIIOBBIX NOJUTUK. Pa3BepThiBaHNE MIPUIIOKEHUH C TOMOIIBIO
Windows Intune. Pa3zBepThiBaHNE MPHITIOKEHUH ¢ TOMOIIBIO TPYIIOBBIX MOJUTHK. 3aIyCK CUMYJISIHH
Windows Intune.

Pa3BepThiBanue npuiioxkenuii ¢ momompio System Center Configuration Manager

Konuenmmu pazBepTeiBanus npuiioxennii ¢ momomnsio Configuration Manager 2012. Pa3BepTriBaHme
npuioxkeHuit ¢ momotbio Configuration Manager 2012. Coznanwue 3anpocoB Configuration Manager 2012.
Cosznanne KoIeKIni noip3oBareneit u yerporcts Configuration Manager 2012,

Pa3BepTbIBaHus cAMO0OCIY:KMBAEMbIX MPUJI0KEHHI

Konuenmmu pa3BepThIBaHUS caMOOOCITY)KHBAaEeMbIX TIPUIIOKeHHH. HacTpolika caMo0o0cyKiBaeMBbIX
npunoxxenuit ¢ Windows Intune. Pa3BepTeiBanmst camoobcmyxuBaeMbIX npriioxkeHuit ¢ Configuration
Manager 2012. PazepThIBaHHs caMOOOCITy)KHBaeMbIX IpritokeHnid ¢ Service Manager 2012. [ToaroroBka
System Center Configuration Manager 2012 mismoanepsxku Service Manager 2012 Self-Service Portal.
Hacrpoiika ServiceManager 2012 Self-ServicePortal. [TpoBepka BO3MOXKHOCTH MPEIOCTaBICHUS
NPUIIOXKEHHU N0JIb30BaTelsiM ¢ momorpio Self-Service Portal.

IIpoexTHpoBaHue N peaJu3anus HHPPACTPYKTYPbl BUPTYAIN3ALMH MpeICTaABJICHU I

OneHka TpeboBaHMl BUPTyaIM3aliK peacTaBieHui. [InanupoBanre HHPPacTPyKTYphl BUPTYATU3AIH
npeacTaBieHui. PazBepTeiBaHNe HHPPACTPYKTYPBl BUPTYIN3ALMH NIPEACTABICHUN. Pa3BepTriBanme
MHQPACTPYKTYPhl BBICOKOH FOTOBHOCTH VISl BUPTYaIM3alliH IPEICTABICHUH

IloaroroBka, HacTpoiiKa U pa3BepThIBaHUe NMPeACTABJIEHUH BUPTYATU3alMU NPUI0KEHN A
Omnpenenenre cTpaTeruyl MpeCTaBICHUN BUPTyaTu3allui MPUIIOKeHUH. Pa3BepThiBaHNe yIaJIeHHOTO
pabouero crona, RemoteApp, u RD Web Access. PazBepteiBanue npunoxenuit Ha RD Session Host.
HacTtpoiika u pa3sepTeiBanue npuioxxkeHuit RemoteApp. [IpoBepka BO3MOKHOCTH HCIIOIB30BAHUS
npuiiokeHui ¢ momornibio RD Web Access.

IIpoexTHpoBaHue N pa3BepThIBAHME CPeAbI BUPTYATH3alH NPHI0KEHH I

00630p Mojeneil BUpTyanu3auuy NpuiioKeHnid. Pa3BepTbiBaHne KOMIIOHEHTOB HHPPACTPYKTYPHI
BUPTYaJIM3aLMHK NTpUiioxkeHui. HacTpoiika KIIMEHTCKON NONAEP/KKH BUPTYaIU3aluy IPUIIOKEHHUN.
[MnanupoBanue pazsepThiBaHust App-V poiieil 1 KOMIIOHEHTOB. Pa3BepThiBanne HHOPACTPYKTYphl App-V.
Hactpotiika knuenra App-V
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IloaroroBka K BUPTyaau3alui U pa3BepThbiBaAHHE BUPTYAJbLHBIX NPUJI0KEHU I

IToaroroBka MPMIIOKEHUH IS BRITIOTHEHUS B cpene App-V. PasBepTeiBanne pritokeHut App-V.
YcranoBka u HacTpoiika App-V Sequencer. [logroroBka npmioxkeHuit K BUpTyanu3aun. PassepTeiBanne
App-V npunoxennii ¢ momomkio Configuration Manager.

10

IInanmpoBanue u peanusanus 0€30MACHOCTH U 00HOBJICHHS NPUJIOKEHUH

IInanupoBanre OOHOBICHHS IPIIIOKEHUH. PazBepThiBaHNe 00HOBICHMH ¢ ToMomsi0 WSUS.
PasBeprriBanne oOHOBIIEHHI ¢ Tomotpio Configuration Manager 2012. Peanu3anmst 6e3omacHoCTH
npuinoxxeHuit. OOHOBIIEHNE pa3BepHYTHIX MpuioxkeHuil. OOHoBNeHHE TpuIIokeHni App-V. PazBepTeiBanue
nonutuk AppLocker ni1st ynpasieHus 3a1TyCKOM MPHIIOKEHUH.

11

IlnanupoBaHue U peaau3anust 00HOBJIEHUNA U 3aMeHbI PUIOKEeHH i

[TnanupoBaHue U peayin3ais OOHOBJICHUS MPUIOKECHUH U 3aMeleHYsI TpriiokeHuit. [Inanupoanue u
peanu3anys CoCyIeCTBOBaHUS MpriiokeHuil. OOHOBIICHNE pa3BEPHYTHIX MPHIOKECHUH. 3aMeHa
pa3BepHYTHIX NpuiIokeHuil. HacTpoiika cocyliecTBOBaHMSI pa3IMYHbIX BEPCUN NPUIIOKEHUS

12

MOHUTOPHUHT Pa3BepPTHIBAHMS, HCI0JIHL30BAHMS U NPOM3BOAUTEIbHOCTH MPHIIOKEHU

[TnannpoBanue 1 peanuzanys HHPPACTPYKTYpbl MOHUTOPUHTA MPHIOKECHUH. MeTpHKH, HHBEHTApHU3ALUs 1
AHAJIN3 PECYPCOEMKOCTH MPUIIOKEHUNH. MOHUTOPHUHT UCIIOJIb30BAHUS PECYPCOB IIPUIIOKECHUM.
[TnannpoBaHue HHBEHTAPHU3ALUH NPWIOKeHUH. Opranu3anys HHBEHTapU3aluy IPOrPaMMHOTO
oOecnieyeHus1. MeTpUKH UCIIOIb30BaHUS IPWIOKEHUH. MOHUTOPHHT HCIOIBb30BaHUE PECYPCOB CEPBEPOB
RD Session Host npunoxenusimu. CHUKEHHE TUKOBOM HATPY3KH Ha PECYpPChl MPHIIOKEHUIMHU

Pazpen 3.0pranuzanus
aAMHHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CHCTEM

M/K.02.03. Opranu3anust
aIMHHUCTPUPOBAHUS
KOMIIbIOTEPHBIX CHCTEM

160

Tema 3.1 IIpoexTHpOBaHue U
peau3anus cepBepHoii

UH(pPacCTPyKTYyphbI

Cooeprcanue

1

IInanmpoBanMe anrpeiia 1 MUTPalMN cepBepa
Pexomengauuu no anrpeiiny u murpanuu. Co3ganue miaHa anrpeiia 1 Murpaunu cepsepa. [lnannposanue
BUPTYyaJIH3aLUuU

InanupoBaHue U BHeIpeHUEe HHPPACTPYKTYPHI AJ15 pa3BepPTHIBAHUS CEPBEPOB
Breibop monxomsiiell crparermu co3laHus o0pa3oB cepBepa. BHenpeHue crparermd aBTOMaTHYECKOTO
pa3BepTHIBAHUS

IlnanupoBanue U pa3BepTbiBaAHHE CEPBEPOB € MCIOJIb30BAHMEM JHCIETYEPA BUPTYAJIbHBIX MAIINH
(VMM)

0030p aucrnieTdepa BUpPTyabHBIX MamuH B System Center 2012 R2. Peanu3zarus Oubimorek u npoduiiei
JIUCTIeTYepa BUPTyallbHBIX MamuH. [ImanupoBanue u pa3sepTeiBanue ciyx0 VMM,

IlpoekTHpoBaHHe U BHeApPeHHe HHPPACTPYKTYphl jJecoB U AoMeHoB Active Directory Domain

64
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Services
IIpoextupoBanne neca AD DS. IlpoexTupoBaHme W peanu3anus JOBEPHUTENBHBIX OTHOIICHHHA MEXIY
necamu. IIpoextupoBanme unrerpammu ADDS ¢ WindowsAzureActiveDirectory. IIpoekTupoBaHume u
co3nanue nomeHoB AD DS. IlpoextupoBanue npoctpancts uMeH DNS B cpene AD DS. IIpoexktupoBanue
JIoBepUTENbHBIX oTHomeHui AD DS.
5 IIpoexTupoBanue U peaqn3anus HHPppacTpyKkTypsl noapasaenenuii (OU) u pazpemenunii AD DS
[InanmpoBanue nenerupoBaHMs aAMHHHACTPATUBHBIX 3a1ad. [[poekTHpoBaHME CTPYKTYPHI MOApa3IeIeHAN
OU. IIpoextupoBaHue u BHeJIpeHue ctpateruu rpynn AD DS
6 IIpoexTUpoBaHue U BHePeHHE CTPATErHH IPYNNOBBIX NOJUTHK
Co6op Tpebyemoit mHpOopMaHH TSI TPOSKTHPOBAHUS TPYIIOBHIX MONMHUTHK. [IpoekTrpoBanne 1 BHEApEHNUE
TpYNIOBBIX MONUTUK. [IpoexTrpoBaHue 0OpabOTKH TPYNIOBBIX MOJUTHK. [IMaHWpoBaHWE YHpaBIeHUS
I'pynIIOBbIMH IMOJIMTUKAMU
7 IIpoexTupoBanue u peanusanus ¢pusnyeckoii romojoruu AD DS
[IpoextupoBanue u peanu3aius caiitoB Active Directory. IIpoextupoBanue perumkanuu Active Directory.
IIpoexTupoBaHue pa3MelleHHs KOHTPOJUIEPOB JOMeHa. BupTyanuszanuss KOHTPOJJIEPOB JIOMEHA.
IIpoekTupOBaHKUE BBICOKOM JOCTYITHOCTH KOHTPOJUIEPOB JOMEHA
8 IlnanupoBanue u peaau3anus XpaHUIUI JAHHBIX
IInmanupoBanne n BHenpenue iSCSI SAN. I[lnanmpoBanune m BHempeHue Storage Spaces. Onrumuzarus
¢aiinoBbIx cnyx6 ans Gunmanos.
9 IInannpoBanme U peaau3anus 3aIUTHI ceTel
00630p npoexTupoBaHus Oe3omacHOCTH ceTeid. [IpoexTupoBaHue W BHeApeHHE Hcmoib3oBaHUS Windows
Firewall. [IpoexktupoBanue u BHepeHue nHGpacTpykTypbl NAP
10 |IpoexTupoBaHWe U peaau3alus 3aMMTHI CJIYKO H0CTYNA K CETH
IInanupoBanne u BHenpeHue DirectAccess. [lnanmpoBanne wu BHenpenune VPN. IlmanupoBanue u
BHeApenne Web Application Proxy. [InmanupoBanwue cinoxxaHol HHPPaCTPYKTYPHI YJAIEHHOTO JJOCTYTIa
Tema 3.2. Peanm3auus Cooepotcanue 96
MPOABHHYTOI CepBEPHOM 1 0O030p ynpasienusi Henrpom O0padoTku /laHHBIX NPEeANPUATHS
UH(pPacCTPyKTYyphbI 0630p 1HO/] npeanpustusi. 0630p kommnoneHT SystemCenter 2012 R2
2 InanupoBaHue U peanu3auusi CTPaTerHy BUPTYAJIN3aIHU CEPBEPOB
[InmarnpoBaHue pa3BepTHIBaHUA AMcCIieTdepa BUPTyanbHbIX MamuH (VMM). [lnanupoBanue u peanuzanus
CEpBEPHON BUPTYAIHU3aLIUH.
3 InanupoBaHue U peaau3anus ceTeBoii HHPPACTPYKTYPHI H CHCTEM XPAHEHHS TAHHBIX /LIS
BUPTYaJIH3aINH
[InanupoBaHue cucTeM XpaHeHUs Ui BUPTyaln3auuy. Peanuzanus cucteM XpaHeHUs! U BUPTYaIU3aliH.
[InanupoBanue u peanusanusi ceTeBOi HHPPACTPYKTYPHI A BUpTyanu3auud. [Inanuposanue u
peannzanus BUPTyalTu3allui CeTH
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IlnanupoBanue U pa3BepTbiBaHNE BUPTYAJbLHBIX MAIIMH

[InaampoBanue mapamMeTpoB BUPTyaIbHBIX MamuH. [loIroTOBKa K pa3BepTHIBAHUIO BUPTYAIBHBIX MAIUH C
WCIIONB30BaHUEM JAHCIIeTIepa BUPTyalbHbIX MamuH (VMM). Pa3BepTeiBaHne BHPTYaldbHBIX MAIIWH.
[1nanupoBanue u peanusanus perumku Hyper-V

InanupoBaHue U peaau3anusi pelieHUs M0 AAMUHICTPUPOBAHUIO BUpPTYaau3auuu [lnanuposanue u
peaimzanys aBTOMaTU3aIun ¢ ucnoias3oBanreM System Center 2012 R2. [InaanpoBanue u peannzanus
MicrosoftSystemCenterAdministration. ITnanuposanue u peanuzaius Self-Service ¢ MCITOIB30BaHUEM
System Center 2012 R2. [InanupoBanue u peanu3aius yCTAaHOBKM OOHOBIICHHH B HHQPACTPYKType
CEpBEPHOM BUPTYyaIH3aLUH

IInanupoBanue U peaju3anus CTPATeruM MOHUTOPUHIA CEPBEPOB
[Tnanuposanne mouumtopuura B Windows Server 2012 R2. O630p SystemCenterOperationsManager.
IInaHupoBaHKe U HACTPOKKA KOMIIOHEHT MOHUTOpUHIa. HacTpolika B3auMoaeictaus ¢ VMM

IlnanupoBanue W peaau3aunusi pelIeHU BBICOKOH JOCTYNHOCTH VIS (PAlIOBBIX Ciay:x0 u
NPUWIOKEH Uit

[InanupoBanne u peanuzanus Storage Spaces. [lmanupoBanme u peanumszanus DFS. IlnanupoBanue u
peanusanusa NLB

IlnanupoBanue U peaju3anus pelieHUil BHICOKOH JOCTYNIHOCTH HA OCHOBE KJIaCTEPOB

[lnmarnupoBanne WHQPACTPYKTYpHl OTKAa30yCTOMYMBHIX KIIACTEPOB. BHeApeHHEe O0TKa30yCTOHYNBOTO
knactepa. [lnaHupoBaHWe ¥ peanu3anysi CHCTEMBl YCTAaHOBKM OOHOBICHMH I OTKa30yCTOWYHBOTO
kiactepa. MHTErpanys 0Tka30ycTOHYMBBIX KIacTepoB U BUpTyanu3anuu. [nanuposanue pacnpenenéHHbIX
OTKa30yCTOWYMBBIX KJIACTEPOB

IlnanupoBanue U peaau3aunus cTpaTerum oecrnepedoiinoii padorsl (Business Continuity Strategy)
0030p crparerun OecriepeOoitHO paboThl. [lnaHupoBaHWE | pealiM3alus CTPATerHid PE3epPBHOTO
konupoBaHus. [[1aHupoBaHue U peanu3als BOCCTAHOBJICHUS. [ITaHUpOBaHKWE U pean3alis pe3epBHOTO
KOTMMPOBAHUSI U BOCCTAHOBIICHHS] BUPTYAIBHBIX MAIINH

10

IInanupoBanue u peaausanus HHPPACTPYKTYPbI OTKPBITHIX KIK0Yei

IlnmanupoBaHre W pa3BepThIBAaHME YAOCTOBEPSIOMIMX HEHTpoB. [ImaHmpoBanue u peanuzanus 1abIOHOB
ceprudukaros. llmaHupoBannme u peanuzauus BbAAYM W OT3bIBa cepTuukaToB. [lnaHupoBanue u
peayn3alys apxXuBaIy 1 BOCCTAHOBIIEHUS KIIIOUeH

11

IInanmpoBanue u pazBeproiBanue AD FS

[InanupoBanne u peanuzauusi uHppacTpykrypel AD FS. IlnanupoBanue u peanmzanuss AD FS Claim
Providers u Relying Parties. [InanupoBanue u peanuzauus AD FS Claims u Claim Rules. [InannpoBanue u
peanuzanus Web Application Proxy

12

IlnanupoBanue U peaau3anus 10CTyNa K JaHHBIM JUIS MOJIb30BaTeN el U yCTPOICTB
[TnanupoBanne n peanuzamus DAC. [lnanupoBanue noakiaroueHus k padoyemy mecty (Workplace Join).
[TnanupoBanue padounx nmanok (Work Folders)
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13

InanupoBaHue U peanu3auus CIyKObl yIpaBJeHHs] IPaBaAMU

0630p AD RMS. IlnanmpoBanme um peanmsanus kimactepa AD RMS. IlmanupoBanme W BHEIPCHHE
mabiaonoB AD RMS u nomuruk AD RMS. [InaanpoBanne u peanuzaius BHemHero goctyna Kk AD RMS.
[Tnannposanue u peanuzanus B3aumozeictsust AD RMS u Dynamic Access Control.

B mom uucne npakmuyeckux 3anamuil u 1a00pamopHuvlX pavbom

SoouobkrwnE

OcymecTBiieHre KOHOUTYPUPOBAHUS IPOTPAMMHOT0 00eCIIEYeHHS Ha cepBepax U pabodnx CTAHIIUAX.
YcTaHoBKa MpaB JOCTYIa U KOHTPOJIb UCIIOJIb30BAHUS CETEBBIX PECYPCOB

AJIMUHUCTPUPOBAHUE CEPBEPOB

Pacuér croumocTu cereBoro 000pyA0BaHUs U IPOrPaMMHOTO 0OecreyeHus

Perucrpanus nosip3oBaTenen JJIOKaJIbHOM CETH

OcyIecTBieHre aHTUBUPYCHON 3alITUTHI

70

KypcoBoii npoekT

30

YII 02.01 YyeOHasi NpaKTHKA AIMMHUCTPHPOBAHHUE CETEBBIX ONIEPALMOHHBIX CHCTEM

36

VII 02.02 YyeOHasi npakTUKA AJIMUHUCTPUPOBaAHUE KOMIILIOTEPHBIX CHCTEM

72

IIpousBoaCTBEHHAN MPAKTHKA pa3jiesia

IIpumepHblii nepeyens padoT:

arLONE

YcTraHoBKa Ha cepBepbl U padoUyre CTAaHIIMU: ONIEPALMOHHBIE CHCTEMBI M HEOOXO0JMMOe [Tt pabOThI MPOrpaMMHOE 0OecrieueHue.
[Tonnep>xka B paboTOCIIOCOOHOM COCTOSTHUM ITPOrpaMMHOE 00eCIieueHUe CEpBEPOB U PabOUMX CTaHIUI.

Perucrpanus nmonp3oBareneil TOKaIbHOW CETH U MMOYTOBOTO CEPBEPa, Ha3HAYAET HUICHTH(PHUKATOPHI U TTAPOIIH.

ObecnieueHre CBOEBPEMEHHOTO KOITMPOBAHMSI, ApXUBUPOBAHUS M PE3EPBUPOBAHUS JJAHHBIX.

[IpunsTHE MEp 11O BOCCTAaHOBJIEHHUIO paOOTOCTIOCOOHOCTH JIOKAJIbHOM CeTH IIPpU COOSX WM BBIXOJIE€ U3 CTPOSI CETEBOIO

O60py,[[OBaHI/I$I. BrrsiBiieHne ommOOK MoJIb30BaTelIeh U nporpaMmMHOTO obecrieueHUs 1 MMPUHATUEC MCP 110 UX HUCITPABJICHUIO.

IS

[IpoBeneHe MOHUTOPUHTA CETH, pa3padaThIBaTh MPEIJIOKEHUS TI0 PA3BUTHIO HHMPACTPYKTYPHI CETH.

7. OO6ecrieueHue ceTeBoi O€30MaCHOCTH (3aIIUTY OT HECAHKIIMOHMPOBAHHOTO AOCTYIAa K MH(OPMAIMH, IPOCMOTpa HITH
M3MEHEHHUS CUCTEMHBIX (PailyIoB M JTaHHBIX ), 0€30MACHOCTh MEKCETEBOTO B3aUMO/IEHCTBUS.
8. OcyuiecTBiIeHNE aHTUBUPYCHOM 3aIIUTHI JIOKATbHOM BBIYMCIUTENBHOM CETH, CEpBEPOB M pabOUUX CTAHIIUH.
JIokyMEeHTUpOBaHHE BCEX MPOU3BEAECHHBIX JICHCTBHIA.

144

HpOMe)KyTO‘lHaﬂ aTrrecranmus

24

Ixzamen

Bcero

726
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4. YCJIOBUSA PEAJIN3ALIUU ITPOT'PAMMBI
HNPOPECCHUOHAJBHOI'O MOAYJIsAA

4.1. MaTepuaJIbHO-TEXHHYECKOE oDecneueHue

Jns peanvzaiuu  mporpamMMbl  IPO(ECCUOHATBLHOTO MOMYJS JTOJDKHBI OBITH
MPEAYCMOTPEHBI CIIEYIONIUE CIIEeIUaTbHbIE TTOMEIECHUS:

- Macrtepckas MOHTa)ka U HACTPOUKH OOBEKTOB CETeBON MH(MPACTPYKTYPbI

- Jlabopatopust Nell5

OOopynoBanue kabuHera M padouumx Mect jgadbopatopum «IIporpammuoro
o0ecrnieueHns KOMIBIOTEPHBIX CETEi»:

- ABTOMATHU3UPOBaHHbIE paboune MecTa 00yJaroIUuXCs;

- aBTOMATU3UPOBAHHOE paboyee MECTO MPENOIaBaTEeNs;

- CIIeLIMAJIM3UPOBaHHAs MeOEIIb;

- KOMIUIEKT HOPMATUBHBIX IOKYMEHTOB,;

- PEKOMEH/IAIIMH TI0 MOJTOTOBKE K MPAKTUYECKUM 3aHITHSIM;

- 3a/IaHUS JIJIs1 TPOBE/ICHUSI PAKTUUECKUX 3aHSATUH;

- KOMIUIEKT TECTOBBIX 3aJaHUM;

- IPOEKTOD;

- CKaHep;

- IPUHTED;

- TEpMUHAJILHBIN cepBep;

- CepBEPHBIN mKad co CTOMKaMU;

- mapupytuzarop Cisco;

- HeynpaBisieMblil kommyTtatop Cisco;

- ynpasisieMblii kommyTtatop Cisco;

- COCTMHUTENBHBIE MTaTY-KOP/IBL;

- MporpaMMHoOe o0ecrieyeHre o0ero 1 npodeccuoHaIbHOTO Ha3HAYEHUS.

4.2. UudgopmanuonHoe odecnevyeHne o0yueHust

Jlist peanuzaiu nporpaMMbl OUOIMOTEUHBIN (OHT 00pa3oBaTEIbHON
OpraHu3aliy YKOMIUJICKTOBAH MEYaTHBIMH U (MJIN) SJIEKTPOHHBIMU
oOpa3oBaTenbHBIMU 1 HH(OPMAIIMOHHBIMU PEeCypcaMu, peKOMEHI0BAHHBIMU JIJISI
UCIOJIb30BaHUs B 00pa30BaTeIbHOM IPOLIecce

4.2.1. DeKTPOHHBIE N31aHUA (3JIEKTPOHHbIE PecypChl)

1. lubpos, M. B. KomnbloTepHBIE CETH U TEJICKOMMYHUKAIIHH.
Mapupyruszanus B IP-cetsax B 2 4. Hactp | | yd4eOHHMK U IPAKTUKYM AJI CPEAHETO
npodeccuoHanbHoro oopazopanus / M. B. JIubpos. — Mocksa : M3narenbcTBo
FOpaiit, 2020. — 333 c. — (IIpodeccuonansuoe oopazoranue). — ISBN 978-5-
534-04638-0. — Texkct : anextponusiit // DbC FOpaiir [caiit]. — URL.:
https://urait.ru/bcode/452574

2. [{lubpos, M. B. KoMIIbIOTEpHBIE CETU U TEIEKOMMYHUKAIUH.
Mapmpytuzaius B [P-cetsax B 2 4. HacTp 2 : y4eOHHUK U IPAKTUKYM JJIS CPETHETO
npodeccruoHanbHOro oopazopanus / M. B. JIubpos. — Mocksa : M3marenbcTBoO
FOpaiit, 2020. — 351 c. — (IlpodeccuonanpHoe oopazoanue). — ISBN 978-5-
534-04635-9. — Texkcr : anextponnsiii // ObC Opaiir [caiiT]. — URL:
https://urait.ru/bcode/453065



https://urait.ru/bcode/452574
https://urait.ru/bcode/453065

4.2.2. JlonoJHUTEIbHbIE HCTOYHUKH

1. I'ocmes, 1. M. OniepanilnOHHBIE CUCTEMBI : YYEOHUK U MPAKTUKYM JIJIs
cpeanero nmpodeccuoHanbHoro oopazopanus / 1. M. I'octeB. — 2-e u3n., ucmp. u
non. — Mockaa : M3gatensctBo FOpaiit, 2020. — 164 c¢. — (IIpodeccuonanbHoe
ooOpazoBanue). — ISBN 978-5-534-04951-0. — Texcr : anexkTpouHslit // 3BC
FOpaiit [caiiT]. — URL.: https://urait.ru/bcode/453469

2. UndopmaninonHo - Meroandeckuit sxypHan «3amura uapopmanuu. INSIDE»

3. KXypnan «ABTOMaTHKA, CBA3b, THPOPMATHKA

4. )KXypHall 0 KOMIIBIOTEPHBIX CETAX U TEICKOMMYHHUKAIIMOHHBIX TEXHOJIOTUSX
«CeTH U CUCTEMBI CBS3U» [ DNEKTpOHHBIN pecypc]. —Pexum noctyna: URL:
http://www.ccc.ru

5. DneKkTpoHHBIN pecypc. Pexxum pocrtyma:
http://www.linuxshare.ru/docs/security/iptables/iptables-tutorial.html

4.3. O01mue Tpe0OBaHUA K OPraHU3aNNu 00pa30BaTeJIbHOIO Npouecca

OcBoeHue mnporpaMMbl MOJyJIS Oa3upyeTrcss Ha U3YYCHUM JIUCHUILIIUH:
M/K.02.01 AngmMuHHCTpHpOBaHME CETEBBIX omnepannoHHbIX cucrem, MJIK.02.02
[IporpammHuoe obGecrnieuenne kommbioTepHbIX ceteir, MJIK.02.03 Opranuzanus
aIMUHUCTPHUPOBAHUS KOMITBIOTEPHBIX CHCTEM.

VYyebnas  mpaktuka (npouszsoocmeenHas — npakmuka — (no  npo@uiio
cneyuanbHocmy) TIPOBOJWUTCS KOHIIGHTPUPOBAHHO B  YYEOHBIX MAaCTEPCKHX
dunuana, (opeanuzayusix, OesimelbHOCHb KOMOPbIX
coomeemcmayem npohuito nN0O20mMoBKU 00y4auuxcs).

PesynpTaThl TPOXOXKIEHUS MPOM3BOJCTBEHHON TMPaKTUKH (MO MpouUiIo
CHEIUATBHOCTH) TO  TNPOo(EeCCHOHATFHOMY  MOAYJII  YUYUTBHIBAIOTCA  TIPH
MIPOBEICHUH PK3aMeHa KBATU(UKAIIMOHHOTO.

4.4. KaapoBoe obecnieueHne 00pa3oBaTeibHOI0 nmpouecca

Peanuzanus paboueit IPOrpaMMbl poeCcCUOHATEHOTO MOZYJISA
oOecrieuynBaeTCs MeIarornyeCKUMH pabOTHUKAMH 00pa30BaTEIbHON OpraHu3aIliH,
a TaKKe JUIaMH, MPUBICKACMBIMH K peaM3allid 00pa30BaTEIbHOM MPOTPaMMBI
Ha HHBIX YCJIOBHUSAX, B TOM YHCJIC W3 YHCIAa PYKOBOAWUTENICH W pPaOOTHHUKOB
OpraHW3alliid, HaNpPaBJICHHUE JICATCIBPHOCTH KOTOPHIX COOTBETCTBYET OO0JIaCTH
npoeCCUOHATIBHON JIeSITENBHOCTH (YKazams 001acmy) (MMEIOIMNX CTaX pabOThI B
JaHHOM npodeccnoHaNIbHON 00J1aCTH HE MeHee 3 JIET).

KBamudukanusi negarornuyeckux pabOTHUKOB 0Opa30BaTEIbHON OpraHU3alvu
OTBEYaeT KBATM(PUKAIMOHHBIM TPEOOBAHUSIM, YKAa3aHHBIM B KBaJIU(UKAIIMOHHBIX
CrpaBOYHHMKAX U (MIK) MPo(eCcCHOHATBHBIX CTaHAApTaX (npu Hanuuuu).

[lenarornveckne paOOTHHUKH, MPUBIEKAEMbIC K peaiu3alluu 00pa3oBaTEIbHON
MPOTPaMMBbI, TOJIYYalOT JIOMOJHUTEIbHOE MpodecCHOHANIbHOEe O00pa3oBaHUE IO
porpaMmam TOBBITICHUS KBATU(PUKAIMKI, B TOM YUCJIE B (OpME CTAKUPOBKHU, B
OpraHW3alusX, HAMPABICHUE ACSITEIBHOCTH KOTOPHIX COOTBETCTBYET O00IaCTH
npodecCUOHANIBHON JeATeNIbHOCTH (yKa3aTh 00J1acTh) He pexke 1 paza B 3 rojna c
YUETOM PACIIMPEHHS CIIEKTPa MPOo(eCCHOHATBHBIX KOMIIETCHIINH.


https://urait.ru/bcode/453469

5. KOHTPOJIb 1 OIEHKA PE3YJIbTATOB OCBOEHUA

NMPO®ECCUOHAJIBLHOTO MOAY.JISI (BUJA AESITEJILHOCTH)

Kon u HaumeHoBaHue

PO ECCHOHATTEHBIX U

001X KOMIIETEHIINH,
(hopMUPYEMBIX B paMKax

Kputepun onieHku

MeToaplI OIleHKH

MOYJIst
1IK 2.1. O1eHKa «OTJIMYHOY» - TEXHUIECKOE Dk3aMmen/3adeT B popme
AZIMUHHCTPHPOBATH 3aJlaHue MPOAHATM3UPOBAHO, AITOPUTM | COOCCEIOBAHMS:
JIOKaJIbHbIE

BBIUHCIINTEILHBIE CETH U
MPUHUMATH MEPHI 110
YCTPAHCHHIO BO3MOKHBIX
cOoeB.

pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHUI0 U O(DOPMJICH B
COOTBETCTBHU CO CTAH/IAPTaMH,
MOSICHEHBI €0 OCHOBHBIC CTPYKTYPBHI.

O11eHKa «X0POIL0» -aJITOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUH
CO CTaHJAPTaMH U COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBL.

OrneHKa «y10BJIETBOPUTEIBHOY -
QITOPUTM pa3pabOTaH U COOTBETCTBYET
3aIaHUIO.

IMPAKTHUYECKOEC 3aITaHUC I10
MOCTPOCHHIO aJITOPpUTMA B
COOTBCTCTBUU C
TCXHUYCCKHUM 3aJaHUCM

3amuTa OT4ETOB 10
HNPaKTHYECKUM U
nmabopaTopHBIM paboTam

IIK 2.2.
AJIMUHUCTPHPOBATH
CETEeBBIE PECYPCHI B
UHPOPMAITUOHHBIX
cHcTeMax.

Or1ieHKa COTJIHYHOY - TEXHUUECKOE
3aj1aHue POAHATM3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHHI0 i 0(DOPMIICH B
COOTBETCTBHH CO CTaHIApTaMH,
IIOACHEHBI €70 OCHOBHBIE CTPYKTYPBI.

OreHKa «X0pOIIO0Y -aJTOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUU
CO CTaHIAPTaMHU M COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYPBHI.

OHeHKa «KYAOBJIETBOPUTEIBHO» -
AJITOpUTM pa3pa60TaH 1 COOTBCTCTBYCT
3aJIaHHUIO.

Ok3amen/3aueT B popme
cobeceoBaHuUs:
HPaKTHYECKOE 3a1aHHE 10
MOCTPOCHHIO AITOPHTMA B
COOTBETCTBHH C
TEXHHUYCCKHUM 3aJaHUEM

3ammra 0T4EeTOB 10
MPAKTHYCCKUM U
J1abopaTOPHEIM paboTam




IIK 2. 3. ObecnieunBaTh
cOop JaHHBIX IS
aHaJIn3a UCIIOIL30BaAHUS
1 QYHKIIMOHUPOBAHHUS
IIPOrPaMMHO-
TEXHHYECKUX CPEIACTB
KOMITBIOTEPHBIX CETEH.

OI1leHKA OTJIMYHOY - TEXHUUECKOE
3aJJaHKe TIPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIJaHHIO U O(OPMIICH B
COOTBETCTBHU CO CTAH/IAPTaMH,
MTOSICHEHBI €70 OCHOBHBIC CTPYKTYPBHI.

OI1IeHKa «XOPOIII0Y -aITOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUU
CO CTAHIAPTaMH U COOTBETCTBYET
3aJIaHHUIO, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYPBHI.

O1ieHKa «y10BJIETBOPUTEIBHOY -
aJITOPUTM pa3paboTaH U COOTBETCTBYET
3a/IaHHUIO.

Ok3amen/3aueT B hopme
cobece0BaHMS:
MPaKTUIECKOE 3aJaHue 1o
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJaHHEM

3ammTa 0T4eTOB 10
MPaKTUYCCKUM H
1abopaTopHBIM paboTaM

1IK 2.4.
B3aumopaeiicTBoBaTh CO
CIECIUAINCTAMHU
CMEXHOTO TIPOQIIIS IpH
pa3paboTKe METO/IOB,
CpPEICTB U TEXHOJIOTUM
MIPUMEHEHUS 00bEKTOB
npohecCHOHATBHOMN
JeSITETbHOCTH.

OmeHKa «OTIIMYHO» - TEXHHIECKOE
3aJlaHNe POAHATU3UPOBAHO, aAITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 33/IaHHIO M 0()OpMIICH B
COOTBETCTBHH CO CTAaHIAPTaMH,
TIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

OreHKa «X0pOIIO0» -aJTOPUTM
pa3pabotas, 0ohopMIIEeH B COOTBETCTBHU
CO CTaHIAPTaMU U COOTBETCTBYET
3aJJaHUIO, TIOSICHEHBI €r0 OCHOBHBIE

CTPYKTYPBL.

OrneHka «y10BJIETBOPUTEIBHOY -
ITOPHUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIo.

Dk3ameH/3adet B hopme
co0eceIoBaHMsL:
HPaKTHYECKOE 3aJIaHKE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBUHU C
TEeXHHYECKUM 33/TaHHEM

3ammra OT4ETOB MO
MPaKTUIECKUM U
nmabopaTopHBIM paboTam

OK 01. Beibupats

npodeccuoHaIbHON
JICSITENIBHOCTH,
MIPUMEHHUTEIIBHO K

CIIOCOOBI PEIICHUS 33724

BLI60pa " IPpUMCHCHUS METOAOB U

3a1aq;
- aJIcKBaTHAs OLICHKA U CAMOOLICHKA

— 00OCHOBAaHHOCTb IIOCTAHOBKU i,

crIoco00B peleHus: MPohecCHOHATBHBIX

Pa3iIMYHBIM KOHTCKCTaM.

3¢ (HEeKTUBHOCTH U KayeCcTBa
BBINIOJTHEHHS TPO(ECCHOHAIBHBIX 33/1a4

OIT 02.0Ocy1ecTBusITH
MOUCK, aHAIN3 U
WHTEPIPETAIUIO
nH(pOopMaIuy,
HEOO0XOIUMOH s
BBITTOJIHEHHS 33124

- UCIIOJIb30BAHUE PA3JIMYHBIX
HCTOYHUKOB, BKJIFOYAs DJIEKTPOHHBIE
pecypcsl, Mmeauapecypcebl, MTHTepHeT-
pecypchbl, NEPUOINUECKUE U3TaHUS TI0
CIIELMAIIBHOCTH JJI PELICHUS
npodecCHoHaIbHBIX 331a4

npodeccuoHaNbHOE U

npodeccuoHaIbHON

JIeSITETLHOCTH.

OK 03. [TnanupoBats u - IEMOHCTpALMs OTBETCTBEHHOCTH 3a
peaTn30BLIBATh TIPUHATHIC PEIICHIIS

COOCTBEHHOE - 000CHOBaHHOCTb CaMOaHaJIM3a U

KOPPEKIHS Pe3yIbTaTOB COOCTBECHHOM

HNurtepnperanus
pe3yabpTaTOB HAOMIOACHUIH
3a IEATEIbHOCTHIO
00ydJaromerocs: B mporecce
OCBOEHHS 00pa30oBaTeIbHON
MIPOTPaMMBI

DKcrnepTHOE HAOIIOICHUE U
OLIEHKA Ha JIAOOPAaTOPHO -
MPAKTUYECKUX 3aHATHSAX,
IIPH BBITIOJTHEHUH PadoT 10
yueOHO U
MIPOM3BOJCTBEHHON
MpaKTHKaM




JIMYHOCTHOC PA3BUTHUC.

paboTsl;

OK 04. Paborats B
KOJUIEKTUBE M KOMaH/E,
3¢ HEKTHBHO
B3aMOJCHCTBOBATH C
KOJUIETaMHU,
PYKOBOJICTBOM,
KJIMEHTAMH.

- B3aUMOJIEHCTBUE C O0YJAIOIMMUCS,
MPEeTo/IaBaTesIMA 1 MacTePaMH B XOJIC
0o0yueHusl, C PyKOBOJUTENISIMU yU4eOHOM
Y TIPOU3BOJICTBEHHOM MPAKTHUK;

- 000CHOBAaHHOCTH aHaJIHM3a PabOTHI
YJICHOB KOMAaH/IbI (TIOYNHCHHBIX )

OK 05. OcymecTBisTh
YCTHYIO U INCBMEHHYIO
KOMMYHHKAIINIO Ha
TOCY/IapCTBEHHOM SI3BIKE C
Y4eTOM 0COOEHHOCTEH
COLUAIIBHOTO U
KYJIbTYPHOTO KOHTEKCTa.

-TPaMOTHOCTb YCTHOU U TUCBMEHHOMN
peun,

- ICHOCTH (POPMYITHPOBAHUS U
H3JI0KEHUS MBICTEH

OK 06. IIposBnsaTs
IpaXJaHCKO-
MaTPUOTHYECKYIO
MO3ULUIO,
JIeMOHCTPHUPOBAThH
OCO3HAHHOE IIOBEJICHUE HA
OCHOBE

- coOI0IeHre HOPM TIOBEIICHHS BO
BpeMsl Y4eOHBIX 3aHSATHHA U
MPOXOKACHUS YUeOHOH 1
MPOU3BOJICTBEHHOW MPAKTHK,

00111€YeTI0BEYECKUX

LIEHHOCTEN.

OK 07. ConeiicTBOBaThH - 3¢ PEKTUBHOCTD BBHITIOTHEHUSI TPABUIT
COXPAHCHUIO TH Bo Bpemsi y4eOHBIX 3aHITHH, PU
OKpY>KarolLlen cpelibl, MIPOXOXKICHNU YIeOHOH 1
pecypcocOepexeHuto, MIPOM3BOJICTBEHHOM MPaKTHK;

3¢ (HeKTUBHO JIEHCTBOBATH
B UPE3BBIYANHBIX
CUTYyaIHUsX.

- 3HaHHE U HCTI0JIb30BaHUE
pecypcocOeperaroimunx TeXHOIOTUH B
00J1aCTH TeJICKOMMYHUKAIMH

OK 08. Ucnonp30oBaTh
cpeacTBa pU3nIeCKOi
KYJIBTYPBI JUISI
COXpaHEHUS U
YKPEIUIEHUS 310POBbS B

- 3¢ (dEKTUBHO HCIIOJIb30BaTh CPEICTBA
(u3NIECKOi KyIbTYpHI JUIsi COXPaHEHUSI
U YKPEIJICHHUS 37I0POBbsI B TIPOLIECCEe
npo(ecCHOHAIBHON IeATEIbHOCTH U
noJiiepKaHre HeoOXO0JMMOT0 YPOBHS

npoiecce (u3M4ecKoil MOArOTOBIEHHOCTH. ;
npodeccuoHaIbHON

JEeSITeIbHOCTH U

noJiep>KaHue

HEOO0XOIMMOT'0 YPOBHS

(hm3ugeckoi

MTOATOTOBJIEHHOCTH.

OK 09. Hcnonb3oBats - 3¢ EKTUBHOCTD UCIIONB30BAHUS
nHPOPMAaLMOHHbIE UHPOPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH B TEXHOJIOTHH B MPO(eCCHOHATBHOM
npodeccuoHaIbHON JESITENIbHOCTH COTIIACHO (POPMHUPYEMBIM
JESTETLHOCTH. YMEHUSIM U T10JTy4aeMOMY

MIPAKTHYECKOMY OIIBITY;

OK 10. ITonp30BaThCS
npoeccuoHaIbHON
JOKyMEHTAIMeH Ha
TOCYJapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

- 9(peKTUBHOCTH UCTIOJIH30BAHMSI B
npoeccuoHaIbHON AEATETBHOCTH
HEOOXOIMMON TEXHUYECKON
JIOKyMEHTAITUH, B TOM YHCIIC Ha
AHTJIMACKOM SI3BIKE.

DK3aMeH
KBaJIM(DUKAIIMOHHBII




OK.11. IInannpoBatsb
[PENNPUHUMATEBCKYIO
JeSITebHOCTD B
npodeccronambHoNCchepe

- 3¢ EeKTHBHO MIAHUPOBATH
MPEANPUHUMATENBCKYIO IESITEIFHOCTD B
npodeccuoHansHol cdepe mpu
MPOBEACHUH PabOT 1O
KOHCTPYHPOBAHUIO CETEBOI

WH(PACTPYKTYPHI




JIner n3meHeHuii M J0NOJIHeHMI B pado4eil mporpaMMe npogeccuoHaJIbLHOro
monyas IIM.02 OPI'AHU3ALIUA CETEBOI'O A/IMHHUCTPUPOBAHHUA

cnenuanbHocTH 09.02.06 CereBoe M CUCTEMHOE aIMUHUCTPUPOBAHUE

HN3MCHCHUA

HOMEpAa N3BMCHCHHBIX

Ne
MPOTOKOJIA
LIUKJIOBOM
KOMHUCCHH,
naTa

MOJIINCH
MK

CTpaHuI|

ITYHKTOB




